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10-29-2015-03:04:01 to 10-29-2015-04:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 4599
66. 249. 69. 77 Lhited Sates 147.237.77. 176 nat pash.idf.il |TCQP handshake viol ation, first packet not syn |drop 2793
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 641
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 318
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 282
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df .11 | TGP handshake viol ation, first packet not syn |drop 53
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 6
10.0.0. 17 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4

66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al Nets drop 3
181.55. 195. 8 Col onbi a 147.237.77. 216 dover.idf.il SYNHood full table drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3

46. 166. 188. 68 Net her | ands 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1

85. 25. 103. 50 Ger many 147.237.76. 198 e.yohal an.idf.il |B ock_Wp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 213. 82 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
195. 154. 169. 85 France 147.237.72. 166 aka.idf.il C1000106: HTTP. maj estic bot B ock 1




10-29-2015-03:04:01 to 10-29-2015-04:04:01

|Top Attackers In |D|

Attacker Address |Target Address ‘Attacker Signature
Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 67. 73 147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
69. 64. 46. 86 147.237.77.212|lnited Sates |e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69. 64. 46. 86 147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
1.235.195.234 |147.237.77. 233 Okfrea' RepUbIIC [ oy i i ET SCAN NVAP -sS wi ndow 2048 1
218.89.137.3 147.237.0.33 |[China idf.il ET SCAN NVAP -sS w ndow 1024 1
216. 197. 239. 142|147. 237. 77. 216 |Canada dover . idf il portscan: TCP D stributed Portscan 1
211.241.180. 35 |147.237. 76. 44 Okfrea’ RepUBl i C 1o ¢ ef ah. i i ET SCAN NVAP -sS wi ndow 1024 1
26, 185. 199 42 |147. 237 76.31 |Turk nekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
. . . . . . ur Ke' C N N .
y Potential Scan or Brute Force

69. 64. 46. 86 147.237.76.31 |lLnited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
1.235.195.234 |147.237.77. 233 g‘f’rea’ RepUBI I C f v o i i ET SCAN NVAP -sS wi ndow 3072 1
1.235.195.234 |147.237.77. 233 Okfrea' RepUbIIC [ oy i i ET SCAN NVAP -f -sS 1
218.89.137.3 147.237.0.16 |[China ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
211.241.180. 35 |147.237. 76 44 |KO8& FePUDIICH " o on ich ] ET SCAN NVAP -sS wi ndow 4096 1

of




10-29-2015-03:04:01 to 10-29-2015-04:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature

208.54.37.165 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 270

119. 225. 41. 214 |Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 168

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 124
Sreamng Engine: TGP Invalid i i ssi

2.54.145.183  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Inval i d segnent retransmssi on. drop 90
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i Ssi

66.249.78.166 |lhited Sates  |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 82
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi

66.249.78.173 |United Sates  |147.237.77. 216 |dover.idf. il 9 =g Inval i d segnent retransmssi on. drop 76
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.78. 159 |Wited Sates  |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 74
Ret r ansn ssi on Packet dr opped.

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 51

108. 219. 137. 152|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 50

208.54. 4. 172 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 50

176. 12. 137. 45 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39

5.102.227.209 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 31

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 21

109. 64. 144. 122 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18

109. 200. 30. 154 [United Ki ngdom|147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 16
Sreamng Engine: TCP Invalid i i ssi

66.249.79.79  |Uited Sates  |147.237.77. 216 |dover.idf. il 9 =g Inval i d segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dr opped.

108.59.253.71 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

50.79.232.105 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12

198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
Sreamng Engine: TCP Invalid i i ssi

66.249.79.77  |wited Sates  |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10

185.4.255. 71 Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
Sreamng Engine: TCP Invalid i i ssi

66.102.8.238  |Uhited Sates  |147.237.77.216 |dover.idf. il 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dr opped.

135. 23.129. 247 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

37.142.159. 100 |Israel 147.237.72.166 |aka i of il |Bad TOP sequence SINWAK retransmt with different Joooiior o

wi ndow scal e

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8

79.181.108. 212 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8

212.179.90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6

181. 55. 195. 8 Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

64.233.172.163 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 5

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 4

208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i Ssi

131.253.25. 161 |Wited Sates  |147. 237. 76. 200 |ei tan. aka.i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.

Russi an . . -

37.140.188. 78 erati on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4

216.197. 239. 142|Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4

152.236.199.9 |Bazil 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3

157.55. 39. 11 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3

66.249.78.159 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

192.117.97. 185 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret r ansn ssi on Packet dr opped.

66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop

180. 76. 15. 20 Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

40.77.167.45  |UWited Sates  |147.237.76.200 |eitan. aka i df.i 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.

198.58.102. 156 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78.166 |lsrael 147.237.77.216|dover. i df .il D stributed Suspici ous Response Code B ock 30
68.180. 228.112 |[hited Sates 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 30
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 30
157.55.39.130 |Uhited Sates 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www nag. i df.il/993/ pat zar. aspx Bl ock 15
. . D stributed Uhaut hori zed URL Access on
66.249. 67.250 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
66.249. 67. 34 | srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 67. 34 B ock 15
] . . D stributed Unhauthori zed URL Access on
199. 16. 156. 124 |Uited Sates 147.237.77.216|dover. i df.il Wi df i1/ p storagel files/ 6 si ze220x0/ 17436, | pg B ock 15
Russi an . . Parameter Type Molation SortOr in
85.173.67. 215 eration 147.237.77. 176 [mat pash. i df . i | v cogat . i df . i |/ 1038- en/ cogat . aspx Bl ock 15
. . Unaut hori zed URL Access to
66.249.75.116 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai r/ gi yus/ gi yus/ gener al . aspx B ock 15
66. 249. 67. 134 | srael 147.237.77. 170 |maar achot . i df . i | |Waut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 0/ 112540. pdf |B ock 15
162. 253. 180. 218|Uhited Sates 147.237.77.216|dover. i df . il Mil tiple Untraceabl e SSL Sessions from 162. 253. 180. 218 ((Qpen Mde) |None 15
66.249.67.251 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ i p_st or age/ f | es/ 4/ 71084. doc B ock 15
207. 46.13. 53 Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 15
85.173.67. 215 RJF Sﬁ::ﬂ on 147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation | ang i n wan cogat.idf.il/1038-en/ cogat. aspx |B ock 15
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 16789- he/ dover . aspx Bl ock 15
. . Unaut hori zed URL Access to
66. 249. 67.202 |l srael 147.237.77.74 |lawidf.il Wi g, i df i 1/si p storagel il es/ 3/ 423. pof 319 B ock 15
184. 105. 139. 67 |lhited Sates 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 15
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29  [United Sates  |147.237.77.176[natpash. idf. i1 | 0 0 0 i i1 1034 hef cogat . aspx B ock 15
66. 249. 69. 35 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 66. 249. 67. 71 B ock 15
207.46.13.187 [lnited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/yohal an/ news/ news. asp B ock 15
141.212.122. 128|Uhited Sates 147.237.76.86 |navy.idf.il Mal formed URL proxyt est. zmap. i 0: 80 B ock 15
. . Unaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 12188- he/ dover . aspx Bl ock 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
. . Unaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237.76. 42/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 15
. . Uhaut hori zed URL Access to
66. 249. 75. 8 | srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 8/ 1528. png B ock 15
. . D stributed Unhauthori zed URL Access on
66.249.67.122 [Israel 147.237.72. 166 |aka. i df . i | vaw aka, i df i 1/ 1158- he/ chi nuch. asp B ock 15
208.115.111.73 [Wited Sates 147.237.77. 216 |dover.i df .l Uhaut hori zed URL Access to v idf.il/aman/ Bl ock 15
; . . Unaut hori zed URL Access to
157.55.39. 61 Wited Sates 147.237.72. 166 aka. i df . i | vy aka. i df . i |/ si tes/ resour ces/ kanhar/ styl es/ si t enap. asp B ock 15
. . Unaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 (dover. i df . il 147, 237.77. 216/ 1133- 20313- he/ dover . aspx Bl ock 15
. . D stributed Unauthori zed URL Access on
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1158- he/ chi nuch. aspx B ock 15
193. 252. 118. 176|France 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 15
Russi an . . Paraneter Type Mol ati on PageNumin
85.173.67. 215 e ot i on 147.237.77. 176 \nat pash. idf . il [ = cogat . i df . i1/ 1038- en cogat . aspx Bl ock 15
. . . Uhaut hori zed URL Access to
66. 249.75. 46 I srael 147.237.76.200ei tan. aka. i df . i wwy ei tan. aka. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock 15
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/programer. asp B ock 15

10-29-2015-03:04:01 to

10-29-2015-04:04:01




