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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 33348
66. 249. 69. 85 Lhited Sates 147.237.77. 176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn |drop 12289
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8952
51. 254. 143. 241 Uhi t ed Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6301
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1018
66. 249. 67. 20 Lhited Sates 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 863
66. 249. 67. 34 Lhited Sates 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 442
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 35

66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 27
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 9

66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
212.76.99.211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
72.83.21. 149 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4

109. 66. 125. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
222.186.34.73 Chi na 147.237.76. 147 chi nuch. aka.idf.il [JLM Under Attack Con_Tcp drop 2
2.54.18. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

66. 249. 67. 27 Lhited Sates 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 2

176. 13. 20. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

176. 12. 136. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

176. 13. 15. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

149. 88. 206. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka. idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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10-29-2015-02:04:08 to 10-29-2015-03:04:08

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste
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195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 67. 20 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 2
162. 248. 10. 134 147.237.77. 226 Canada waw chanat z. aka. i df . i | ET SCAN NMAP -sS w ndow 2048 1
123. 18. 206. 13 147. 237.77. 178 M et nam e. nat pash. i df . i ET SCAN NVAP -sS wi ndow 1024 1
69. 64. 46. 86 147.237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
162. 248. 10. 134 147. 237.77. 226 Canada Wi chamat z. aka. i df i | ET SCAN NMAP -sS w ndow 4096 1
162. 248. 10. 134 147.237.77. 226 Canada wa charmat z. aka. i df . i | ET SCAN NVAP -f -sS 1
94. 102. 48. 194 147. 237. 8. 45 Net her | ands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
69. 64. 46. 86 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.162. 116. 98 147.237.77.19 Sweden lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Slte ‘Signature Acti on ‘Count
162. 253. 180. 218|lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 82
212.76.99.211 |lsrael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 62
66.249.78.173 |Uited Sates  |147.237. 77, 216 |aover. i or. 1| | €A NG Engine: TP Inval i d nvalid segnent retransmssion. drop 44
Ret r ansni ssi on Packet dr opped.
66.240.78.150 |uited Sates  |147.237. 77, 216 |dover. i of. 11| | €AM NG Engine: TP I nval i d Inval i d segnent retransmssi on. drop 34
Ret ransm ssi on Packet dr opped.
46. 19. 85. 217 | srael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 34
66.249.78.166 |Uited Sares  |147.237. 77, 216 |dover iat i1 | | €2 ng Engi ne: e Invalid Inval i d segnent retransmssi on. drop 26
Ret ransm ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 26
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .il [dr op SAMrul e drop 26
100. 100. 69. 191 147.237.72. 166 |aka.idf.il [drop First packet isn't SN drop 20
141.0. 8. 142 Lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 18
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 16
62.210. 113. 143 |Fance 147.237.72. 166 |aka.idf.il |dr op SAMrul e drop 14
66.249.70.77  |Uited Sares  |147.237. 77, 216 |dover.ir. 1| | €A NG Engine: TP Invalid nval i d segnent retransmssi on. drop 14
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 186 | srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 11
54.72.0.55 Irel and 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 11
109. 66. 3. 84 I srael 147, 237.72. 166 |aka i of 11 | €AM NG Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
2.52.151.198 | srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8
64.233.172. 163 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8
2.54.18. 46 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 7
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 6
134.191. 232. 68 |Israel 147, 237.77. 216 |dover i ar..i1 [T €3M N9 Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop
212.199. 182. 150|l srael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop
207.46.13.30  |Uited Sates  |147.237. 72. 166 |akaiar. i1 || S NG Engine: QP Invalid Inval id segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
185.32.179.39 |israel 147 237.77. 243 |robi 1 e, o [ @M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 6
212.179.220.79 |lsrael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 5
40. 77. 167. 36 Lhited Sates 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 5
176. 13. 15. 133 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 5
198.58.103. 115 |Lhited Sates 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SN drop 4
40. 77. 167. 35 Lhited Sates 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 4
134.191.232.70 |israel 147. 237, 77. 216 |dover i ot i[> €A™ ng Engi ne: TeP Invalid Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
2.52.171. 202 | srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 4
134.191.232.72 |Israel 147, 237. 7. 216 |dover i i1 [ ' €A™ NG ENgi ne: TCP Invalid Inval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
109. 66. 125.91  |Israel 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 4
128.232.110. 28 |United Ki ngdom|147.237.76.201|e atal.idf.i|Geo-| ocati on enf or cenent Geo-l ocati on i nbound enforcenent  |drop 4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 4
109. 200. 30. 154 [Wnited Kingdom|147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SYN drop 4
79.181.108. 212 |lsrael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 4
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 4
66.249.78.159 |lsrael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 3
149. 88. 206. 37 |l srael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 3
72.83.21.149 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 3
151.80.31.112 (italy 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 3
95. 108. 132. 175 :Zj;”ion 147.237.72. 166 |aka. i df . “;; ?ZTsrr]r? Sir;g(l):e: TP Invalid :Dg‘éi];td ;eggsgé_ retransmssi on. drop 3
66. 85. 98. 210 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 3
37.142.150.10 [Israel 147.237.72. 166 |aka.idf.il [Bad TCP sequence mﬁ(s;:;ansmt wehdifferent | onitor |3
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 3
66.249.67.6  |wited Sates  |147.237.72. 166 |akaicr.it |2F €AM NG Engine: TP Invalid vl i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dr opped.
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Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
31.154.91.205 | srael 147. 237.72. 166 |aka. i df . i | Too My of the Sane Response Cbde (404) in Session from Bl ock 285
31. 154. 91. 205
91.90.191. 135 |Pol and 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/forunasp/ B ock 30
66. 249. 67. 20 I srael 147.237.77. 170 |naar achot . i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 67. 20 B ock 30
; ] . Unhaut hori zed URL Access to
72.9.148.10 Uited Sates |147.237.76.86 |navy.idf.il wWaw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 30
. . Unaut hori zed Met hod HEAD f or

79.182.13. 72 I srael 147.237.72. 166 |aka. i df . i | vw aka, i o i 1/ il ui it enpl at es/ hone. asp B ock 15
31.154.91.205 |[lIsrael 147.237.72. 166 |aka. i df . i | Too Many 404: Response Code per Session B ock 15
66. 249. 69. 35 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx [None 15
58.8.148. 3 Thai | and 147.237.77. 216 |dover. i df . i | eMti | oardi ng B ock 15
174.129. 237. 157|Wited Sates [147. 237.77. 176 |mat pash. i df . i | thaut hori zed LRL Access to Bl ock 15

WA cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper /

. : Unaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 20581- he/ dover . aspx B ock 15

. . Unaut hori zed URL Access to
66.249. 67.234  |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15

: . . Unhaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates [147.237.77.216|dover.idf.il v i i 1/5i p_storagel i1 es/ 6/ si ze220x0/ 17436. | pg B ock 15

. . Unaut hori zed URL Access to
66. 249. 67. 34 I srael 147.237.77. 170 |maar achot . i df . i | e achot i of i1/ paf /111 es/ 9/ 108889, pef Bl ock 15

Unaut hori zed URL Access to

66. 249. 69. 69 I srael 147.237.77. 176 |mat pash. i df . i | ww cogat . i df . i |/ usef ul i nf ormati on/ i dkoni mi pages/ 19122010hodsh |Bl ock 15
y. aspx
66.249.67.134 I srael 147.237.77. 170 |n@ar achot . i df . i | thaut hori zed LR. Access to Bl ock 15

147.237.77. 170/ 71633- he/ maar achot . aspx

wwy. chamat z. aka. i d

66. 249. 64. 153 | srael 147.237.77. 226 £l Mul tiple Waut horized URL Access from 66. 249. 64. 153 B ock 15
176.13.0.135 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 15
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .l O stributed Suspicious Response Code B ock 15
. . DO stributed Whaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
207. 46. 13. 47 Lhited Sates |147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/general.aspx  |B ock 15
. . D stributed Unaut hori zed ULRL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
141.212.122. 128|Uhited Sates [147.237.0.19 |madimatal .idf.il Mal for med URL proxyt est. zmap. i o: 80 B ock 15
31.193.51.17 France 147.237.77. 216 |dover.idf .l O stributed Suspicious Response Code B ock 15
66.249.75.23  |israel 147.237.76.31 |nakchal .idf.il thaut hori zed URL Access to B ock 15
waw nakhal . i df.il/consol e/ core/ doc_ngr/ doc_ngr. asp
66. 249. 67. 143 |l srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 15
180. 76. 15. 16 Chi na 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to wan i df.il/newsite/english/main.asp  [B ock 15
. . Unaut hori zed URL Access to
66.249. 67. 247 |l srael 147.237.77. 170 [maar achot . i df . i | 147. 237, 7. 170/ peff /11 es/ 1/ 106321 pef Bl ock 15
. . Unaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx Bl ock 15
54.160. 209. 189 |Wited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 15
. . Unaut hori zed URL Access to
151. 80.31. 112 |italy 147.237.77. 216 |dover.i df . il v i dff . i 1/ 1283- 14886- en/ dover . aspx. Bl ock 15
. . Unaut hori zed URL Access to
66. 249. 75. 44 | srael 147.237.77.233|atal .i df . il atal i i1/ shar ed usercont rol s/ header upper/ B ock 15
66.249. 67.196 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 15
66. 249. 67. 20 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/mn B ock 15
180. 76. 15. 32 Chi na 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 15
77.125.84.135 |[Israel 147.237.72. 156 |anman. i df . i | Unhaut hori zed LRL Access to ww aman. idf.il/sip_storagel/files/ B ock 15
. . D stributed Unaut hori zed URL Access on
66. 249. 67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
66.249.67.122 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR. Access to waw aka. idf.il/mlitary-police B ock 15
58.8.148.3 Thai | and 147.237.77.216|dover . i df . i Enail collector robots 14 B ock 15
162. 253. 180. 218|Uhited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 15
66. 249. 75. 83 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to nakhal .idf.il/page. asp B ock 15
. . Unaut hori zed URL Access to
66.249.67.204 |[Israel 147.237.77.74 |lawidf.il 147. 237, 77. 74/ 602- 6394- he/ pat zar . aspx Bl ock 15
185.32.179.39 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 15
66. 249. 67. 34 I srael 147.237.77. 170 |naar achot . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 67. 34 B ock 15
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