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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn |drop 19177
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 19146
66. 249. 69. 85 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 13939
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn |drop 8689
37. 26. 148. 143 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7170
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1451
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1270
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 572
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 374
66. 249. 67. 13 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 265
66. 249. 75. 114 Lhited Sates 147.237.77. 233 atal .idf.il TCP handshake vi ol ation, first packet not syn |drop 111
66. 249. 69. 77 Lhited Sates 147.237.77.176 nat pash. i df . il TCP handshake viol ation, first packet not syn |drop 76
37.157.220. 77 Arneni a 147.237.77. 216 dover.idf.il SYNHood full table drop 30
37.26. 147. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 19
2.52.154. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 15

90. 141. 219. 156 Sweden 147.237.77.216 dover.idf.il SYNHood full table dr op 12
46.19. 86. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.182. 29. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 3

94. 208. 139. 70 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 3

66. 249. 78. 159 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
111.91. 235. 228 Vi et nam 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 2

80. 179. 91. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

66. 249. 75. 60 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 2
79.177.160. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2

66. 249. 67. 18 Lhited Sates 147.237.77.170 naar achot . i df.i | TCP handshake viol ation, first packet not syn |drop 2
5.108. 144. 151 Saudi Arabi a 147.237.77. 216 dover.idf.il SYNHood full table drop 2

46. 19. 85. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
177.188. 180. 249 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

89. 248. 172. 98 Net her | ands 147.237.76. 86 navy.idf.il B ock_UWp Al _Nets drop 1

99. 13. 200. 94 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

89. 248. 172. 98 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1

69. 248. 86. 176 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

46. 166. 188. 68 Net her | ands 147. 237. 76. 202 e.halag.idf.il B ock Np Al _Net drop 1
176.13. 5. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

89. 248. 172. 98 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
79.177.160. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1




10-29-2015-01:04:07 to 10-29-2015-02:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-29-2015-01:04:07 to 10-29-2015-02:04:07

|Top Attackers In |D|

At acker

Target Address Count ry ‘Ste ‘Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
66.249.69. 69 |147.237.77.176|lhited Sates [matpash.idf.il |ET SCAN NVAP -sA (2) 2
66.249.67.73  [147.237.77.74 [lhited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
111. 43, 131. 162 [147.237.8.50 |China e.tikshuv.idf.i[ET SCAN Potential SSH Scan 1
114, 218.240.2 |147 237 76.31 |ni na nekehal idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker
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216.185. 35. 157 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 264

62.210.38.242 |Rance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 84

99. 13. 200. 94 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 66

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 57
Sreamng Engine: TP Invalid i i ssi

66.249.78.159 |lnited Sates |147.237.77. 216 |dover.idf.il g =g Invalid segnent retransnission drop 54
Ret r ansmi ssi on Packet dropped.

176.13.10.231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54

92. 40. 249. 104 E?Ir:;gom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 49

46. 19. 85. 210 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 48

153. 107. 97. 167 |Austraia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48

216.189. 187. 102|lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 42
Sreanming Engine: TCP Invalid i i ssi

66.249.78.173 |Wwited Sates |147.237.77.216|dover.idf. il 9 =g Invalid segment retransmission. drop 40
Ret ransni ssi on Packet dropped.

5.108.144.151 |[Saudi Arabia [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 37

69.248.86.176 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 36

37.142.136.48 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different Jopniior  |as

w ndow scal e
. SYN+AK retransmit with different .

37.142.253.217 |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence i ndow scal e noni t or 35
Sreaning Engine: TCP Invalid i i ssi

66.249.78.166 |Uited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 34
Ret ransni ssi on Packet dropped.

37.26.147.248 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33

46. 19. 86. 195 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 32

41.33. 231. 90 Egypt 147. 237. 77. 216 |dover..i df . i | drop SAMrule drop 32

212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 31

66. 102. 8. 238 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 29

140. 241. 253. 162|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 29

109. 64. 152. 57  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 27
Sreanming Engine: TCP Invalid i i ssi

2.52.154.126  |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransmission. drop 27
Ret ransni ssi on Packet dropped.

37.26. 148. 143 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26

54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 26
Sreaning Engine: TQP Invalid i i ssi

37.26.146.139 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 24
Ret ransni ssi on Packet dropped.

54.244.22.103 |lhited Sates |147.237.72.166|aka.idf.il drop Frst packet isn't SYN drop 20

52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 20

212.179.220.79 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18

66. 102. 8. 243 Lhited Sates (147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 18
Sreanming Engine: TCP Invalid i i ssi

66.249.69.16  |Uited Sates |147.237.77.234|halag.idf.il 9 =g Invalid segment retransmission. drop 18
Ret ransni ssi on Packet dropped.

93.173.1.92 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
Sreaming Engine: TCP Invalid i i ssi

66. 249. 69. 8 Uited Sates |147.237.77. 234 |hal ag.idf.il g =g Invalid segnent retransmssion drop 16
Ret r ansmi ssi on Packet dr opped.

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
Sreanming Engine: TCP Invalid i i ssi

80.178.207.39 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181. 6. 40 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.

212.199. 182. 150|I srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i sSi

46.19. 86.9 I srael 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

176.13.13.208 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi

66.249.69. 128 |Wnited Sates |147.237.77.234|nalag.idf.il g =g nvalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

46.19.86.228  |israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

79.180. 142. 182 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi

62.219. 136. 226 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 12
Ret ransni ssi on Packet dropped.

177.188. 180. 249|Brazi | 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SWN drop 11

46. 19. 86. 107 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

66.249.84.165 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 10

50. 87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 9
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Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 20
64.71.32.32 Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from64.71. 32. 32 Bl ock 60
www. chanat z. aka. i d _ .
66. 249. 64. 159 | srael 147.237.77. 226 £l Ml ti pl e Unauthorized URL Access from 66. 249. 64. 159 B ock 45
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 45
2.54.17.128 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock 30
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 66.249. 67.6 B ock 30
54.244.22.103 |wited Sates |[147.237.76.147|chi nuch. aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
66.249.78.166 [Israel 147.237.77. 216 |dover.i df .i | Distributed Suspici ous Response Code Bl ock 30
66. 249. 69. 81 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1437-he/ at al . aspx B ock 15
. - DO stributed Lhaut hori zed URL Access on
176.228.175.19 |l srael 147.237.72. 166 |aka. i df . i | W aka. i o i1/ htt ps: / v aka, i df i1/ B ock 15
54.90.156. 165 [lLnited Sates [147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 54. 90. 156. 165 Bl ock 15
. . Unhaut hori zed URL Access to
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . il v i df i 1/ 1283- 16189- en/ dover . aspx- ti t | e=i df B ock 15
- . Unhaut hori zed URL Access to
66.249.75.16 |lsrael 147.237.76.42 |refuah. i df. il 147.237.76. 42/ si p_storagel fi | es/ 5/ si ze100xO/ 3365. ] pg B ock 15
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/1146-he/ chi nuch. aspx |Bl ock 15
77.237.138. 202 g‘;‘gﬂc 147.237.77. 170 |m@ar achot . i df . i | Unaut hori zed URL Access to / B ock 15
. . Unaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 9728- he/ dover . aspx B ock 15
. . Unhaut hori zed URL Access to
66.249.69.97  |Israel 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 994- 8517- he/ at al . aspx Bl ock 15
. . . Unaut hori zed URL Access to
180.76.15. 153  |Chi na 147.237.76.86 [navy.idf.il v navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 15
66.249. 64. 233  [Israel 147.237.0.15 |kosher-kravi.idf.il [Uauthorized URL Access to kosher-kravi.idf.il/894-he Bl ock 15
54.90.156.165 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wan i df . il/ newsit el hebrew main. asp Bl ock 15
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 15
66. 249. 75. 94 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 66.249. 75. 94 Bl ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 15
109.64.31.231  |Israel 147.237.72. 166 |aka. i df . i | Unknown Parareter __VI BASTATEENCRYPTED i n None 15
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
64.71.32.32 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/test/wp-adnin/ Bl ock 15
5 29 78. 243 | s a6l 147.237.72. 166 |aka. i df . i | pwknomn Pgr anet er .ctl 00s%ct | 00$cphMau n$cphSachar $cb13801263 None 15
in wwy aka. i df.il/nai n/ sachar/ paysl i ps. aspx
66. 249. 69. 107 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 15
188.40.11. 194 |Ger many 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 188.40.11.194 |B ock 15
54,145, 196. 149 |[Wnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwuidf.il/newsite/ hebrew main.asp |8 ock 15
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df . il/navy/ ht m/historyfs. htn Bl ock 15
. . Unaut hori zed URL Access to
66.249.75.94  |Israel 147.237.76.86 |navy.idf.il v navy. i df i 1/ 1132- 8613- he/ navy. aspx. aspx B ock 15
. . Unhaut hori zed URL Access to
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ mi n. asp B ock 15
] . . Unaut hori zed URL Access to
140. 241. 253. 162 thited Sates [147.237.77.176 |mat pash. i df . i | ww cogat i df .i1/si p.storagel i | es/ 6/ 4616, j pg Bl ock 15
www. chanmat z. aka. i d , _
66. 249. 64. 153 | srael 147.237.77. 226 £l Mil tiple Whaut horized URL Access from 66. 249. 64. 153 B ock 15
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | Mil ti pl e Wnaut hori zed URL Access from 66. 249. 78. 159 B ock 15
5.102. 254. 227 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwuidf.il/kesher Bl ock 15
66.249.69. 123  [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1115- he/ nakhal . aspx |Bl ock 15
66. 249.67.6 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/1153-he/ chi nuch. aspx |B ock 15
- - Unhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8802- he/ r ef uah. aspx Bl ock 15
. . Unaut hori zed URL Access to
66.249.75.114 I srael 147.237.77.233|atal . i df il viewy at al . i df . i1/tenpl at es/ shar ed/ user contr ol s/ header upper/ Bl ock 15
66.249. 67. 251 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 15
141.212.122. 128|thited Sates [147.237.77.19 [lawforumidf.il Mal formed URL proxyt est . znap. i o: 80 Bl ock 15
www. chanmat z. aka. i d i
66.249. 64,153 I srael 147.237.77. 226 tnaut hori zed URL Access to Bl ock 15
f.oil v chamat z. aka. i df . i | /1086- en/ hanaz. aspx
54. 82. 33. 159 Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel english/ nain. asp Bl ock 15
. . Unaut hori zed URL Access to
66.249. 75. 8 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ i mages/ shar ed/ home. png B ock 15
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 13 Bl ock 15
64.71.32.23 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 15
77.237.138.51 g‘i%ri c 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to / B ock 15
66.249.75.120 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 75. 120 Bl ock 15
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