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66. 249. 67. 27 Lhited Sates 147.237.77.170  |maarachot.idf. il Z;]: handshake violation, first packet not |, ., 4658
66. 249. 69. 69 Lited Sates 147.237.77.176  |matpash.idf.il I;C/]; handshake viol ation, first packet not |, 4252
66. 249. 67. 79 Lhited Sates 147.237.77.74 lawidf.il Z;]: handshake violation, first packet not |, ., 3072
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il I}?: handshake viol ation, first packet not |, . 2541
109. 110. 121. 24 Lebanon 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 2495
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il I}?: handshake viol ation, first packet not |, . 2335
66. 249. 67. 73 Lhited Sates 147.237.77.74 lawidf.il Z;]: handshake violation, first packet not |, ., 1599
54.224. 21. 23 Lhited Sates 147.237.77.216  |dover.idf.il I}?: handshake viol ation, first packet not |, . 1422
66. 249. 64. 159 Lhited Sates 147.237.77.226  |waw chanat z. aka. i df . il Z;]: handshake violation, first packet not |, ., 839
66. 249. 78. 173 Lhited Sates 147.237.77.216  |dover.idf.il I}?: handshake viol ation, first packet not |, . 720
54.187. 55. 213 Lhited Sates 147.237.77.216  |dover.idf.il Z;]: handshake violation, first packet not |, ., 685
66. 249. 78. 166 Lhited Sates 147.237.77.216  |dover.idf.il I}?: handshake viol ation, first packet not |, . 392
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 73
66. 249. 64. 153 Wited Sates 147.237.77.226  |ww chamat 2. aka. i df . i | I;]: handshake violation, first packet not |, ., 50
66. 249. 75. 114 Lhited Sates 147.237.77.233  |atal.idf.il l}?: handshake violation, first packet not |, . 43
66. 249. 78. 159 Wited Sates 147.237.77.216  |dover.idf.il I;]: handshake viol ation, first packet not |, 41
84. 228. 212. 141 I srael 147.237.77.216 _ |dover.idf.il SINHAood full table drop 30
176. 12. 145. 230 I srael 147.237.77.216  |dover.idk.i SINHAood full table dr op 15
176.12.148. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
46.121.51. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79.182.51. 32 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
2.54.178.230 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - reset 11
79. 180. 117. 159 I srael 147.237.77.216 _ |dover.idf.il SINAood full table dr op 10
46. 121. 193. 179 I srael 147.237.77.216  |dover.idk.il SINHAood full table dr op 9
79.176. 171. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
10.0.0.4 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
66. 249. 75. 44 Wited Sates 147.237.77.233  |atal.idt.il ;?; handshake vidl ation, first packet not |, 7
2.54.174. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
37.26.148. 134 I srael 147.237.72.166  |akaidf.il Z;]: handshake violation, first packet not |, ., 7
2.52.31.19 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
84. 94. 170. 89 I srael 147.237.77.216 _ |dover.idf.il SINHAood full table dr op 6
77.127.87. 229 I srael 147.237.77.216  |dover.idk.il SINHAood full table dr op 6
66. 249. 75. 52 Lhited Sates 147.237.77.233  |atal.idf.il Z;]: handshake viol ation, first packet not |, ., 6
84.228.0. 21 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
84. 229. 157. 87 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegotiation-di dest - reset 5
83. 130. 113. 118 I srael 147.237.77.216  |dover.idk.il SINHAood full table dr op 5
66. 249. 64. 243 Lhited Sates 147.237.0.15 kosher-kravi .idf.i Z;]: handshake violation, first packet not |, ., 5
2.54.42.140 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
176.12.148. 211 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
176. 106. 226. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.174. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
86.104. 160. 104 Romani a 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.76.97. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
66. 249. 69. 77 Lhited Sates 147.237.77.176  |natpash.idf.il I}?: handshake viol ation, first packet not |, . 3
99.7.174.72 Lited Sates 147.237.77.216  |dover.idf.il Z;]: handshake viol ation, first packet not |, 3
84. 229. 29. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
176.12.139. 193 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
84.228.0.21 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46. 20. 219. 195 Palestinian Territory, 147.237.77.216  |dover.idf.il SN Hood ful table drop 2
Cceupi ed
54. 244. 22. 103 Lhited Sates 147.237.77.216  |dover.idf.il I}?: handshake viol ation, first packet not |, . 2
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31.154. 91. 208 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 2
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176. 98. 69. 225 [147. 237. 72. 166 |krai ne aka idf.il SERVER- WEBAPP backup access 5
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
47.88.13.149  |147.237. 77. 216 [Canada dover.idf.il S Injection - Select From 2
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
46.19. 85. 6 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
193.107.17. 72 |147.237. 72. 217 |Seychel | es eidf.il ET SCAN NVAP -sS w ndow 1024 1
5.29.169.254 |147.237.77.216 (I srael dover.idf.il portscan: TCQP D stributed Portscan 1
163.53.247.3  |147.237.77. 235 |Macau sviva.idf.il ET SCAN Potential SSH Scan 1
5.28.146.207 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
163.53.247.3  |147.237.77.176 |Macau nat pash. i df .i | ET SCAN Potential SSH Scan 1
2.50.17.132 147. 237. 76. 197 Ehﬂ:rtaetdesprab e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163.53.247.3  |147.237.76.38 |Macau eeneitav.idi.il [ET SCAN Potential SSH Scan 1
163.53.247.3  |147.237.72.14 |Macau dover.idf.il(old) [ET SCAN Potential SSH Scan 1
109. 67. 146. 92 |147.237. 72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
94.102. 48.194 (147.237.72.14 |Netherl ands dover.idf.il(old) [ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.77.235|te Divoire svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
5.29. 126. 26 147. 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
163.53.247.3  |147.237.77. 216 |Macau dover.idf.il ET SCAN Potential SSH Scan 1
2.52.141.110 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
163.53.247.3  |147.237.77.74 |Macau lawidf.il ET SCAN Potential SSH Scan 1
163.53.247.3 |147.237.76.34 |Macau yohal an.i df . il ET SCAN Potential SSH Scan 1
161. 10. 244. 202 |147. 237. 76. 39 |Col onbi a nobi | e. nei tav.idf.i Er SOAN Behavi oral Lhusual| y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
109. 67.12.94  |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
210. 61. 150. 154 |147.237.8.45 [Tai wan eeitanidf.il ET SCAN NVAP -sS wi ndow 3072 1
69. 64. 46. 86 147.237.76.42 |lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.77.235|te Divoire sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1




10-28-2015-23:04:06 to 10-29-2015-00:04:06

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
109. 110. 121. 24 |Lebanon 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 261
109. 186. 153. 191 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 138
85. 64.57. 109 | srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 85
85. 250. 62. 113 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 73
66.249.78.159 |Uited Sates |147. 237. 7. 216 |dover i or. i1 [T S3M NG Engi ne: TCP Inval i d Invalid segnent retransnssion.

Ret ransm ssi on Packet dr opped. drop 68
66.249.78. 166 |hited Sates |147.237.77. 216 |dover ich. 1| | 21 NG Engi ne: TP Invalid Ivalid segnent retransnssion.

Ret r ansni ssi on Packet dr opped. drop 68
149.78.154. 69 |Israel 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 51
46. 19. 85. 57 I srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 49
84. 229. 29. 53 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 43
46. 117. 153. 140 [l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 41
54.187.55.213 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 37
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
66.249.69.128 |united Sates |147. 237, 77. 234 hal ag i o i1 [ CAM NG ENgine: TP Invalid nval i d segnent retransmssi on. d

Ret ransm ssi on Packet dr opped. rop 34
100. 100. 7. 162 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 34
37.26.149.184 |Israel 147, 237. 72, 166 |aka iar.i1 | " €3M NG Engine: TGP Invalid I valid segnent retransmssi on.

Ret r ansm ssi on Packet dr opped. drop 33
37.26.148.231 |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 33
82.113.121. 118 |Ger many 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 33
100. 100. 77. 39 147.237.72. 166 |aka.idf.il [drop First packet isn't SN drop 31
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 31
176. 12. 145. 230 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 31
80. 246. 136. 66 || srael 147,237, 72. 166 |aka i of.i1 | €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion.

Ret ransm ssi on Packet dr opped. drop 30
52. 16. 5. 197 Lhited Sates [147.237.77.216 |dover.idf.il|{dr op First packet isn't SN drop 28
109. 65. 159. 65 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 28
185.32.179.39 |Israel 147, 237. 77, 243 |noti 1 e, o [ P €A NG ENgi ne: TCP Inval i d Invalid segnent retransmssion.

Ret r ansmi ssi on Packet dr opped. drop 27
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 27
2.52.31.19 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 27
80.246.133.7  |israel 147.237.77. 234 |nal ag.idf.i1|Bad TOP sequence SWNretransmt wth different wndow | oo |og

scal e

177.99.133.53 |RBazil 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 26
151.80.31. 112 |ltay 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 25
66. 249. 69. 8 Wited Sates |147.237.77.234|hal ag.idf.il Streaning Engi ne: TCP Invalid nval i d segnent retransmssi on.

Ret r ansni ssi on Packet dr opped. drop 24
79.183.108. 111 |Israel 147, 237. 72, 166 |aka i1 | S2M NG Engine: TGP Invalid Invalid segnent retransnssion.

Ret ransm ssi on Packet dr opped. drop 24
100. 100. 39. 129 147.237.72. 156 |aman.idf.il |dr op Frst packet isn't SN drop 24
149. 88. 213. 122 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 24
66.249.81.218 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 22
66.240.78.173 |Wnited Sares [147. 237, 77. 216 |dover. i of i1 [ | SAM NG Engine: TCP Invalid nval i d segnent retransmssi on.

Ret r ansni ssi on Packet dr opped. drop 22
172.56.3.113 Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 22
54.224.21.23 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 21
84.229.53.198 |[Israel 147, 237.72. 166 |aka it 11 | €AM NG Engine: TGP Invalid Ivalid segnent retransnssion.

Ret ransm ssi on Packet dr opped. drop 21
2.52.152.215  |israel 147, 237. 77, 243 |robi L e, i of | T SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssi on.

Ret r ansni ssi on Packet dr opped. drop 2
84.228.212. 141 |Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 21
5.28.147.59 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 21
197. 6. 83. 181 Tuni si a 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 21
100. 100. 84. 225 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 20
82.80. 25. 221 | srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 20
46. 19. 86. 233 | srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 20
99.7.174.72 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 19
2.54.174. 159 Is.rael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 19
84.13. 146. 131 LK*i"rf:gom 147. 237. 77. 216 |dover. i df .i1|dr op First packet isnt SWN drop 19
46.19. 86. 106 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 18
109. 64.217.41  |lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 17
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149.78.85.39 |Israel 147.237.77. 243 |nobi | €. i df . i | Paraneter Type Mol ation Qirrent Passord in Bl ock 390
nobi | e. i df . i |/ sachar/ changepassword
109. 65. 194. 97 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 165
2.52.27.168 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 105
79. 181. 215. 107 |I srael 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 75
185. 32.179. 39 |Israel 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 75
79. 181. 215. 107 |l srael 147. 237.72. 156 |anan. i df . i | D stributed haut hori zed LR. Access on Bl ock 75
v anan. i df . i |/ aj ax/ updat est at us. php
2.52.152.215 |[lsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 60
31.210.178. 131 |l srael 147.237.72.167|i shuri maka. i df . il Ostributed PHP At tenpt B ock 60
85. 64. 205. 157 |l srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 60
176. 98. 69. 225 |lkrai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 176. 98. 69. 225 B ock 60
_ m ny- kosher - kravi . i d , ,
32.211.76. 83 Lhited Sates |147.237.0.17 £l Ostributed I11egal Paraneter Encodi ng None 59
176. 12. 140. 248 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 45
. . Ml ti pl e Whaut hori zed Method for Known URL from
46.121.214.39 |Israel 147.237.72. 166 |aka. i df . i | 46, 121. 214, 39 B ock 45
31.154.91. 208 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 31. 154. 91. 208 B ock 45
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.126.8. 16 I 'srael 147.237.72. 166 |aka. i df . i | wiww aka. i o . i |/ mai 1V sachar / vi ewpni of . aspx None 30
46.116.168.78 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 30
73.22.155.10 |united Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsite/english/ B ock 30
. . D stributed Lhaut hori zed URL Access on
46.116.168. 78 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 30
94.153. 10. 149 |lkrai ne 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 94. 153. 10. 149 B ock 30
2.52.154.0 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 30
2.52.27.168 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index [B ock 30
84.111.40.140 |l srael 147.237.72.166 |aka. i df . i | thaut hori zed Method PCST for Bl ock 30
wn aka. i df . i |/ mai n/ gi yus/ f or ns. aspx
73.22.155.10 |Uited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 30
. . D stributed Unaut hori zed URL Access on
66.249.67.65 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
85.65.98.228 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/https:/ww aka. idf.il/ |B ock 15
2.54.178.106 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |Bl ock 15
m ny- kosher - kravi . i d j i
176.13.23. 207 |Israel 147. 237.0.17 my llegal Paraneter Encoding rnd in . None 15
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
66. 249. 78. 247 |l srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 15
89.138.247.75 |lsrael 147.237.77. 216 |dover . i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 15
62.219.147.71 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
83. 130. 113. 118 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/https:/wawnidf.il/ B ock 15
31.154.91. 208 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/sip_storagelfiles/ 0/ B ock 15
176. 98. 69. 225 |Lkrai ne 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/backup/ B ock 15
66.249. 75.110 |l srael 147.237.76.86 |navy.idf.il O stribut ed Lhaut hori zed URL Access on Bl ock 15
wwe navy. i df . i | / navy/ navy/ wat er cr af t s. aspx
85.65.183. 94  |lsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 15
. . DO stributed Unaut hori zed URL Access on
66.249.67.71 |[Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot 5. t xt B ock 15
5.22.129.226 |[lsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 15
m ny- kosher - kravi . i d _ _
176. 13. 23. 207 |l srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from 176. 13. 23. 207 None 15
68.180. 228. 112 [Lnited Sates [147.237.77.216|dover.idf.i | O stributed Suspicious Response Code Bl ock 15
2.52.27.168 I srael 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 15
. . Unaut hori zed URL Access to
66.249. 75. 8 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p.storagel {1 es/ 4/ si ze100x0/ 3424, pg B ock 15
. - Unhaut hori zed URL Access to
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