10-28-2015-09:04:01 to 10-28-2015-10:04:01

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Targets |
100, 0004
80, 000"
. B dover.idf.il
60, 000+" W aka. idf.il
i M mobile.idf.il
40, 000+" B ishurimaka.idf.i
Number - M nat pash. i df . i |
Atacks 20000 .refuah.ldf:|I |
[ maarachot.idf.il
Wata .idf.il
tikshuv.idf.il
B nakchal .idf.il

Top Tar get

[Top Attackers |

500+

W 212. 179. 21. 194

3007 84. 108. 37. 223
I 77.235.133.57
. 217. 85. 21. 95
N”gber 2001 M 95.86.111. 181
At t acks M 176. 13. 1. 24
100+ W 207. 232. 55. 105

W 176. 13. 19. 195
95. 86. 120. 143
Ml 72.21. 196. 66

Top Attackers



10-28-2015-09:04:01 to 10-28-2015-10:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
77.235.133. 57 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 146658
65. 29. 36. 51 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3728
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 529
176. 13. 10. 223 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 495
0.0.0.0 147.237.77. 216 dover.idf.il Anonal y- | GWP-fragnent s drop 121
37.26.148. 180 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 120
77.235.133. 57 Lebanon 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 92
46.19.86. 4 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 90
46. 19. 85. 14 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 59
46.19. 85. 170 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 52
31. 154. 160. 13 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 45
46.121. 56. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
118. 50. 221. 12 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 36
119. 214. 163. 17 Korea, Republic of 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 33
212.179.4.21 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 33
80. 246. 137. 232 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 31
192. 114. 23. 208 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 28
10.0.0.6 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 26
46.19. 85. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
164. 138. 127. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 20
37.26.148. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
84.108. 234. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
46.19. 84. 23 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
46.19. 85. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
176.12. 141. 198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
2.54.187. 40 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
46. 19. 86. 74 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 14
190. 26. 231. 31 Col onbi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
176. 13. 11. 182 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
84.111.128. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
175. 150. 58. 4 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
93.172.171. 127 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 11
31.199. 115. 49 Italy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11
12.148.193. 3 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 9
93.172.171.127 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
87.68.213. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
193. 106. 206. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
217.157. 54. 26 Dennar k 147.237.77.216 dover.idf.il SYNHood full table drop 9
212. 25. 65. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
31. 168. 100. 81 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
176. 13. 10. 223 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
193. 185. 206. 79 FH nl and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 8
211.108. 20. 29 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
85. 91. 236. 104 Uni ted Ki ngdom 147.237.77.216 dover.idf.il Invalid TGP H ags drop 8
201. 64. 179. 85 Brazil 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 8
212.150. 215. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
200. 137. 80. 3 Brazil 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 7
128. 100. 52. 3 Canada 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 7
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
69. 84. 242. 41 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 7
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnature Devi ce Action |Count
74.208. 184. 106 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 33
5. 249. 138. 60 Italy 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 30
151. 236. 50. 27 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il 4684: |P. I1Pv6 Tunneling Qrer | Pv4 Bl ock 27
87.106. 15. 191 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 27
138. 134. 192. 10 I srael 147.237.72.166 |aka.idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 24
113.52.133. 86 Hong Kong 147.237.77.216 |dover.idf.il 4684: |P. I1Pv6 Tunneling Qrer | Pv4 Bl ock 21
212.227.89. 212 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 21
94.231. 110. 223 Denmar k 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 18
212.114.110. 141  |Netherl ands 147.237.77.216 |dover.idf.il 4684: |P. 1 Pv6 Tunneling Qrer | Pv4 Bl ock 16
46.22.131.43 Ireland 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 15
37.128. 146. 58 Net her | ands 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 15
92.39.241. 111 France 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 15
81. 169. 186. 84 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 15
85.214. 136. 8 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 14
85. 214. 142. 233 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qver |Pv4 B ock 14
130. 193. 82. 202 Lhited Ki ngdom 147.237.77.216  |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 12
94.102. 153. 186 Uni t ed Ki ngdom 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 12
138. 134.102. 15 | srael 147.237.76.31 nakchal .idf.il |C1000004: HTTP. options method (M crosoft) Bl ock 12
217.160. 93. 86 Ger many 147.237.77.216  |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 12
74.208.199. 191 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 12
162. 244. 66. 58 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 12
85. 214. 109. 173 Ger many 147.237.77.216  |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 12
82. 165. 39. 81 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 12
81. 169. 224. 5 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 10
81.169. 172. 208 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 10
85. 214. 129. 80 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 9
209. 95. 43. 10 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 Bl ock 9
81. 169. 159. 137 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 9
91.142. 210. 18 Sain 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 9
82. 98. 156. 47 Spain 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 9
95. 110. 188. 8 Italy 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 9
87.106. 109. 190 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 9
85.214.213.91 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 9
144. 76. 67. 145 Ger many 147.237.77.216 |dover.idf.il 4684: |P. | Pv6 Tunneling Qrer | Pv4 B ock 9
85. 214. 55. 57 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 8
5.249. 140. 179 Italy 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 8
85. 214. 141. 253 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 8
87.106. 109. 57 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 8
85. 214. 128. 88 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 8
93.104. 211. 56 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 8
87.106. 135. 189 Ger many 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 6
81. 169. 153. 50 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I1Pv6 Tunneling Qrer | Pv4 Bl ock 6
87.106. 216. 158 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 6
162. 222. 227. 97 Mrgin Islands, British [147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 6
85. 214. 103. 41 Ger many 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Quer |Pv4 B ock 6
23.21.241. 163 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 6
138. 134. 102. 16 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP: options nethod (M crosoft) B ock 6
95. 110. 185. 153 Italy 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 Bl ock 6
74. 208. 205. 59 Lhited Sates 147.237.77.216 |dover.idf.il 4684: |P. I Pv6 Tunneling Qrer | Pv4 B ock 6
80. 80. 231. 10 Shi t zerl and 147.237.77.216 |dover.idf.il 4684: |P. 1Pv6 Tunneling Qrer |Pv4 B ock 6
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste \Signature

77.235.133.57 147.237.77.216  |Lebanon dover.idf.il portscan: TCP D stributed Portscan 2
149. 78. 115. 86 147.237.72.166  [Israel aka.idf.il portscan: TP D stributed Portscan 1
58. 253. 96. 122 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
111. 93. 198. 54 147.237.72.166 |India aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 103 147.237.72.166  [Israel aka.idf.il portscan: TP D stributed Portscan 1
109. 66. 194. 91 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
217.194. 203. 52 147.237.77.216  |[Israel dover.idf.il portscan: TP D stributed Portscan 1
85. 65. 110. 105 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
2.54.149. 186 147.237.77.216  [Israel dover.idf il portscan: TCP DO stributed Portscan 1
207.232.27.5 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
82. 80. 50. 18 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
192. 116. 102. 67 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
79.179. 140. 218 147.237.72.166  [Israel aka.idf.il portscan: TGP D stributed Portscan 1
176. 13. 16. 238 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
169. 57. 5. 20 147.237.76. 38 Net her | ands eemitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
67.217.29. 173 147.237.77.121 |hited Sates e.navy.idf.il ET SCAN Potential SSH Scan 1
157. 232. 145. 51 147.237.77.216  |Lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66. 249. 67. 243 147.237.72.166  |Lnited Sates aka.idf.il portscan: TCP DO stributed Portscan 1
132. 64. 217. 168 147.237.77.216  |[Israel dover.idf.il portscan: TP D stributed Portscan 1
46. 19. 86. 210 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 116. 45 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 84. 23 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
217.194.204.139  |147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
106. 38. 241. 106 147.237.72.166  |China aka.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 180 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
212.235. 23. 83 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
84.94. 66. 176 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
2.54.30. 4 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
195. 160. 240. 11 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 187 147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 132 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
79.179. 118. 218 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
176. 12. 151. 49 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
77.158. 88. 41 147.237.77.216  |Rance dover.idf.il portscan: TCP D stributed Portscan 1
157. 232. 189. 75 147.237.77.216  |Lnited Sates dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
67.217.29. 173 147.237.72.167 |Lnited Sates ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry |Target Address |Ste |Signature Devi ce Action |Oount |
212.179.21.194 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 467
77.235.133.57 |Lebanon 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 234
217.85.21.95 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 234
207.232.55. 105 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 120
72.21.196. 66 Lhited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 117
79.177.146.13 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 114
54.240.217.11 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 113
46.19. 85. 141 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 108
176.13.19.195 |[lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 96
197.135.10.24 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 93
199. 203.53. 3 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 90
37.26.147.205 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence [SWNretransmt wth different w ndow scal e moni t or 84
70. 199. 68. 27 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 80
46. 19. 86. 86 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 68
37.26.148.159 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 66
31.168.81.232 |[Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 60
95. 35.182. 53 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 57
54.240.217.10 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
72.21.196. 64 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
31.168.100.81 |lsrael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 53
37.26.148.129 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
84.108.237.231 |lsrael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 51
31.154.160.13 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
54.244.22.103 |lhited Sates 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 50
5.28. 142. 147 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 49
158.169. 150. 9  |Bel gi um 147.237.77. 176 |natpash.idf.il [dr op First packet isn't SYN drop a7
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 46
80.179.194.40 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
77.158. 88. 40 France 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 44
81.218.118. 126 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
2.54.174. 231 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 41
46. 19. 85. 178 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 41
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 41
46. 19. 84. 23 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 40
79.182. 39. 67 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 40
93.173.158.33 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 40
46. 19. 86. 82 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 39
213.149.223.82 |[ltay 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 37
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
212.199. 57. 204 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 36
185. 27.105. 190 |[Israel 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 34
95. 86. 120. 143 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
157.55.39. 167 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
82.80.17.163 | srael 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 31
37.142.218.63 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence [SYNtAGK retransmit wth different w ndow scale |nonitor 30
157. 55. 39. 55 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
77.158. 88. 41 France 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 29
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Attacker Address
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Country Action
84.108.37.223 | srael 147.237.72. 166 |aka. i df . i | Distributed thauthori zed UL Access on Bock  [140
vwwv aka. i df . i |/ aj ax/ updat est at us. php
84.108.37.223 [Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 138
176.13. 1. 24 I srael 147.237.77. 243|nobi | . i df . i | Paraneter Type Mol ation QurrentPassvord in Bock  [126
nobi | e. i df . i|/sachar/changepasswor d
95.86.111.181 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 70
. . . Unaut hori zed URL Access to
46.19. 86. 132 | srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 70
. . D stributed Uhauthori zed URL Access on
95.86.111.181 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i of . i 1/ aj ax/ updat est at us. php Bl ock 70
. . . D stributed Uhauthori zed URL Access on
95. 86.120. 143  |Israel 147.237.77.243|nobi l e. i df . i | nobi | e.i o i |/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 Bl ock 56
176.13. 1. 169 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 56
80. 246. 138. 201 |[Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 56
198. 204. 249. 34 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/defaul t.aspx B ock 42
81.218.241.25 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/sip_storage/fil es/ 6/ 67906. pdf B ock 28
84.108.37.223 [Israel 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 28
. . Paraneter Type M ol ati on searchText in
79.181.34.127  |israel 147.237.76.42 [refuah.idf.il Wi ref ua. atal i df i 1/ 1653 he/ ref uah. aspx Bl ock 28
217. 194. 203. 1471 srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 28
84.108.37.223 |Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to waw tikshuv.idf.il/aj ax/ updat est at us. php Bl ock 28
217.194. 203. 147|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ aj ax/ updat est at us. php B ock 28
5.29. 46. 33 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 28
62.219.161.81 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
46. 19. 86. 226 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 28
. . D stributed Uhauthori zed URL Access on
5.29. 46. 33 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i of . i 1/ aj ax/ updat est at us. php Bl ock 28
79.179.31.35 | srael 147.237.77.216|dover. i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
2.52.143. 114 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 28
66.249.67.143  |Israel 147.237.77. 170 |maar achot . i df . i | |Dstributed Wauthori zed URL Access on 147.237.77. 170/ robot s. t xt B ock 14
198. 204. 249. 34 gﬁ;ttg: 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
101. 109. 245, 177|Thai | and 147.237.77.216|dover. i df . il Enail collector robots 14 B ock 14
84.108. 237.231 |[Israel 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mde None 14
46.19. 86. 75 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 14
176. 13.19. 22 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 14
37.26.148.250 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
173. 208. 168. 162 g“;:s 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to ww cl oud. ph/ Bl ock 14
109. 65.176.32 |l srael 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 14
66.249.79.104 |lsrael 147.237.77.233|atal .idf.il D stributed Unauthori zed LRL Access on 147.237.77.233/robot s. t xt Bl ock 14
212.143.3. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
46.120.211.34 |Israel 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to ww i df.il/894-he B ock 14
188. 165. 15. 241 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 188. 165. 15. 241 B ock 14
Ill1egal HITP \krsion
_pk_ref.118. f d1c=9%6BYR29R229%RCYR2%22%RC1446018777%RC¥22ht t psYBAY%
46. 19. 85. 103 I srael 147.237.76.42 |refuah.idf.il 2F%RFwwv. googl e. co. i | YRFYR29GD; B ock 14
_pk_id. 118. f dlc=a3d1374c8e30echd. 1446018777. 1. 1446018777. 14460187
77.; _pk_ses. 118.fdlc=*
31.168.93.73  |israel 147. 237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /mainkapatz//res Bock [14
our ces/ i nages/ i nner page/ goback. gi f
. . Unaut hori zed URL Access to
151.80. 31. 136 Italy 147.237.77. 234 hal ag. | df.il v | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock 14
66. 249. 67. 247 |l srael 147.237.77. 170 |n@arachot . i df . i | |Dstributed Waut hori zed LRL Access on 147.237.77.170/ robot s. t xt Bl ock 14
101. 109. 245. 177|Thai | and 147.237.77.216|dover . i df .i | eMai | Hoarding B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
95. 86. 89. 28 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai 1V sachar / vi ewpni of . aspx None 14
46. 19. 86. 132 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 46. 19. 86. 132 B ock 14
176.13.21.113 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 14
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 14
37.26.149.178 |lsrael 147.237.77.216|dover. i df . il SSL Uhtraceabl e Connection - Qpen Mde None 14
176.12.143.16 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 14
2.54.147.12 I srael 147.237.77.216|dover.idf . il SSL Wntraceabl e Qonnection - Protocol violation (SSL_OQONN CLIENT HALLQ  [None 14
109. 66. 16. 251 |Israel 147.237.72. 166 |aka. i df . i | tnknoun Paraneter __VI EABTATEENCRYPTED i n None  [14
viwv aka. i df . i1/ mai n/ sachar/ pni asubm t t edsuccessf ul | y. aspx
66.249.79.108 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
212.179.21.194 [israel 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/pdf/files/8/ 113598. pd Bl ock 14
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