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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Signature

66. 249. 93. 203 Lhited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, ., 69809
54.72.0.55 Irel and 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot |, 36792
66. 249. 64. 173 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 34959
106. 79. 130. 100 Indi a 147.237.77. 216 dover.idf.il ;c/]: handshake vi ol ation, first packet not drop 34139
82. 192. 68. 46 Net her | ands 147.237.77. 216 dover i df il I;]; handshake violation, first packet mot |, ., 28675
37.105. 195. 79 Sudi Arabia 147. 237.77. 216 dover.idf il ;c/]: handshake violation, first packet mot |, 14788
82. 145. 210. 64 Eur ope 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 6974
66. 249. 64. 168 Uited Sates 147.237.77.216  |dover.idf.il ;C/]: handshake violation, first packet mot . 5618
2.89.113. 46 Sudi Arabia 147.237.77. 216 dover i df il I;]; handshake violation, first packet mot |, ., 4900
66. 249. 78. 109 Lhited Sates 147. 237.77. 216 dover.idf il ;c/]: handshake violation, first packet mot |, 4739
5.141. 12, 212 Russi an Federation 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 4726
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il ;c/]: handshake vi ol ation, first packet not drop 4191
66. 249. 78. 204 Lhited Sates 147.237.77.176 net pash. i df .| :;]; handshake violation, first packet mot . ) 1984
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 558
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 233
2.54.39. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 61
176. 12. 147. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 44
184. 1. 231. 192 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 30
176. 106. 46. 74 g:a'cisgi'e”('ja” Territory, 147.237.77.216  |dover.idf.il SN A ood full table drop 29
212.143. 240. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 29
176. 13. 0. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.52.133. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 17

46. 19. 86. 117 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
46.19. 86. 177 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16

46. 19. 85. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
212. 25.102. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
87.68. 153. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
37.26.147. 169 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS.-renegoti ati on-Q i dest - reset 11
46.116. 216. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 13.12. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 12. 148. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10

5. 29.128. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10

46. 19. 85. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 9
37.26. 148. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9

213, 244. 83. 2 g:a'cisgi'e”('ja” Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 8
2.54.186. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8

212. 235. 98. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
46.19. 86. 117 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6

46. 19. 85. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
2.54.39. 15 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e dr op 5

46. 19. 86. 71 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

213. 151. 57. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.131. 48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.95. 130. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.168. 114. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.171.214 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
93.172.0. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
137.95.1. 11 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.133. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.186.129 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

70. 35. 195, 245 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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46.19. 86. 131 147.237.72. 166 I srael aka. idf.il portscan: TQP D stributed Portscan 1
37.26.148.178 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
212. 150. 255. 134147, 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
31.168.195. 70  |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
176. 106. 226. 80 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
169. 57. 5. 20 147. 237. 76. 147 [Net her | ands chinuch. aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
118.172. 198. 195|147. 237.0. 15  |Thai | and kosher-kravi.idf.iIEr SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
79.181.126. 97  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
59. 45.79. 117 147.237.8.27 |China e.madi matal .idf.i [ET SCAN Potential SSH Scan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
37.26.147.200 |147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
2.54.19.211 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
169.57.5. 20 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
137.95.1.11 147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 38. 222 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 72. 166 |Chi na aka idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Sig nature
212. 25.102. 63 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1726
37.26.148.167 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 265
46. 19. 86. 151 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 98
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 76
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 68
79.182.214.94 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 66
Ret r ansni ssi on Packet dr opped.
46.19. 85. 143 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 65
87.69. 195. 76 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
46. 19. 86. 223 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 55
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
46. 19. 86. 117 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
66.249.78.166 |Wnited Sates 147. 237. 77. 216 |dover. i df . i Streaming Engine: TCP Inval id finvalid segnent retransnissi on drop 50
Ret r ansni ssi on Packet dr opped.
82.145.210. 64 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 50
2.54.0.251 | srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 47
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47
89.139.41. 18 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 46
54.72.73.168 Irel and 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 44
84. 108. 10. 220 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 36
212.143.222.99 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
181.47.177.97 |Argentina 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 34
193. 104. 117. 230]|l srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 33
132.68.11.2 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
184.1.231.192 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 31
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 30
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
66.249.78.159 |Lnited Qates 147.237.77. 216 |dover. i i1 | €M NG Engine: TGP Invalid finvalid segnent retransmssion | 30
Ret r ansm ssi on Packet dr opped.
2.54.39. 15 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 30
87.68.153. 178 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
176. 106. 46. 74 glcisgiig;a” Territoryls 47 237.77. 216 |dover. i df . i1 drop Frst packet isn't SIN drop 26
2.54.10. 236 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
46. 19. 86. 177 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
79.177.206.22 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 23
77.127.227.216 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
84.95. 130. 81 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
37.142.118.48 |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂﬁ'ﬁ;;ggﬁl& ‘2‘ th monitor |21
79.134. 145. 168 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
100. 100. 3. 78 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 21
46. 19. 86. 209 | srael 147.237.72. 166 |aka. i df.il drop Frst packet isn't SN drop 21
46. 116. 216. 78 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
94.77.239.138 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 18
46.19.85.221  |israel 147, 237.72. 167 i shurimaka i ot i [ @M NG Engine: TCP Invalid Jinvalid segnent retransnissi on drop 18
Ret ransni ssi on Packet dr opped.
66.249.78.166 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
84. 95. 130. 23 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
109. 65. 24. 138 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 17
185. 32.179. 116 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
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46.19. 85. 35 I srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type M o ati on Newrassword in Bock  [118
nobi | e. i df . il /sachar/changepassword
m ny- kosher - kr avi . , ,
46. 19. 85. 204 | srael 147.237.0. 17 o il Ostributed |11 egal Paraneter Encoding None 74
209. 88.198. 1 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.il/main/scripts/css3pie. htc B ock 56
. - Unaut hori zed URL Access to
81.218.241.25 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i of i1/ si p storagel fil es/ &/ 67906. p B ock 56
Lhi ted . . . DO stributed Unaut hori zed URL Access on
40. 77.167. 45 Sates 147.237. 76. 147 |chi nuch. aka. i df . i | wwu chi nuch. aka, i f i 1/404. ht m B ock 56
68. 180. 228. 112 ;“;tteeg 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 42
. . . Unaut hori zed URL Access to
2.54.171. 214 I srael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 42
62.219.161.81 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 28
212.199. 108. 206|1 srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 212. 199. 108. 206 Bl ock 28
176.13.10. 165 |Israel 147.237.77.243|nobi l e.idf . il Dstributed Unhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 28
82.166. 184. 156 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 28
68. 180. 228. 112 g];::: 147.237.77.216|dover.i df .i | Lhaut hori zed LR Access to ww i df.il/english/ history/born Bl ock 28
62.90. 35. 177 I srael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 22
62.90. 35. 177 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/aj ax/ updat est at us. php Bl ock 16
193.106.54.37 [ srael 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EWSTATEENCRYPTED i n None 14
wwy aka. i df . i |/ mai n/ sachar/request . aspx
176. 12. 145. 203 |l srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response Code B ock 14
69. 65. 3. 173 g];::: 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua.atal .idf.il/wp/ wp-adnin/ Bl ock 14
Lhited . . . D stributed Lhaut horized URL Access on
40.77.167. 44 Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | e chi nuch. aka. i df i | /404, htm B ock 14
95. 86. 68. 13 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 95. 86. 68. 13 Bl ock 14
66.249. 93. 207 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 93. 207 B ock 14
46.19. 85. 35 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 14
- . Unaut hori zed URL Access to
176. 13. 4. 66 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 14
79.179. 118. 207 |Israel 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
40.77.167. 44 ;h;:ee: 147.237.76. 147|chi nuch. aka. i df . i|  |Unauthorized URL Access to v chi nuch. aka.idf.il/404. htm B ock 14
Unaut hori zed URL Access to
. - waw aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0calqf j aaahukew 98f e2yot i ahwds
95. 86. 68. 13 I sr ael 147.237.72. 166 [aka. i df . i | hakhcl nTewgsi g2=nyp5i | p- x- 4zr uf umw e2g&usg=af g cnhevyyg7wieg- | °K 14
yhd5_ammrzoyodt wa
66.249.93.207 I srael 147.237. 72. 166 |aka. i df . i | Wnaut hori zed URL Access to . Bock |14
ww aka. i df.il/registrationw zard/ regi ster. aspx
66. 249. 64. 168 |l srael 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to waw i df.il/consol e/ core/doc_ngr/iaf.org.il |B ock 14
188. 165. 15. 241 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/main/giyus/ x’x?x@x" Bl ock 14
46. 19. 86. 209 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 14
212.199. 108. 206/l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip_storage/files B ock 14
176. 228. 47. 107 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary Bl ock 14
66. 249. 67. 143 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 14
192. 114. 105. 254 /1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 14
46.19. 85. 35 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 14
157. 55. 39. 68 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | Unhknown Paraneter docid in aka.idf.il/mai n/ haredi nigeneral . aspx None 14
37.26.147.241 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
185. 32.179. 193 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
66.249.78.102 |[Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 14
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9680- he/ r ef uah. aspx |B ock 12
82. 166. 239. 100 | srael 147.237.76.42 |refuah.idf.il Par anet er Type \/1 ol _atl on ct|00$nt ent A acetbl der 1%t xt Last Nane i n B ock 1
wwn refua. atal . idf.il/1518-he/ref uah. aspx
109. 67. 210. 101 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 10
188. 120. 148. 180|I srael 147.237.77.243|nobi l e.i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 7
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