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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 90
176.13. 19. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 78
31.168. 14. 94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 37
185. 32. 179. 215 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 28
185. 32.179. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 28
176.13.11. 173 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
94. 230. 86. 255 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
176.13.1.25 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 14
213. 57. 43. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
62.90. 107. 178 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
2.54.147.78 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
79.181.63. 11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46.19. 86. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 78. 217 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 3
176.13.11.173 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 3
85. 65. 95. 41 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 3
66. 249. 78. 227 Lhited Sates 147.237.77. 216 dover.idf.il SINHood full table drop 3
185. 32. 179. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 151. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 120. 150. 127 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 3
46.19. 86. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 0. 253 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
176. 13. 22. 184 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 106. 227. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.37.159 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
79.181.63.11 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
84. 228. 59. 96 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
212. 29. 202. 206 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 1
180. 177. 86. 90 Tai wan 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
173.242.127. 136 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
79.183.178. 24 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 1
188. 120. 148. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 13. 20. 88 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 1
176.13.1. 25 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
2.54.182. 16 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
80. 246. 136. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
204. 42. 253. 2 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il ock_Udp All _Nets drop 1
222.186.56. 115 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 1
176.13.11. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176.12. 151. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
84. 228. 59. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gacenter. aka i df.il ock Wp Al _Nets drop 1
176.13.1.25 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
123.219. 189. 156 Japan 147.237.76. 31 nakchal .idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action |Oount |
188. 165. 246. 177 |France 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 11
85. 64. 225. 182 I srael 147.237.77.170 |mmarachot.idf.il [Cl000004: HTTP. options nethod (M crosoft) Bl ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

188. 165. 246. 177 147.237.77. 74 France lawidf.il SQ Injection - Select From 24
185. 58. 201. 28 147.237.77. 233 Lebanon aal .idf.il ET SCAN NVAP -sA (2) 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
185. 58. 201. 28 147.237.76. 42 Lebanon refuah.idf.il ET SCAN NVAP -sA (2) 2
31.168. 14. 94 147.237.72. 166 I 'srael aka.idf.il portscan: TCQP D stributed Portscan 1
177.204.81. 8 147.237. 8. 14 Brazil e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
169. 57. 5. 20 147.237.72. 217 Net her | ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
176.12. 151. 10 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84.228.228.58 147.237.72. 166 Bul garia aka.idf.il portscan: TCQP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
213. 251. 182. 103|Fance 147.237.77. 176 |nat pash. i df . il dr op Frst packet isn't SN drop 2379
46.19.85.242  |israel 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid finvalid segnent retransmssi on. drop 108
Ret r ansm ssi on Packet dr opped.
192. 0. 80. 124 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 77
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 58
172.56.11.9 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 51
90. 44. 241. 200 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
213.204.101. 25 |Lebanon 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SYN drop 33
212.235.111. 64 |lsrael 147.237.77. 216 |dover.idf.il drop drop 32
148. 177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
188. 165. 150. 112|Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
54.187.55.213 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 28
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
107.144.93. 160 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 26
66.249.78.159 |Wnited Sates |147.237.77. 216 |dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
100. 100. 44. 182 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 19
62.219.13.180 | srael 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid fimvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
94.230.86.255 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
192. 0. 86. 145 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 15
46.19. 85. 28 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
192.0.100.131 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 15
176.13.1.25 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
31.168.14.94  [israel 147.237.76.42 |refuah.idf.il  [Bad TCP sequence mdgirsaé;”gt wth different monitor (14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
37.201.193.82  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
212.179.21.194 |lsrael 147.237.77. 170 [maarachot .idf .il [dr op First packet isn't SN drop 13
185.58.201.28 [Lebanon 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber moni t or 13
192. 117. 173. 217l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
31.168. 14. 94 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
196.35.141. 138 |South Africa |147.237. 77. 216 |dover.i df .i Bad TCP sequence Vﬂdzirsac':rit Wth different monitor |12
185. 58. 201. 28 |Lebanon 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 11
2.54.147.78 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
212.235.111. 64 |lsrael 147.237.72. 166 |aka. i df .i | drop SAMrule drop 9
37.26.146.132 |israel 147.237.77. 243 |mbi e i1 | €AMNg Enginer TCP Invalid - finvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 9
62.90.107.178 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.52.11. 250 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
66.249.78.173 |Wnited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dr opped.
46.5.19.71 Ger many 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 8
2.52.144. 225 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
66. 87. 64. 89 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
37.26. 148. 242 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
196. 35.141. 138 [South Africa |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 7
1.136.97.36 Australia 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 7
82. 80. 49. 168 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 7
192. 0. 100. 59 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 7
185.58.201.28  [Lebanon 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid ACK nunber alert 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | vy cogat i i /i p._storagelfi1 es/ O/ si 7e220x0/ 3410, j pg. St c B ock 1582
68.180. 228. 112 |Wnited Sates |147.237.77.216|dover.idf.il Parameter Type Mol ation PageNimin Bl ock 70
PO et ceni il : : waw i df . i | / 1824- he/ dover . aspx
213.204. 101. 25 |Lebanon 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 42
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 67. 13 B ock 42
85. 64.225.182 |lIsrael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 42
85. 64. 225.182 |Israel 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unhaut horized URL Access from 85. 64. 225, 182 B ock 28
. . . Uhaut hori zed URL Access to
5.22.130. 125 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1071 B ock 28
91. 207. 60. 10 Lkr ai ne 147.237.77.19 |lawforumidf.il Lhaut hori zed URL Access to 147.237.77.19/ B ock 14
5.15.199. 101 Ronani a 147.237.77.216|dover . i df .i | Lhaut hori zed UR. Access to v idf.il/). htn( Bl ock 14
. . Uhaut hori zed URL Access to
199. 203. 63. 167 |Israel 147.237.77. 216 |dover . i df .i | wavidf i1/ resourcel userfol | ow esour cel or eat ef B ock 14
74.82.47.2 Lhited Sates |[147.237.72.167|i shurimaka.idf.il Unhaut hori zed URL Access to 147.237.72.167/ B ock 14
: . . Unknown Paraneter docid in
157. 55. 39. 68 Lhited Sates [147.237.72.166|aka.idf.il aka.i of i1 /i turi ndasp/ di spl ayonesol di er. asp None 14
. . Unhaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover. i df . il 147, 237.77. 216/ 1133- 11039- he/ dover . aspx Bl ock 14
95, 173. 184. 200 |[Turkey 147.237.76. 42 |refuah.idf.il Uhaut hori zed LR. Access to refua. atal .idf.il/wp-adnin/ Bl ock 14
84.109.127.85 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 14
2.54.10.212 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 14
. . D stributed Whaut hori zed URL Access on
66.249.79.106 |[lIsrael 147.237.77.233|atal .idf.il 147 237 77 233/  obot s. £ xt B ock 14
. . Unhaut hori zed URL Access to
188. 165. 15. 205 |France 147.237.77.74 |lawidf.il 147. 237, 77. 741 14- 5512- hel pat zar . aspx Bl ock 14
} wwmv. chanat z. aka. i df .
141. 212.122. 160|Lhited Sates |147.237.77.226 | Unaut hori zed URL Access to 147.237.77. 226/ B ock 14
. . DO stributed Uhaut hori zed URL Access on
66.249. 67.134 |Israel 147.237.77. 170 |naar achot . i df . i | 147, 237. 77. 1701 r obot 5. t xt B ock 14
91. 207. 60. 10 Wrai ne 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 14
5.22.129. 245 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to vy aka. idf.il/https:/ww aka.idf.il/ [B ock 14
203. 45.183. 3 Australia 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 14
176.12. 145.28  |israel 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 14
. . Unaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 |dover. i df . il 147, 237.77. 216/ 1133- 18189- he/ dover . aspx Bl ock 14
64.90. 54. 70 Uhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wo-adnin/ B ock 14
. . D stributed Whaut hori zed URL Access on
66.249.79.108 |[lIsrael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ r obot 5. t xt B ock 14
192. 115.67.2 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
141.212.122. 160|thited Sates |147.237.77.234|hal ag. i df.il Unaut hori zed URL Access to 147.237.77.234/ B ock 14
66. 249. 67.143 |l srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 14
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/1153 B ock 14
184.168.193.33 |Lhited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to refua. atal .idf.il/bl og/ wo-adnin/ B ock 14
109. 65. 5. 164 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary Bl ock 14
5.15.199. 101 Romani a 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from5. 15. 199. 101 B ock 14
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il DO stributed Suspici ous Response CQode B ock 14
. . S Whtraceabl e Gonnection - Protocol violation
192. 115. 67. 2 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 14
151.80.31.112 |italy 147.237.77.216|dover. i df . i | D stributed Suspicious Response Code B ock 14
. . . Uhaut hori zed URL Access to
66. 249. 69. 63 I srael 147.237.0.34 |tikshuv.idf.il ti kshuv. i o i |/ i 1V kepat 2/ def aul t . aspx B ock 14
. wwy, chamat z. aka.idf | . )
91. 207. 60. 10 Lkrai ne 147.237.77. 226 i D stributed Waut horized URL Access on 147.237.77. 226/ B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
80. 246. 138. 111 |l srael 147.237.72.166 |aka. i df . i | voww aka. i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 14
66.249.78.166 |lsrael 147.237.77.216|dover . i df .i | D stributed Suspicious Response Code B ock 14
. . Uhaut hori zed URL Access to
66. 249. 67. 13 I srael 147.237.72.166 |aka. i df . i | v aka, i df i 1/ 1144- he/ chi nuch. aspx B ock 14
85.64.225.182 |[Israel 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/sip storage/files/4/ |B ock 14
5.15.199. 101 Romani a 147.237.77.216|dover. i df . i | PHP Att enpt B ock 14
. . . Uhaut hori zed URL Access to
199. 59. 148. 209 |Uhited Sates |[147.237.77.216|dover.idf.il vowe i i /i p storagel i1 es/ 7/ si ze220x0/ 17447, | pg B ock 14
. . D stributed Uhaut hori zed URL Access on
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il 147 237 76. 42/ robot s. t t B ock 14
46.19.85.0 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
84.94. 170. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 14
66.249.79.104 |lIsrael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
188.138.17. 205 |France 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/ B ock 14
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