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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
79.180. 121. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46. 19. 85. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 15
213.57.173. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.53. 159 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
72.51.45. 3 Lhited Sates 147.237.77. 216 dover.idf.il SINHood full table drop 4
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
46. 19. 86. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.120. 114. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
31. 168. 96. 254 | srael 147.237.72. 166 aka.idf.il Bl ock Wdp Al Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 197 e.hinush.idf.il [Bock Udp Al Nets Con Linit drop 2
85. 65. 226. 211 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176. 13. 1. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.53. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
85. 65. 226. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste
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195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
169.57.5. 20 147. 237.76. 34 Net her | ands yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
88. 249. 106. 23 147.237.72. 156 Tur key anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 56. 32 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
219. 138. 49. 165 147. 237. 0. 200 Chi na nau. i df i | ET SCAN Potential SSH Scan 1
219.138. 49. 165 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
219.138. 49. 165 147.237.0. 17 Chi na mny- kosher - kravi .i df .i| ET SCAN Potential SSH Scan 1
201. 249. 199. 91 147. 237.8.50 Venezuel a e tikshuv.idf.il ET SCAN Potential SSH Scan 1
201. 249. 199. 91 147. 237.8. 27 Venezuel a e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
92.247. 120. 60 147.237.76. 31 Bul gari a nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186. 56. 32 147. 237. 76. 197 Chi na e. hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
69. 64. 32. 110 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186. 56. 32 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
219. 138. 49. 165 147. 237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
219. 138. 49. 165 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
219.138. 49. 165 147.237.0. 16 Chi na ny- kosher - kravi .i df . il ET SCAN Potential SSH Scan 1
201. 249. 199. 91 147. 237. 8. 45 Venezuel a eeitanidf.il ET SCAN Potential SSH Scan 1
201. 249. 199. 91 147.237.8.14 Venezuel a e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
75.107.60. 144 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 129
168. 63. 137. 102 |[Lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 57
46. 19. 85. 194 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 56
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 40
79.181. 209. 168 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 32
80. 246. 133. 231 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 32
66.249.78.173 |nited Sates |147.237.77. 216 |dover.iar.i1 | SAM NG Engine: TP Invalid - invalid segnent retransmission. |, o 32
Ret r ansn ssi on Packet dr opped.
66.249.78.1590 |Wnited Sates |147.237.77.216 |dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransnissi on drop 30
Ret ransn ssi on Packet dr opped.
185.58.201.28 [Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
176.13. 1. 145 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
80. 250. 14. 169  |Czech Republic |147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
66.249.78.166 |Lnited Sates |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid  imvalid segnent retransmssi on drop 24
Ret r ansm ssi on Packet dr opped.
113. 159. 159. 59 |Japan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 23
109. 160. 130. 73 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
52. 16. 5. 197 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 19
46.19.86. 4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
79.180. 121. 35 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
173.48.192.135 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 13
46. 19. 85. 194 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 12
46. 19. 85. 194 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
124.83.37.157  |Philippines 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.179. 90. 106 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
79.180.205.51 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 41 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop
84.228.179.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
58. 151. 117. 104 g‘f’rea’ Republic 147 237.77. 216 |dover. i .1 drop First packet isn't SWN drop 8
119. 224.92. 138 |New Zeal and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 86. 108 | srael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 7
176.13.1.25 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
172.91.117. 252 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
124.108.27.250 |Fji 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.54.53.159 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19.85.226  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dr opped.
2.52.52.96 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
77.125.120.84 |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid finvalid segnent retramsmssion. | ) 6
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 32 I'srael 147 237.72. 167 [i shuri maka i i | | €M NG Engine: TQP Invalid invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dr opped.
40.77.167.33  |uited Sates |147.237. 7. 216 dover.ior i1 |7 SAMNG Engine: TP Invalid - imvalid segnent retramsmssion. |y 6
Ret r ansm ssi on Packet dr opped.
62.219.187.26 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransnm ssi on Packet dr opped.
213.57.173. 147 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.120. 114. 67 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
108.59.253. 71 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
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. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | v cogat i df i /i p_storage/ il es/ O/ si 7e220x0/ 3410. | pg. Sr ¢ B ock 308
68.180.230.29 |wited Sates [147.237.77. 176 |nat pash. i df . i | Paranet er Type M ol ation PageNumin B ock 84
) ) ) ) o P ) ' wan cogat . i df . i | /1043- ar/ cogat . aspx
213.204. 101. 25 |Lebanon 147.237.76. 147 |chi nuch. aka. i df . i | |D stributed Suspicious Response Code Qust om Tenpor ary B ock 42
84.109. 3. 210 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 28
: . . Unaut hori zed URL Access to
199. 16. 156. 125 |lhited Sates [147.237.77.216|dover.idf.il vowei i1/ p storagel i1 es/ 5/ si ze220x0/ 13365 | pg B ock 28
68.180.228. 112 |Wited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 28
66.249. 67.6 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/1153- he/ chi nuch. aspx B ock 14
149. 78. 237. 201 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i1/ aj ax/ updat est at us. php Bl ock 14
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin v idf.il/1115-ar/dover. aspx  |B ock 14
46.19. 86. 173 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspicious Response Code B ock 14
196. 35. 141. 138 |South Africa [147.237.77.216|dover.idf.il eMii | Hoardi ng B ock 14
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . i|/1144- he/ chi nuch. aspx B ock 14
5.175. 26. 46 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/giyus/ general /defaul t.a B ock 14
176. 12. 149. 227 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
46.117.196. 140 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ nai n/ sachar / r equest . aspx None 14
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
93.172.186.97 |[Israel 147.237.72. 166 |aka. i df . i | vaw aka. | df . |/ mai v Sachar / vi ewpni of . asp None 14
66.249.78.166 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 14
45. 63. 49. 95 147.237.0.19 |madimatal .idf.il |Wauthorized URL Access to 147.237.0.19/ B ock 14
! nobi | e. nei tav.idf.i )
184. 105. 139. 67 |lLhited Sates |147.237.76. 39 | Uhaut hori zed URL Access to 147.237.76. 39/ B ock 14
79.176.197. 123 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 14
46.229.164.98 |lLhited Sates |147.237.72.166aka.idf.il Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 14
212.199.57.192 |lsrael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df .il/894-ar B ock 14
141. 212. 122. 160|lhited Sates [147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147.237. 76. 30/ B ock 14
66.249.78.166 [Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wwwi i df . i/ page/ 25/ Bl ock 14
46.19. 85. 72 | srael 147.237.72.167|i shuri maka. i df . i| |SSL Untraceabl e Connection - Qpen Mde None 14
194. 114. 146. 227|1 srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod CPTI ONS for ww aka. i df . i |/ honas/ site/ Bl ock 14
. . D stributed Unaut hori zed LRL Access on
79.176.197. 123 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ aj ax/ updat est at us. php Bl ock 14
46.229.164.98 [Lhited Sates |147.237.76.42 |refuah.idf.il D stributed Uaut hori zed URL Access on 147. 237.76. 42/ robot s. t xt B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
213.57.57.160 |lsrael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai i/ sachar/ r equest pays! i pexpl anat i on. aspx None 14
149. 78. 237. 201 |Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 14
196. 35. 141. 138 |South Africa [147.237.77.216|dover.idf.il Enail collector robots 14 B ock 14
. . Unaut hori zed URL Access to
80. 246. 130. 154 |l srael 147.237.76.31 [nakchal .idf.il 147.237.76. 31/ si p. st or agel {1 | es/ 8/ 1668. doc Bl ock 14
nobi | e. nei tav.idf.i i i
46. 19. 86. 81 | sragl 147 237.76. 39 Par_amat er Typ(_a M _ol ation ctl 00$CI_)nt ent Pl acetbl der 1%t xt Password in B ock 13
| nobi | e.nei tav.idf.il/tenpl ates/l ogin. aspx
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