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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

222.186. 34. 48 Chi na 147.237. 76. 197 e hinush.idf.il |JLM Under Attack_Con_Tcp drop 2
68.116. 5. 134 Lhited Sates 147.237.76. 38 e.eneitav.idf.i|B ock Wp Al Nets drop 2
66. 168. 62. 225 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.165. 200 Lhited Sates 147.237.76. 38 eeneitav.idf.i|B ock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

46.121. 228. 158 I srael 147.237.77. 216 dover.idf.il |CL000098: B ock - dns poi soning B ock 2
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Sl'te |Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
193. 105. 134. 220 147.237.8. 24 Sweden elifestyle.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.8.66.78 147.237.77. 216 Russi an Federation dover.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.77. 179 Sweden e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
169. 57. 5. 20 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.211.102. 129 147.237.76. 44 Russi an Federation e.refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Action ‘Count
149.78.154.69 |lIsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 111
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 96
191. 33.245. 135 |Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 82
173.225.115.89 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 60
106. 77. 46. 39 I ndi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 52
Sreanming Engine: TCP Invalid i i ssi
66.102.8.173  |wited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 34
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.173 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. | 34
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.166 |lnited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 25
46. 19. 86. 52 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
191. 145. 188. 204|Col onbi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
Sreaning Engine: TGP Invalid i i ssi
66.102.8.178  |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. | 20
Ret r ansni ssi on Packet dr opped.
92.229.17.127  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
100. 100. 9. 46 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 19
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
71.222.14.27 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i SSi
92.229.17.127 |Ger many 147. 237. 77. 216 |dover.i df .i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.102.8.168  |Lhited Sates 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 66. 26. 141 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
112.143. 19. 243 |Thai l and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
212.199. 182. 150! srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i SSi
84.229.30.83  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g, 9
Ret r ansni ssi on Packet dr opped.
107. 77. 89. 56 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 9
70.52.230. 237 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
109. 200. 30. 154 [United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
96.19.209.169 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
216.13.56. 3 Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
Sreanming Engine: TCP Invalid i i ssi
65.55.210.85 |lited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i of . i 1|{dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
79.182.122.10 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249. 64.173 |Uited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
131.253.25.200 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i SSi
66.249.78.159 |lnited Sates 147. 237. 77. 216 |dover . i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
37.8.6. 245 (F;ajcis;i';'ja” Territory: 147, 237. 77. 216 |dover.icf.il |drop First packet isn't SWN drop 5
75. 82.50. 94 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
174.51.65.57  |Wited Sates 147.237.76. 202 |e. hal ag.i df .11|Geo- | ocati on enf or cement Geo-I ocati on i nbound drop 4
enf or cenent
Sreaning Engine: TCP Invalid i i ssi
176. 12. 149. 227 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
151.80.31. 112 |itay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
207.229. 156. 214|lhited Sates 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 4
99.167.198.84 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i SSi
176.13.22.188 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Imvalid segnent retransmssion. g ., 4
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
66. 168. 208. 221 |Lhited Sates|147.237.77. 176 [mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 168. 208. 221 Bl ock 84
68.180.230.29 |lhited Sates|147.237.77.176 |nat pash. i df . i | Whaut hori zed URL Access to waw cogat . i df.il/894-en B ock 84
68.180.228.112 [nited Sates|147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1133- he/ dover. aspx B ock 84
68.180.228. 112 |Wited Sates|147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/dover/sit e/ mai npage. asp B ock 56
68.180. 228. 112 |[Lhited Sates|147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin waw i df . il/1153- he/ dover . aspx B ock 42
112. 143. 19. 243 |Thai | and 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation id in wwidf.il/1294-en/ dover. aspx B ock 28
77.237.138. 51 g‘i%ri . 147.237.77.74 |lawidf.il Unaut hor | zed URL Access to / Bock |14
66.249.78.173  |Israel 147.237.77. 216 |dover . i df . i | ng;ja_“tggr_i ;Zgi L(?;eﬁf(gfsjpgo? m‘“g“d’“(;:; u'tiy' t/ ngh?'efgf“lé;'zrilo";r a'f"fpx Bock |14
46.121.228. 158 |Israel 147. 237.77. 216 |dover . i df . i | (Si_SLuj tég%ﬁibiﬁpﬁngic;: SZ;DET"&E?C&?\EIE; on None 14
151.80.31.112 |italy 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 14
66.249.78.95  |Israel 147.237.77. 216 |dover . i df .i | T o oo hel dover . aspx Hock |14
188. 165. 15. 121 |France 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list6. htm B ock 14
45, 63. 49. 95 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237.76. 30/ B ock 14
79. 180. 146. 218 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 14
66.249.79.104 |[Israel 147.237.77.233|atal .idf.il D stributed Uhaut hori zed URL Access on 147.237. 77. 233/ robot s. t xt Bl ock 14
151.80.31.112 |italy 147.237.77. 216 |dover . i df . i | m”f Qfo.rilf/?inﬁti/cgﬁzr ;g/ user cont rol s/ header upper / Bock |14
68.180.228.175 |lhited Sates|147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147.237. 76. 42/ robot s. t xt B ock 14
66.249.78.159 [Israel 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 14
216.218. 206. 67 |Wnited Sates|147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 14
45, 63. 49. 95 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 14
99.167.198.84 |[nited Sates|147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en B ock 14
66.249.79.108 |[Israel 147.237.77.233|atal .idf.il D stributed Unauthorized URL Access on 147.237. 77. 233/ robot s. t xt B ock 14
Unaut hori zed URL Access to
66. 168. 208. 221 [Lhited States|147.237.77. 176 |nat pash. i df . i | o Ic‘gf_c; d‘fz';' Il ;fi Frtszfr:g%i/uf#f;égjfsgéfg;;zzjomﬁrf;ﬁxgg\;_@”:C Bock |14
d=ssl &l =i w&&ct =cl nk
157.55.39.55  |United Sates|147. 237. 77. 216 [dover . i df . i | mﬂtdfhorl il /ngtéﬁ]‘atfﬁﬁzls_st rta?ni o Lrenspertat cn. 65 Bock |14
66.249.78.166 [Israel 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 14
45. 63. 49. 95 147. 237.77. 226 \é\:W\iI'ICha”at z. aka.i Unaut hori zed URL Access to 147.237. 77. 226/ Bl ock 14
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/1151-he/ chi nuch. aspx B ock 14
176.13.22.188 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 14
73.169. 170. 207 |Wited Sates|147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 14
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . i | O stributed Uhaut hori zed URL Access on wwwyidf.il/page/ 28/ B ock 14
46.121.214.39 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df.i|/mai n/ sachar/ B ock 14
122.13.132.199 |China 147.237.77. 176 |nat pash. i df . i | muégg;tilzﬁg.T/‘Sﬁgfg;/su;:momml of header upper Bock  [14
66.249.75.120 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
184. 105. 247. 196|Lhited Sates|147. 237. 72. 156 |anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ B ock 14

10-28-2015-05:04:06 to 10-28-2015-06:04:06




