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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
41,103, 159. 119

|Target Address  |Site

|Signature |Device Action  |Count |
Ageria 147.237.77. 216 dover.idf.il SYNHood full table drop 6
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets drop 1
5. 8. 66. 69 Russi an Federation 147.237.76.176 test.ncore.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sl gnature Devi ce Action |Oount |
Chi na 147.237.76.31 |nakchal .idf.i| |ClL000108: HITP. Trying to |ocate existing FQkeditor B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
94.102.48.194 [147.237.0.33 |Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
. |ET DO Large amount of TCP ZeroWndow - Possible Nkiller2 DDos

79.180. 116. 223 |147.237. 77. 170l sr ael maar achot . i of . i | 1
attack

210.50. 197. 147 [147.237.72. 167 |Australia ishurimaka.idf.i|ET SCAN NVAP -sS w ndow 3072 1

_ , . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

186. 209. 188. 248|147.237.8. 24 |Bazil elifestyle.idf.i . 1
Potential Scan or Brute Force

120. 150. 29. 211 [147.237.76.38 |Australia eeneitav.idf.il[ET SCAN NVAP -sS w ndow 1024 1

95. 154. 229. 204 |147.237.77.216 LKJ?';;gom dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1

92.247.120.60 [147.237.72.14 |Bigaria dover.idf.il (o d|ET SCAN Potential VNC Scan 5900- 5920 1

41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1

120. 150. 29. 211 |147.237.76.38 |Australia eeneitav.idf.il[ET SCAN NVAP -sS w ndow 3072 1
ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,

117.38.218.35 |147.237.76.31 [China nakchal .idf.il Be y 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
108.30.100. 77 |Uhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 91
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 86
198. 100. 148. 112|Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 63
166. 137.240.15 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 55
41.239.81.183 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 54
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
51. 39. 109. 218 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 23
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 23
41.103. 159.119 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
82.132.217.71 LKTi;;éjom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
50. 87. 144. 145 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
68.180.228.112 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
66.249.84.165 |Lnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 12
Ret r ansn ssi on Packet dr opped.
66.102.8.173  |Uited Sates |147.237.77. 216 |dover. i of . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
131.253.25. 255 [lhited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 12
Ret r ansn ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
109. 200. 30. 154 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
5.67.3.33 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
108.59.253.71 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
66.249.78.159 |Uited Sates |147.237.77. 216 |dover. i of i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 248 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 7
147.9. 80. 163 Lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 7
68. 180. 230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il dr op SAMrule drop 7
66.249.78.166 |Wnited Sates |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid  invalid segnent retransmssion drop 6
Ret r ansm ssi on Packet dr opped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
40.77.167.36  |UWited Sates |147.237.77.216|dover.idf.il Streamng Engine: TCP Invalid il id segnent retransmssi on drop 6
Ret r ansn ssi on Packet dr opped.
173.212.172.6 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
66.249.84. 167 |Wnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 6
Ret r ansn ssi on Packet dr opped.
207.241.237. 163|lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
176. 13. 4. 155 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 81 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
71.81.128. 86 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
94. 228. 34. 248 zint:gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
157.55. 39. 41 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
73.22.155.10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
46.19. 86. 201 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 4
46.121.94. 141  [Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.4.10.6 Ger many 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SYN drop 3
66. 102. 8. 168 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
66.249.67.30  |ited Sates |147.237. 77 2a3|mobile it i1 | SAM NG Engine: TP Invalid - limvalid segnent retransmission. |, o, 3
Ret r ansn ssi on Packet dr opped.
176.13. 4. 155 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber aert
50.153.129.37 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop
99. 237.228. 221 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 64. 205. 157 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from85. 64. 205. 157 B ock 14
66.249. 78.166 |l srael 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode Bl ock 14
45, 63. 49. 95 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 14
199. 16. 156. 124 |United Sates [147. 237. 77. 216 |dover. i df .i | mu:gf?riilzli? pft‘o/:z;;sfi Itgs/ 6/ i 2622000 17436, pa Bock |14
73.22.155. 10 Uhited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code Bl ock 14
66. 249. 75. 16 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 14
94.242.246.23  |Luxembourg [147.237.77. 216 |dover. i df . i mﬁi';.ﬁ‘j\fe./z‘;eggfféﬁgcnptsquuery/jquery_l. 42rins Bock 14
66.249. 78.166 |l srael 147.237.77.216|dover . i df . i Ml tipl e Unaut horized URL Access from 66. 249. 78. 166 B ock 14
66.168. 208. 221 |Lhited Sates [147.237.77. 176 [nat pash. i df . i | Mil tipl e Waut hori zed URL Access from 66. 168. 208. 221 B ock 14
199. 16. 156. 126 |Lhited Sates |147. 237.77. 216 |dover. i df . i | m“itgfo.riilzli? plf;ofca‘;gffsi |t:s/ 6/ i 2622040/ 17436, | pq Bock |14
73.22.155. 10 Lhited Sates |147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.il/newsitelenglish/ Bl ock 14
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 14
141. 212. 122. 160|lnited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 14
66.249.78.166 [Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wwuidf.il/idf/tenpl ates/innerpage. aspx Bl ock 14
Unaut hori zed URL Access to
66. 168. 208. 221 [Lhited Sates |147. 237. 77. 176 |mat pash. i df . i | gfﬁoc:,fn'yiggé#ﬁil F;L—;Sti’;";?i/;il' Efs’l ?’tsggfbgifuﬁﬁgoggoﬁ{ gitte“:roe;ffi:'c‘gu”n Bock |14
tryil &ws_r d=ssl &l =i w&ct =cl nk
199. 16. 156. 126 |United Sates [147. 237. 77. 216 |dover. i df .i | mu:gf?riilzli? pft‘o/:z;;sfi Itgs/ o i 2622000 17429 pa Bock |14
79. 181. 58. 67 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 14
66. 249. 78. 109 | srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ 1133- 18489- he/ dover . aspx |B ock 14
37.142.68.53  |israel 147.237.72. 166 |aka. i df . i | m ;L;?ﬁ?ﬁﬁﬁgg;ﬁ;‘:i sfciels/s on Bock |14
157. 55. 39. 11 Uhited Sates |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock 14
66.249.78.173 |lsrael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 14
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka. i df . il/1164-he/ chi nuch. aspx Bl ock 14
79. 181. 58. 67 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/aj ax/ updat est at us. php Bl ock 14
66.249.78. 159 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 14
45. 63. 49. 95 147.237.72.167|i shuri maka. i df . i|{Unaut hori zed URL Access to 147.237.72. 167/ B ock 14
188. 165. 15. 130 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
68.180.228. 175 |Wited Sates |147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147.237. 76. 42/ robot s. t xt B ock 14
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docl.. in ww aka. idf.il/main/giyus/general . aspx None 14
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