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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
222.186. 21. 180

|Signature |Device Action |Count|
Chi na 147.237.76. 199 e. nakchal .idf.il|JLM Under _Attack _Con_Tcp drop 2
220. 255. 146. 30 S ngapor e 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59. 45. 79. 117 147. 237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
94.102.63.7 147. 237. 76. 147 |Net her | ands chi nuch. aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
94.102.63.7 147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
94.102. 49.102 |147.237.76. 197 [Net her| ands e. hinush. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
94.102.49.102 [147.237.0.200 [Netherlands nau. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
89.248.171.19 [147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
62. 210. 25. 83 147. 237. 76. 200 |France eitan aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net
5.238.223.147 |147.237.76.31 :érgmub”'z';mc nakchal . i df . i | Connect i ons. Potent a Scanyor Brite Force 1
177.143. 123. 180(147. 237.0.19  |Brazil nedi matal .idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
121.12.127.94 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.77. 170 |Chi na naar achot . i of . i | ET SCAN Potential SSH Scan 1
94.102.63.7 147. 237. 76. 34 |Net her| ands yohal an. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
94.102.63.7 147.237.0.19 [Netherl ands nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
94.102.49.102 [147.237.76.86 |[Netherlands navy. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na aman. i df .l ET SCAN Potential SSH Scan 1
89.248.171.19 [147.237. 77. 235 |Net her| ands sviva.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.28 |China e.nobi | e-ks. i df .il ET SCAN Potential SSH Scan 1
87.4.67.173 147.237.76.31 [italy nakchal . i df . i1 ET SOAN Behavi oral _Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147.237.8.24 |China elifestyle.idf.il ET SCAN Potential SSH Scan 1
62. 210. 25. 83 147. 237. 76. 200 |France eitan aka.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
121.12.127.94 |147.237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Action ‘Count
197. 37.146. 189 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1387
94. 228. 34. 249 zi;g’gom 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 132
197. 37. 146. 189 |Egypt 147.237. 77. 216 |dover. i of .i | drop drop 122
37.38.72.227 Kuwai t 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 108
207. 248. 241. 68 |Mexi co 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 58
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
100. 100. 81. 131 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 47
66.249.78.166 |Lhited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 42
Ret r ansni ssi on Packet dr opped.
197. 37. 146. 189 |Egypt 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 30
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 28
66.249.78.159 |Wnited Sates |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on, drop 24
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i | drop SAMrule drop 24
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
66.249.78.173 |Uited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 20
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 LK?ir::gom 147.237. 77. 216 |dover.idf.il drop First packet isn't SWN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
64.233.172.171 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 11
98. 206.24. 169 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 11
66.249. 64.173 |Uited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.
121.7.37.167 |9 ngapore 147. 237. 77. 216 |dover . i of . i | Streaning Engine: TCP | nvalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
64.233.172.163 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 8
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 7
54.244.22.103 |Lhited States |147.237.76. 147 |chi nuch. aka. i of .illdr op First packet isn't SYN drop 7
64.233.172. 155 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 7
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
119.73.253.5 |9 ngapore 147.237. 77. 216 |dover i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
166. 78.134. 156 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 6
176. 44.224.86 |Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
203. 127. 96. 200 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
119.73.253.5 S ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
157.55. 39. 55 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 5
50.203.151.94 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 4
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
197.37.146.189 |Egypt 147.237.77. 216 |dover. i df . drop g:eésﬁlcéfgegf:é SYN packet - RST |, 4
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
50. 97.52. 131 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
203. 127. 96. 200 |4 ngapore 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP | nvalid - finvalid segnent retransnissi on, drop 4
Ret r ansni ssi on Packet dr opped.
184.173. 183. 174|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
40. 77. 167. 33 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
79.177.162.219 |israel 147. 237.72. 166 |aka. i f . Streaning Engine: TCP Invalid imalid segment retransssi on drop 3
Ret ransni ssi on Packet dr opped.
109. 186. 28. 231 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
66.249.78.173 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 3
2.54.168.186 | srael 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on, drop 3
Ret ransni ssi on Packet dr opped.
162. 209. 84. 156 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
105. 196. 16. 64  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
176.13.12.166 | srael 147.237. 77, 243 mwbi e i o i1 | 2™ NG Engines TP Invalid - finvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.




10-28-2015-02:04:07 to 10-28-2015-03:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68.180.230. 167 |Uited Sates  [147.237.76.31 |nakchal .idf.il [P areter TPe Mooy ggkrzlgfe;\s“g(i n Bl ock 84
68.180.228.112 [nited Sates  [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin waw i df.il/1115-ar/ dover. aspx [Bl ock 56
85. 64. 205. 157  [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bte Gode Character in URL from 85, 64. 205. 157 Bl ock 28
2.52.19. 197 | srael 147.237.77.243|nobi l e. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 28
61.135.190.71 [China 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ B ock 14
189. 175. 137. 65 |Mexi co 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list.htm Bl ock 14
93.155. 253. 164 |Rulgaria 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 14
66.249. 67.134 |Israel 147.237.77. 170 |maarachot . i df . i| |[Dstributed Waut hori zed URL Access on 147.237.77. 170/ robot s. t xt |B ock 14
77.126.22. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
141.212.122. 160|Uhited Sates  |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 14
66.249.78.102  Israel 147. 237.77. 216 |dover . i df . i | e e oo he/ dover . aspx Bl ock 14
157.55.39.140 |thited Sates  |147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to 147.237.77.176/ B ock 14
66.249.78.159 | srael 147.237.77. 216 |dover. i df . i | m“it;fcfriiﬁfgb& (frcg‘:;fsza;ioo /st gnal s/ atar/ Bl ock 14
85. 65. 98. 228 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/https:/ww aka.idf.il/ B ock 14
31.193.51.78 France 147.237.77. 216 |dover.i df . il D stributed Suspicious Response Code Bl ock 14
188. 165. 15. 205 |France 147.237.77.74 |lawi df .i | o i zed L e oat zar . asp Bl ock 14
93. 155. 253. 164 |Rul garia 147.237.72. 166 |aka. i df . i | NMJDIJ;)pl e Untraceabl e SS9 Sessions from 93. 155. 253. 164 (Cpen None 14
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