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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
50. 45. 208. 89 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 19
213. 57.224. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 14
79.177.162. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
62. 219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
188. 247. 78. 165 Jor dan 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
96. 35. 50. 133 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
183. 60. 48. 25 Chi na 147.237. 76. 202 e.halag.idf.il |Block Udp All Nets Gon Limt drop 1
2.52.19. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.52.164. 49 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
185.82.201. 17  [147.237.77.216 dover.idf.il ET DO5 SSL Bonb DoS Att enpt 1
o ET SCAN Behavi oral Uhusual |y fast Ternminal Server Traffic,
89.248.162. 130 |147.237.0.16 |Nether|ands ny- kosher - kravi . i df .i | ) ) 1
Potential Scan or Infection
199. 101. 186. 134|147.237.0.34 [tnited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
185. 100. 84. 253 |147. 237. 76. 147 chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
112. 162. 204, 84 |147. 237.76. 38 |FO® FePWDIICIy o eitav it il ) y 1
of Potential Scan or Brute Force
75.126.153. 82 |147.237.77.170|Wiited Sates |naarachot.idf.il SERVER- WEBAPP admi n. php access 1
_ . |ET SCAN Behavi oral lLhusual |y fast inbound Tel net Connecti ons,
1.29.13. 30 147.237.0.17 |China mny-kosher-kravi .idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
91.228.167.109 |[Sovakia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 82
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 80
46.19. 86. 38 I'srael 147.237.76. 200 |eitan. aka i df i Streamng Engi ne: TCP I nval i dlinvalid segnent retransmissi on. drop 78
Ret r ansni ssi on Packet dr opped.
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover.idf il drop drop 45
91. 228.167. 130 |Yovakia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 40
197. 37.146. 189 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 40
179. 230. 133. 132|Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
132.70.66. 11 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 36
50. 45. 208. 89 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 36
68. 180. 230. 224 |Whited Sates 147.237.76.31 |[nakchal .idf.il dr op SAMrul e drop 34
197.37. 146. 189 |Egypt 147. 237. 77. 216 |dover . i df .i | drop g;?xgrecgg gf;;ctsgé\' packet -l op 20
109. 200. 30. 154 zi;g’gom 147.237. 77. 216 |dover.idf il drop First packet isn't SYN drop 18
37.26.149.177 |israel 147, 237.76. 200 |ei tan. aka. i df . Streaning Engi ne: TCP Invalidjinvalid segnent retransmssion. 15
Ret r ansni ssi on Packet dr opped.
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
66.249.78.166 |Wnited Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TCP I nval i dlinvalid segnent retransssi on. drop 12
Ret r ansni ssi on Packet dr opped.
131.253.25.194 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
213.57.224. 240 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
2.52.164. 49 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.52.19. 96 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
54. 244, 22. 103 Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | dr op First packet isn't SN drop 7
31.210. 187. 244 |Israel 147. 237.77. 226 V‘:"I”“ chamatz. aka. idf | o First packet isn't SWN drop 7
87.69. 166. 33 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
5.164. 93. 158 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
157. 55. 39. 55 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 6
96. 35. 50. 133 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 6
198. 58.103. 114 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
164. 76.68. 163 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 6
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op drop 6
75.73.178.250 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 6
37.26.146.183 | srael 147. 237.72. 166 |aka i of . i Streaning Bngine: TCP Inval i dlivalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
82.80.157.187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 65. 177. 121 |Israel 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP | nval i djinval i d segrent retransnissi on. drop 6
Ret r ansm ssi on Packet dr opped.
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66.249.78.173 |Wnited Sates |147.237.77. 216 |dover.idf i Streaning Engi ne: TCP I nval i dfinval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
79.177.162.219 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
88.81.34. 114 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
76.219.112.206 |Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 5
37.142.193.90 | srael 147.237.72.167|ishwrimakaicf.il  [Bad TCP sequence mﬁﬁsg reans”“ wthdifferent | ovitor |5
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
149. 160. 133. 125|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
37.142.223.140 |israel 147.237.72. 166 |aka. i df . i Bad TCP sequence mﬁsﬁ reansm wehdifferent |opnitor |
87.69. 90. 110 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.148.199 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
68.180.230.29 |lnited Sates  [147.237.77. 176 [nat pash. i df . i | Paraneter Type M olation PageNmi n Bl ock 84
wwn cogat . i df . i | /2113- he/ cogat . aspx
85. 64. 205. 157  [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from85.64. 205.157 |B ock 56
46.118. 155. 216 |krai ne 147.237.77. 176 [nat pash. i of . i | Mil tipl e Unauthorized URL Access from 46. 118. 155. 216 Bl ock 42
54.244.22.103 |Wited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 42
2.52.19. 96 I srael 147.237.77.243|nobi [ e.i df . i | Unt raceabl e SSL Sessi ons: C(pen Mde None 28
75.126.153.82 |Lhited Sates 147.237.77. 170 |nmar achot . i df . i | Dstributed PHP A tenpt Bl ock 28
75.126.153.82 |lhited Sates 147.237.77. 170 |n@ar achot . i df . i | Mil tipl e Lhaut hori zed URL Access from 75. 126. 153. 82 B ock 28
75.126.153.82 [lLnited Sates 147.237.77. 170 [maar achot . i df . i | Distributed Admn B ocki ng Bl ock 28
. . D stributed Unaut hori zed URL Access on
66.249. 79. 106 |l srael 147.237.77.233|atal .idf.il 147 237 77. 233/  obot 5. t xt B ock 14
Russi an . . Unaut hori zed URL Access to
217.69.133. 230 e ot i on 147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 14
141.212.122. 160|nited Sates 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ Bl ock 14
. . Unaut hori zed URL Access to
66.249.74.93 | srael 147.237.77.233(atal . i df . i | vy at al . i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock 14
: . . D stributed Uhaut hori zed LRL Access on
207.46.13.155 |United Sates 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ robot 5. t xt B ock 14
46.19. 85. 32 I srael 147.237.77.216|dover.i df .i | Mil tiple Abnormal |y Long Request from 46.19. 85. 32 B ock 14
85.250.151. 86 [lIsrael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 14
. . D stributed Unaut hori zed URL Access on
66.249. 79.108 |l srael 147.237.77.233|atal .idf.il 147 237 77. 233/  obot 5. t xt B ock 14
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock 14
2.54.18.176 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from2.54.18. 176 (Qpen Mbde) |None 14
149.78.38.201 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/gius B ock 14
-kosher -kravi . i df. i
66.249.78.13  |israel 147.237.0.16 |V Whaut hori zed LRL Access to Bl ock 14
il v ny- kosher -kravi . i df.il/robots. txt
207.46.13.181 |Lited Sates 147.237.72.166|aka. i df . i | Lhknown Paraneter docid in aka.idf.il/brothers/skira/default.asp [None 14
46.19. 85. 32 I srael 147.237.77.216|dover.i df .i | Mitiple Illegal HITP \ersion froma46. 19. 85. 32 B ock 14
. . Unaut hori zed URL Access to
85.250. 151. 86 [l srael 147.237.72. 166 [aka. i df . i | wiw aka. i of i |/ aj ax/ updat est at us. php B ock 14
46.118. 155. 216 [Wkrai ne 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . idf.il/xnrpc. php B ock 14
157.55.39. 177 |lited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list6. htm Bl ock 14
2.54.18.176 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
75.126.153.82 |lhited Sates 147.237.77. 170 maar achot . i df . i | Unaut hori zed URL Access to maarachot . i df.il/wp-1ogin. php B ock 14
-kosher -kravi . i df.
66. 249. 78. 27 | srael 147.237.0. 16 :1|y Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 14
212.129.31.47 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
46.19. 85. 32 I srael 147.237.77.216|dover.i df .i | Mil tiple Mal formed URL from46. 19. 85. 32 B ock 14
109. 64. 134. 11 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
68. 180. 230. 244 |[wnited Sates 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
174.51. 65. 57 Lhited Sates 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to /tmunbl ock. cgi B ock 14
2.54.52. 253 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 14
. . D stributed Unaut hori zed URL Access on
66.249.79.104 |l srael 147.237.77.233|atal .idf.il 147 237 77. 233/ r obot 5. t xt B ock 14
46. 19. 85. 32 I srael 147.237.77. 216 |dover . i df . i | Ml ti pl e Uhknown HTTP Request Method from 46. 19. 85. 32 Bl ock 14
. . Unaut hori zed Met hod HEAD f or
212.129.31. 47 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ i n/ hore/ def aul t . aspx B ock 14
109. 65.177. 121 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 14
66.249.67.143  |Israel 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt Bl ock 14
197. 37. 146. 189 |Egypt 147.237.77.216|dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 197. 37. 146. 189 Bl ock 14
Russi an . . ] Parameter Type Molation catld in
37.147.211. 108 er ati on 147.237.0.34 |tikshuv.idf.il W ti kshuv. i df i 1/si tel general . aspx B ock 14
85. 64. 205. 157 | srael 147.237.72. 166 |aka. i df . i | lllegadl Byte Code aracter in LR /mai W kapatz//res Bl ock 13

our ces/ i mages/ i nner page/ goback. gi f
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