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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
79.182. 149. 234 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 28
0.0.0.0 147.237.77. 216 dover.idf.il|]SINHood full table drop 23
89. 134. 59. 16 Hungary 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
81.218. 33. 77 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 6
2.54.32.112 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 5
46. 19. 85. 202 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 5
2.54.61.117 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
46. 19. 85. 220 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
185. 19. 223. 60 Pal estinian Territory, Qccupi ed|147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 4
149. 78. 163. 150 | srael 147.237.77.216 dover.idf.il|]SYN H ood out of context drop 4
149. 78. 163. 150 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 4
87.69.171. 67 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
100. 100. 47. 54 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 2
46. 19. 85. 220 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 1
109. 67. 3. 163 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
46.19. 86. 78 | srael 147.237.77.216 dover.idf.il]SYN H ood unverified cooki e drop 1
31. 168. 221. 125 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1
99. 11. 90. 249 Lhited Sates 147.237.77.216 dover.idf.i|]SINHood full table dr op 1
46. 19. 85. 220 | srael 147.237.77. 216 dover.idf.i|]SYN H ood out of context drop 1
46. 19. 85. 202 | srael 147.237.77. 216 dover.idf.il|]SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Device Action ‘Count |
149. 202.52.100  |Ger many 147.237.76.31 |nakchal .idf. il [20086: HITP. Mi ebl ackcat Security Scanner B ock 11
149. 202.52. 100  |Ger many 147.237.76.31 |nakchal .idf. il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
_ L ET DO Large anount of TGP ZeroWndow - Possible Nkiller2
51. 36. 34. 58 147.237.77. 216 |Uni ted Ki ngdom dover.idf.il 1
DDos attack
217.219. 67. 177 |147. 237.76. 196 L;a” Islanc Republicte oiva o il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 77. 212 [Sweden e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 202. 52. 100 |147.237.76.31 |Ger many nakchal .i df .il ET WEB SERVER Mii ebl ackcat scanner 1
89.248.171.19 |147.237.76.39 |Netherlands nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
88.204.187.90 |147.237.76.34 |Kazakstan yohal an. i df . il ET SCAN NVAP -sS w ndow 2048 1
88.204.187.90 |147.237.76.34 |Kazakstan yohal an.i df . il ET SCAN NVAP -f -sS 1
217.219. 67. 177 |147. 237.76. 196 L;a”' Islanmc Republicty iva o il ET SCAN NVAP -sS wi ndow 3072 1
193. 105. 134. 220|147. 237. 0. 34  |Sweden tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89.248.171.19 |147.237. 76. 148 |Net her| ands gocenter.aka i df.il |[ET SCAN Potential SSH Scan 1
89.248.171.19 |[147.237. 72. 156 |Net her | ands anan. i df.il ET SCAN Potential SSH Scan 1
88.204.187.90 [147.237.76.34 |Kazakstan yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
2.54.184.198 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1819
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 1523
95. 35. 90. 41 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 432
132.70.66. 11 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 133
107. 10. 166. 234 [lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 112
168. 63. 200. 167 [lnited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 67
37.26. 149. 146 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 62
5.110. 35. 181 Saudi Arabia  [147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 61
108.59.253.71 [lnited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 60
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover.idf .il |drop drop 57
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 47
46.117.254.88 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 29
212.62.5.158 zi;g’gom 147.237.77. 216 |dover.idf .il |drop First packet isn't SN drop 25
197.247. 179. 48 |Mor occo 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
37.142.191.135 |Israel 147.237.72. 166 |aka icf il |Bad TCP sequence S e Lansmr wehdifferent | onitor |22
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
109. 200. 30. 154 E?ir:;gom 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 22
54.224.21.23 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 22
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 21
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
100. 100. 114. 110 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 18
100. 100. 60. 168 147.237.72. 156 |aman.idf .il |drop First packet isn't SN drop 17
50.87.144.145 |Lhited States |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 16
176.12.136. 250 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
197. 37. 146. 189 |Egypt 147.237.77. 216 |dover.idf il |Bad TCP sequence Invalid ACK nunber noni t or 15
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
66.249.78.173  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
69. 156. 119. 252 |Canada 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 14
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
151.80.31. 112 |itay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.102.95 [lnited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 12
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
68.180.228.112 |Lhited States |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
107.170.61.36 [lnited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 12
66.240.78.173 |Uited Sares [147. 237, 77. 216 |dover iar. i1 |2/ €M NG Engine: TCP Inval id nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
198.58.103. 115 [lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 12
109. 64. 115. 32 | srael 147.237.76.31 |nakchal .idf.i|dr op First packet isn't SN drop 12
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
197.37. 146. 189 |Egypt 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 12
82. 145. 209. 91 Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 11
188. 120. 148. 220|I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 10
109. 186. 183. 247l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
188. 120. 148. 220|I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop
109. 66.179.39 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
66.249.78.166 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

viewy i df . i |/t enpl at es/ shar ed/ user contr ol s/ navnenu/ nazi . i df . i |

Country Action
68.180.230.29 [Uited Sates [147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation Pagenimi n B ock 70
W cogat . i df . i |/ 2027- he/ cogat . aspx
66.249.78.166 [Israel 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 42
2.54.148. 50 I'srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Newassvord in B ock 42
nobi | e. i df.i|/sachar/changepasswor d
66.249.78.159 |[Israel 147.237.77.216|dover.i df . il D stributed Suspi ci ous Response Code Bl ock 42
. . D stributed Lhauthori zed URL Access on
84.228.87.189 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 28
176. 106. 227. 95 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 28
66.249.78.173 [Israel 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 28
176. 106. 227. 95 |israel 147.237.72. 166 |aka. i df . i | Distributed thauthori zed UL Access on B ock 28
wn aka. i df . i |/ aj ax/ updat est at us. php
84.228.87.189 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 28
. . . Uhaut hori zed URL Access to
62.182. 209. 210 |Pol and 147.237.0.34 |tikshuv.idf.il 147. 237.0.34] si p, storage/ i es/ 7/ 1557. | pg Bl ock 14
. . Mil tipl e Uhaut hori zed Method for Known URL from
188. 40. 122. 149 |Ger many 147.237.72. 166 [aka. i df . i | 188. 40. 122. 149 B ock 14
40.77.167. 42 Uited Sates |147.237.76.147|chi nuch. aka.idf.il Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 14
197.37.146. 189 |Egypt 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/admin B ock 14
176.13. 14. 93 I srael 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/index |B ock 14
: . . . Unknown Paraneter &ortDir in
68.180.229. 121 [Wited Sates [147.237.76.200|ei tan. aka.idf.il v i tan. aka i df i1/ 1103- he/ ei t an. aspx None 14
66.249.64.178 |lIsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v i df .il/anman/ B ock 14
188. 165. 15. 37  |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1401-he/ atal . aspx  |B ock 14
95. 86. 106. 6 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter sa in v aka.idf.il/main/snalinisnal i maspx |None 14
. . Unaut hori zed URL Access to
66.249.78.166 [Israel 147.237.77.216|dover. i df . il Wi i df i | /navy/ ht i/ hi story/ i n nivzai masp B ock 14
45. 63. 49. 95 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ Bl ock 14
] . . Unknown Paranet er sorderby in
207.46.13.181 [lnited Sates |147.237.72.166aka. i df.i | aka.i of i1 /i turi nasp/ di spl ayal | sol i ers. asp None 14
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 14
188. 165. 15. 60 |France 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 14
99. 11. 90. 249 Lhited Sates |147.237.77.216|dover.idf.il Lhtraceabl e SSL Sessi ons: Qpen Mde None 14
46.19. 86. 78 I srael 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 14
208.115.113.82 |lnited Sates [147.237.0.34 [tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx |B ock 14
. . D stributed Unaut hori zed URL Access on
84.110. 34. 29 I srael 147.237.72. 166 [aka. i df . i | v aka. i o i1/ htt ps: /v aka, i of i1/ B ock 14
66.249.75.120 |[Israel 147.237.76.42 |refuah.idf.il D stributed Unhauthori zed URL Access on 147.237.76. 42/ robot s. txt |B ock 14
197.37. 146. 189 |Egypt 147.237.77.216|dover. i df . il Adnin B ocki ng Bl ock 14
151.80.31.112 |italy 147.237.77.216|dover.i df . i Uhaut hori zed LRL Access to v idf.il/daily B ock 14
66.249.78.173 [Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to ww i df.il/english. B ock 14
46.117.61.3 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
213.57.176.103 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
wawv. chanat z. aka. i d Uhaut hori zed URL Access to
180. 76. 15. 10 Chi na 147.237.77. 226 £ |. ) ) wn chanat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper [B ock 14
. /
31.168.221.125 |[Israel 147.237.77. 216 |dover.i df . il Unt raceabl e SSL Sessi ons: (pen Mde None 14
197. 37. 146. 189 |Egypt 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 197. 37. 146. 189 B ock 14
: . . Unaut hori zed URL Access to
168. 235. 194. 141 |Uhited Sates |147.237.77.216|dover.idf .il v i df i1/ i nages/ shar ed/ horre. pngi g / B ock 14
67.79.31.138  |Wited Sates |147.237.77.216|dover.idf.il Wnaut hori zed URL Access to B ock 14
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