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|Top Attackers | n DDoS- Def ence |

10-27-2015-23:04:08 to 10-28-2015-00:04:08

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 52
85. 250. 241. 77 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 37
109. 64. 167. 123 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 25
100. 38. 183. 54 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 13
79.183.17. 92 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 13
95. 35. 153. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
37.105. 47. 226 Saudi Arabi a 147.237.77.216 dover.idf.il SYNHood full table dr op 6
46. 120. 190. 80 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 5
95. 86. 76. 152 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 5
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
95. 86. 65. 53 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
37.26.149. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
115. 239. 248. 245 Chi na 147.237.76. 42 refuah.idf.il JLM Under _Attack Con_Htp drop 2
46. 19. 86. 32 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
176. 12. 140. 55 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46.19. 86. 197 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
46. 19. 85. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
2.54.144.113 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
109. 67. 126. 125 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
45, 63. 1. 67 147.237.76. 176 test.ncore.idf.il |Block Np Al _ Net drop 1
46.19. 86. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
5. 8. 66. 70 Russi an Federation 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
114.112.90. 54 Chi na 147.237.76. 196 e.sviva.idf.il Bl ock_ Udp Al _Nets drop 1




10-27-2015-23:04:08 to 10-28-2015-00:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Count
46.121. 228. 158 I srael 147.237.77.216 |dover.idf.il C1000098: Bl ock - dns poi soni ng B ock 3
173. 48. 141. 204 Lhited Sates 147.237.77.170 |maarachot.idf.il |ClL000004: HITP. options nethod (M crosoft) B ock 1




10-27-2015-23:04:08 to 10-28-2015-00:04:08

|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34.150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.140.253.9 [147.237.8.14 [Morocco e.orchot.idf.il |ET SCAN NVAP -sS w ndow 4096 1
193.107.17.72 |147.237.76.38 |Seychelles eeneitav.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
119. 90. 139. 50 [147. 237. 77. 121 |Chi na e.navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
119. 90. 139. 50 |[147.237.77. 121 |Chi na e.navy.idf.il ET SCAN NVAP -f -sS 1
115. 182. 17. 13 |147.237.76.38 [China eeneitav.id.il |ET SCAN NVAP -sS w ndow 2048 1
89.248.171.19 [147.237.76. 198 [Net her| ands e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
65. 79, 240. 148|147 237 76.38 |Uni ted Sates o o ngitav. i il ET SJAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
217.219. 67. 177 |147. 237. 77. 61 Léxbl:?z?hc ecogat.idf.il |ET SCAN NMVAP -sS wi ndow 3072 1
58. 63. 239. 135 [147.237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
217.219. 67. 177 |147. 237. 77. 61 'é%:i'g[“’c ecogat.idf.il |ET SCAN NVAP -f -sS 1
58. 63. 239. 135 [147.237. 76. 196 [Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
193.201.224.8 |147.237. 72. 166 |kr ai ne aka.idf.il SERVER- WEBAPP adm n. php access 1
41.140.253.9 [147.237.8.14 [Morocco e.orchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
169. 54. 233. 120 |147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
119. 90. 139. 50 [147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
115.182.17. 13 |147.237.76.38 [China eemitav.id.il [ET SCAN NVAP -sS w ndow 4096 1
115.182. 17. 13 |147.237.76.38 [China eeneitav.idi.il |ET SCAN NVAP -f -sS 1
89. 44. 207. 205 [147.237.8.28 |Romani a e.nobi | e-ks.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
58. 63.239. 135 |147.237.76. 201 |Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
217.219. 67. 177 |147. 237. 77. 61 'Fézﬂa:ffffm eccogat.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
58. 63.239. 135 |147.237.76. 198 |Chi na e.yonalan.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
95. 35. 153. 124 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4379
2.54.184.198 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 1304
95. 35. 68. 192 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 1141
37.26. 149. 180 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 339
38.99.190.240 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 245
73.22.155.10 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 113
79.180. 110. 35 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 91
181. 103. 215. 232|Argenti na 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 69
149.78.154.69 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 57
68.180.228.112 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 57
84.228.198.17 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 53
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 51
54.187.55.213 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 43
109. 67. 185. 129 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 42
65. 13.19. 193 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 39
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 37
2.54.11.19 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 36
37.142.140.250 |israel 147.237.72.166 |aka.idf.il |Bad TCP sequence mﬁﬁsg Lans”“ wehdifferent | onitor |33
79.182.200. 102 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 32
66.249.78.173 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 32
66.249. 78. 166 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 31
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 29
84.228.150. 175 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 28
66.249. 78. 159 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 28
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 28
54.72.73.168 Irel and 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 27
187.105. 21. 152 |Brazil 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 26
91.177.15.208 |Bel gi um 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
50.87.144.145 |lLhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 26
31.154.160. 170 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 25
79.182.186.216 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 24
54.72.0.55 Irel and 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 24
46. 19. 86. 204 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 23
100. 100. 58. 175 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 23
46. 19. 86. 191 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 22
151.80.31. 112 |itay 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 22
92. 241. 36. 127 Jordan 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 22
129.100. 253. 75 |Canada 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 21
109. 200. 30. 154 zint:gom 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 21
46. 120. 203. 5 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 21
66.249.76.166 |Uited Sates 147,237, 77. 216 |dover. ior. | €AM NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 18
Ret r ansni ssi on dr opped.
66.249.78.159 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 18
66.249.78.173 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 18
207.46.13.144 |lhited Sates |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 17
157. 55. 39. 55 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 17
46.185.179.15 |Jordan 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 15
66.249. 64. 173  |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 15
100. 100. 51. 107 147.237.72. 166 |aka.idf.il |dr op First packet isn't SN drop 15
100.38.183.54 [lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 14
52. 16. 5. 197 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 13
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
84.108.70.140 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed PHP At t enpt Bl ock 112
. . DO stributed Whaut horized URL Access on
84.108.70.140 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ Updat est at us. php B ock 112
68.180.230.29 [Lhited Sates 147.237.77. 176 |nat pash. i of .| |["&ameter Type Miolation Pagehmin Bock |84
waw cogat . i df . i | /1934- he/ cogat . aspx
176. 106. 227. 95 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 84
] . . Paraneter Type Mol ati on PageNumin
68.180. 230. 167 [Uhited Sates 147.237.76.31 [nakchal .idf.il nakhal .i df i1/ 1111- hef nakhal . aspx Bl ock 84
; . . Unaut hori zed URL Access to
68.180.229. 239 |lLhited Sates 147.237.72. 166 |aka. i df . i | vw aka, i df . i1/ gi yus/ general . . . 067&doci d=31516 Bl ock 84
. . . Unaut hori zed URL Access to
79.182.52.244 I srael 147.237.77. 243|mobi | €. i df . i | nobi | e.idf.il/categorytenpl ates/|i stchil ddocunent s/ 1152 Bl ock 56
. . O stributed Whaut horized URL Access on
176. 106. 227. 95 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 42
176. 106. 227. 95 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i |/ aj ax/ updat est at us. php |Bl ock 42
193.201.224.8 |lkraine 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 28
79.183.130. 180 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
DOstributed Paraneter Read Qnly Mol ation
85. 250. 71. 21 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx  |None 28
par anet er
193.201.224.8 |Wkraine 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 193.201. 224. 8 B ock 28
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates 147.237.77. 216 |dover . i df . il v i df i 1/ 1380- he/ dover . aspx Bl ock 28
176. 58. 78. 108 ga:lcis;i':éa” Termitory 1 47.237.0.15  |kosher-kravi . i df . i|iaut hori zed LRL Access to 147. 237.0. 15/ Bl ock 14
66.249.78.166 |lsrael 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 14
93.173.248.129 |[Israel 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 14
46.116. 179. 206 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
212.76.99.253 |Israel 147.237.77.216|dover. i df . i | Uhaut hori zed LR Access to wanidf.il/https:/wwidf.il/ B ock 14
. . DO stributed Waut horized URL Access on
84.110. 144. 2 I srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka i of i1/ B ock 14
Unaut hori zed URL Access to
184.173. 183. 172|nited Sates 147.237.77.74 |lawidf.il wawe | aw i df . i |/ 14- en/ pat zar . aspx&usg=al kj r hhnk8ynchc3uf 8f or dei |Bl ock 14
y27zqi gl g
. . Unaut hori zed URL Access to
66.249.78.109 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 14396- he/ dover . aspx Bl ock 14
. . DO stributed Whaut horized URL Access on
109. 186. 23. 155 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i1/ htt ps: / ww aka i df i1/ B ock 14
85. 113. 106. 124 g‘ijcisgi':"ja” Territory 47, 237.77. 176 |mat pash. i df . i1 |Wnauthori zed URL Access to ww cogat . i df.il/en Bock |14
5.29. 88. 64 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
193. 201.224.8 |lkraine 147.237.72. 166 [aka. i df . i | Mil tiple Admin B ocking from 193.201. 224. 8 Bl ock 14
66.249. 78. 253  |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to |ist.ips.gov.il/ B ock 14
95.35.153. 124 |Israel 147.237.77. 216 |dover.i df . i| NULL Character in Method B ock 14
. . S Untraceabl e Gonnection - Protocol violation
46.121.228. 158 |l srael 147.237.77. 216 |dover . i df . i | (SSL_CONN_ APPLI CATI ON_DATA_EXCHANGE) None 14
213.57. 84. 82 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
Dstributed Parameter Read Qnly Mol ation
84.228.180.85 |[lIsrael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  |[None 14
par anet er
Unaut hori zed URL Access to
184.173. 183. 173|lnited Sates 147.237.77.74 |lawidf.il wwy | aw i df . i |/ 456- en/ pat zar . aspx&usg=al kj r hhhSnpgyd2zcas-m |B ock 14
nbh8kzi eti zf g
149. 88. 244.60 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
31.154. 167. 230 |israel 147.237.72. 166 |aka. i df . i | Unhknown Pararret er ct| 00%ct | 00$cphii ncphSachar $ctl 13 in None 14
v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
Pal estinian Territory . . Unaut hori zed URL Access to
82.205.38.70 |4 ieg 147.237.77. 216 |dover. i df . il v i df i 1/1133- 22777 ar / dover . aspx) Bl ock 14
- . Unaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77. 216 |dover . i df . il 147, 237. 77. 216/ 1361- 10641- he/ dover . aspx Bl ock 14
109. 64. 96. 197 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx |B ock 14
84.229.133.95 |[Israel 147.237.77. 170 |n@arachot . i df .i| |[Miltiple Unauthori zed URL Access from 84.229. 133. 95 B ock 14
77.126.22. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
185. 120. 126. 63 147.237.72. 166 |aka. i df . i | Unknown Parameter _M EVBTATEENCRYPTED | n None 14
ww aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .i | Mil tipl e Lhaut horized URL Access from 66. 249. 78. 159 B ock 14
151.80.31.112 |italy 147.237.77.216|dover . i df . i | Distributed Suspicious Response Qode B ock 14
93.172.52.229 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
31.168. 136. 250 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
193.201.224.8 |Wkraine 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 14
; . . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8867- he/ r ef uah. aspx Bl ock 14
66.249. 67.250 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
. . D stributed Uhauthorized URL Access on
109. 67. 36. 108 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka. i of i1/ Bl ock 14
. . Unaut hori zed URL Access to
84.229.133.95 |[Israel 147.237.77. 170 |maar achot . i df . i | nar achot . i df i |/ paf/f11 es/ O/ 113730, pd B ock 14
79.176. 161. 215 |Israel 147.237.72. 166 |aka. i df . i | tnknoun Paraneter __VI BASTATEENCRYPTED i n None 14

v aka. i df . i |/ mai n/ sachar/ request . aspx
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