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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
93.172.186. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 309
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 141
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 93
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 40
31.210.181. 58 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
213. 151. 53. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
37.26.146. 179 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
176.12. 146. 31 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
62. 128. 35. 196 | srael 147.237.72. 167 i shurimaka.idf.il|L4 Source or Dest Port Zero drop 14
69. 248. 86. 176 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 10
46.19. 86. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.57.164 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 9
176. 13. 13. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
193. 169. 70. 108 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 6
46.19. 86. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.228. 150. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.182. 120. 193 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 6
2.52.14. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
213. 57. 80. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 143 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
46. 19. 85. 22 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 5
80. 246. 136. 136 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
10.0.0.3 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
213. 57. 80. 87 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
46. 19. 86. 209 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
46. 19. 86. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
109. 64. 202. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 86. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
46.19. 85. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
185. 32. 179. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
176.13.3.34 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
37.26.147. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
176.13.7.243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 86. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
93. 172. 90. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.179.177. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 75 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
217.132.199. 137 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
193. 43. 244. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
176. 13.21. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 2
192. 115. 88. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 86. 209 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 149. 234 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
82. 80. 54. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
2.54.9.125 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
192. 115. 88. 205 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature |Devi ce Action |Oount |
93.172. 186. 255 | srael 147.237.76. 31 nakchal .idf.il C1000004: HITP:. options nethod (M crosoft) B ock 3
184.168.152.170 |Lhited Sates 147.237.72.166 [aka.idf.il 3593: HITP. SQ Injection (INQN Bl ock 1

185. 87. 160. 1 147.237.72.167 |ishurimaka.idf.il |CL000098: B ock - dns poi soni ng B ock 1
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|Top Attackers In |D|

‘Target Address ‘Attacker Qountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
109. 66.2.176  |147.237.72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
85.250. 60. 62  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.180. 63. 186 [147.237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
66.249. 78. 173 |147.237.77.216|Wited Sates dover . idf.il portscan: TP D stributed Portscan 1
5.29.220.128  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
132.3.53.78 147.237.77. 216 |Wnited Sates dover . idf.il portscan: TP D stributed Portscan 1
89. 138. 218. 117 [147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
82. 80. 54. 20 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126.7. 24 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
61.79. 249. 2 147.237.0.16 |Korea, Republic of ny-kosher-kravi.idf.il Er SDAN Behavi oral .Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
31.210.181.58 [147.237.77. 216l srael dover.idf.il portscan: TQP D stributed Portscan 1
2.54.22.249 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
217. 66. 254. 252 |147. 237. 77. 216 g“;‘cisgiigéa” Territory: Noover.i df il portscan: TGP Distributed Portscan 1
179.171. 157. 59 |147. 237. 77. 216 |Brazi | dover . idf.il portscan: TP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46. 163. 68. 109  [Ger nany 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1308
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 376
95. 90. 236. 78 Ger many 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 171
195. 241. 159. 215|Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 99
132.3.53.80 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 97
77.127.225.70 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 85
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 83
92.229.17.127  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 70
84.39.213.23 9 oveni a 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 64
132.3.53.81 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 53
132.3.53.78 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 50
84.109. 10. 230 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 49
Sreamng Engine: TCP Invalid i i ssi
46.19.86.207  [Israel 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 48
Ret ransni ssi on Packet dr opped.
132.3.53.79 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 47
176.12.137. 169 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
148. 177. 129. 213|Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44
176.13.7. 243 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
37.26.146.179 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 39
100. 100. 68. 83 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 37
Sreamng Engine: TCP Invalid i i ssi
62.128.35.196 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. drop 36
Ret ransni ssi on Packet dr opped.
81.218.26.171 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
69.248.86.176 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 34
46. 19. 85. 152 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 34
54.187.55.213 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 34
152. 62. 109. 201 |Eur ope 147.237.76.31 |nakchal .idf.il drop Frst packet isn't SN drop 32
Sreamng Engine: TCP Invalid i i ssi
66.249.78.166 |lnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
152. 62. 109. 201 |Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
95. 86. 120. 233 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
46. 19. 85. 42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
100. 100. 68. 83 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 26
84.228. 4.197 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
46. 19. 85. 122 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
100. 100. 107. 138 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 24
85.250. 163. 10 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
100. 100. 58. 175 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 23
46. 19. 86. 181 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
Sreamng Engine: TQP Invalid i i ssi
132.3.53.79 Lhited Sates |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 22
Ret ransni ssi on Packet dr opped.
176.13.15.169 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
46. 19. 85. 91 | srael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 21
74.56. 165. 49 Canada 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 20
82. 80. 30. 56 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
176.13.13.187 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
82. 80. 54. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
198. 100. 137. 18 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 19
31.210.181.58 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi
2.54. 16. 86 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
221.222.73.31 |China 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
46. 19. 86. 143 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
Sreamng Engine: TCP Invalid i i ssi
66.249.78.173 |Wnited Sates |147.237.77.216|dover.idf.il g =g nvalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
100. 100. 79. 232 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 18
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count

68.180. 230. 29 |Wnhited Sates [147.237.77. 176 |nat pash. i df . i | Paraneter Type M ol ation PageNumin www cogat . i df .il/2027-he/ cogat . aspx B ock 84
176. 12. 148. 129 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 70
176. 12. 148. 129 I srael 147.237.77.243|nobi le. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/authentication/ i ndex B ock 56
72.9.148.10 Lhited Sates [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to wwn navy. i df . il/994-8613- he/ navy. aspx. aspx B ock 56
79. 176. 133. 206 [I srael 147. 237. 72. 156 |arman. i df . i | muﬁliizdiqiﬁmgffﬁfz uttr?emi cat | onservi ce. asm Bock |42
54.187.55.213 |Uited Sates [147. 237. 7. 216 dover. i of il |2 ST lﬁ";;t;gzgieﬂeﬁgcisp:” Bock |42
2.54.60. 188 | srael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 42
85.64.84.181 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 42
85.64.84.181 | srael 147.237.72. 166 |aka. i df . i | m;:(zuit;d. illjﬁ;tai(;rljpzdz‘:etsﬁtﬁ?;; on Bock |42
54.187.55.213 |lhited Sates [147.237.77. 216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from 54. 187.55. 213 B ock 40
2.54.46. 185 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 28
109. 64. 208. 196 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 28
79.181.13.32 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 28
109. 64. 208. 196 I srael 147.237.72. 166 |aka. i df . i | m;:(zuitjfd. illjﬁtai‘jﬂpzdzgegtﬁ?ﬁiz on Bock |28
79.181.13.32 |israel 147.237.72. 166 |aka. i df . i | m;gﬂt jfd. iﬁ?a%pﬁie?&ﬁ?gﬁz on Bock |28
46. 19. 86. 43 | srael 147.237.77.243|nobi | e.i df . i | Distributed Lhauthori zed LRL Access on nobil e.idf.il/sachar/index B ock 28
79.177.117. 193 |I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 28
79.177. 117. 193 [ srael 147.237.72. 166 |aka. i df . i | m;gﬂt;é iﬁ’}?;%pzdije;ﬁlﬁ?gﬁ: on Bock |8
46. 19. 85. 20 | srael 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 28
2.51.128.33 Ehﬂ:rtaetdesprab 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/894-ar Bl ock 28
96.44.189.100 |Uited Sates [147. 237. 7. 216 dover. i f il |2 ST lﬁ";;t;gzgieﬂeﬁgcisp:” Bock |14
46.121.99.93 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 14
85. 64. 16. 24 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 14
31.168.88.91 |Israel 147.237.72. 166 |[aka. i df . i | D stributed Wnaut hori zed LRL Access on vww aka. i df.il/https:/ww aka.idf.il/ |B ock 14
207. 46.13.2 Lnited Sates [147.237. 77. 176 |nat pash. i df . i|  [Parameter Type Mol ation SearchText in wuw cogat.idf.il/938-en/cogat.aspx Bl ock 14
79.178.27.153 | srael 147.237.72. 166 |aka. i df . i | ;?wa':;: ' de_""idl ?;'a)( n\f;';a';'r‘ﬁ y'u?]/ i yunor ocessauest | onnai £, aspx None |14
142. 4.218.201 |Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/main/igyus B ock 14
66.249. 69. 63 [Israel 147.237.0.34 [tikshuv.idf.il [Wauthorized LR. Access to tikshuv.idf.il/main/sachar/klali.aspx B ock 14
46.19.85.190 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SS. Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLO None 14
213.8.245.58 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/inages/ 1. he/titlecap. png Bl ock 14
87.69.87.164 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to vww anan. i df . i | /aj ax/ updat est at us. php B ock 14
188. 138. 17. 205 |Fance 147.237.77. 170 |maar achot . i df . i | [D stributed Waut hori zed URL Access on 147.237.77.170/ B ock 14
82.102. 172. 138 |I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . il /v tikshuv.idf.il Bl ock 14
157.55.39.55 |Uhited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 14
85.64.16.24  |Israel 147.237.72. 166 |aka. i df . i | DSt buted i?’,ﬁta';‘jﬂpzdzgegtﬁ?x; on Bock |14
31. 168. 247. 125 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . il /mai n/ sachar/ fag. aspx B ock 14
207.46.13.178 |lhited Sates [147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 14
149. 210. 158. 71 |[Netherl ands  |147. 237. 77. 176 |nat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 149. 210. 158. 71 B ock 14
66. 249. 78. 159 |l srael 147.237.77.216|dover.idf . il Distributed Suspicious Response Code B ock 14
46.19. 86. 37 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
89.138. 14. 198 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 14
84. 95. 206. 229 |l srael 147.237.77.216|dover.idf . il Distributed Suspicious Response Code B ock 14
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8857- he/ r ef uah. aspx B ock 14
79.176.223.8 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14

Uhaut hori zed URL Access to . o ) o

wawv i df . i1/ 1133-17899- he/ dover. aspxx3 Al x3 3 ANAE™C a€SC A G A4,
157.55.39.55 |lhited Sates |147. 237. 77. 216 [dover.i df . i | -ASCr a€3C AL O AE'a,~ASCP 8€3CF Avas O BN BE™CP a€SC AT G A, -AS Bl ock 14

G a€3C AO A2, A5G A€3CP Avxs O ARNAE™ (G 463G A O A2, ~ASGP 4€3

2 Ac G Ax'a ~ASCP 2€5CR Avas A2:
37.26.147.186 |[lIsrael 147.237.77. 216 |dover.i df . il SSL Untraceabl e Gonnection - Cpen Mde None 14
212.25.102.57 |Israel 147.237.0.19 |nadimatal .idf.i|Miltiple Uauthorized URL Access from212.25.102. 57 B ock 14
185. 45. 192. 227 |Netherl ands  |147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww |l awidf.il/__ B ock 14
66. 249. 78. 159 |l srael 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to wwwidf.il/oref/ Bl ock 14
149. 210. 158. 71 |Netherl ands  |147. 237. 77. 176 [nat pash. i df . i|  |Uhauthorized LR Access to www cogat . idf.il/arabi c/ pages/ def aul t. aspx Bl ock 14
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