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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6324
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn |drop 265
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 170
212.25. 84. 200 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 127
46. 19. 86. 67 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiati on-A i dest - r eset 114
37.26. 148. 243 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 93
176. 13. 15. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 68
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 57
194. 90. 128. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
87.69. 220. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
82. 81. 33. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
77.125.130. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
2.54.136. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 12
2.54.22.145 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 11
80. 246. 136. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 13. 15. 156 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
46. 19. 86. 66 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 10
212. 150. 249. 184 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
31.168. 19. 190 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
199. 67. 203. 141 Eur ope 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6
46. 19. 86. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 36 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 36 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
31. 210. 186. 247 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81.218.71.132 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
31.210. 186. 247 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
147. 236. 28. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
82. 80. 198. 164 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26.149. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
87.69. 188. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.52.162. 117 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
78. 95. 82. 29 Romani a 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.179. 64. 162 | srael 147.237.0. 34 tikshuv.idf.il Bl ock_Up Al Nets drop 3
46.98. 247. 191 Lkr ai ne 147.237.77. 216 dover.idf.il SYNHood full table drop 3
149. 88. 183. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
46. 19. 86. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
31. 168. 136. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
212.179. 69. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
192. 114. 91. 247 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
212.179.132. 203 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
84.228. 46. 187 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
80. 246. 136. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
80. 246. 136. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
2.52.42.179 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

94.29. 124. 83 Russi an Feder ation 147.237.77. 216 dover.idf.il [12580: HITP. SQ Injection (Cookie Header) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 3
109. 66. 12. 249  |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84.228.31.91 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
79.173.194. 101 |147.237.77. 216 |Jordan dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 99 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
23 158,53 18 |147. 237, 76. 201 |hi na o atal idhil ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
212.199.57. 198 |147.237.72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
37.26.147.161 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
186.231.99. 62  [147.237.77.216 |Frazil dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.162. 183 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
177 101, 79. 240|147 237 72. 14 |rasi| dover i df i1 (ol d) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

109. 67. 12. 203  [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.174.93.138  |147.237. 76. 200 |Net her | ands eitan.aka.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
84.108.0. 15 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
50.252.197. 194 |147.237.0.15 |lhited Sates kosher-kravi.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
46.19. 85. 97 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
213.151.53.59  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
37.204.115.66 |147.237.77.216 gj::;”ion dover.idf.il ET VB SERVER PyQurl Suspi ci ous Wser Agent | nbound 1
212.179. 102. 167|147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.146.155 |147.237.72.166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
185. 27. 105. 137 |147.237. 72. 166 |I srael aka idf.il portscan: TGP DO stributed Portscan 1
2.54.138. 94 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
140.118.122.7 |147.237.77. 170 |Tai wan nearachot.idf.il [ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
212.179. 132. 203|l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7876
93.184.3.73 (F;ajcis;iigjja” Territory.ty 47 237, 77. 216 |dover. idf. i1 |dr op First packet isn't SN drop 2091
109. 64.36.229  |Israel 147, 237, 76. 200 e tan. aka i of || SN NG Engine: TCP Invalid invalid segnent retransnission drop 774
Ret r ansni ssi on Packet dr opped.

176. 106. 46. 249 (F;ajcis;iigjja” Territory.ty 47 237, 77. 216 |dover. idf. i1 |dr op Frst packet isn't SN drop 581
2.52.170. 214 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 262
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 203
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 153
84.109. 165. 47 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 145
46. 120. 24. 66 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 142
78.146.103.67 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 119
46.98.247.191 |krai ne 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 89
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 79
80. 179. 196. 145 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 64
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 63
176. 13. 14. 172 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 59
100. 100. 107. 138 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop 57
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
149. 78. 216. 194 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47
79.181.130.24 [ srael 147.237.76.42 |refuahidf.il |Bad TOP sequence md:;tvrsag‘;"gt wth different moni tor |45
87.68.76. 130 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 45
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 44
145.53.149. 178 |Net her| ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
220.227.112. 205(Indi a 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 40
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
87. 68. 68. 103 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
89.187.221.12 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
41.34.202.0 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 36
212.150. 249. 184|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 34
82.166.22.91 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
176.12.142. 182 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
93.172.0.195 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
2.54.35.201 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
2.54.16. 200 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 28
37.142.191.130 [Israel 147.237.72.166 |aka i of il |Bad TOP sequence wﬁtﬁ;gxl;gth moni tor |27
46.121. 209. 105 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
37.142.165. 147 |Israel 147.237.72. 166 |aka icf.il  [Bad TCP sequence S rewrensmt Wit h monitor |27
193. 61. 54. 39 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
77.125.130. 132 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
188. 161. 183. 86 (F;ajcis;iigjja” Territory. s 47 237, 77. 216 |dover.idf. i1 |dr op First packet ism't SN drop 25
37.26.146.138 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
31. 168. 147. 2 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
62.90.210.131 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
109. 64.36.229 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Too Miny of the Sane Response Code (404) in Session from B ock 2086
109. 64. 36. 229
- . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | Wi cogat i o i 1/si p storagelfi1 es/ O/ si 2e220x0/ 3410,  pg. St Bl ock 840
5.28.131. 167 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from5. 28.131.167 |B ock 209
. . Paraneter Type Mol ation SearchText in
31.154.135.45 |Israel 147.237.77. 176 |mat pash. i df . i | v cogat . i df . |/ 938- en/ cogat . aspx Bl ock 98
. . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 1$t xt Last Nane i n
2.52.12.74 I srael 147.237.76.42 (refuah.idf.il v r ef ua. at al i df i |/ 1518- el r ef uah. aspx B ock 95
’ - - Unhaut hori zed URL Access to
68. 180. 230. 167 |nited Sates [147.237.76.31 |nakchal .idf.il nakhal . df . i1/ consol e/ core/ doc.nur/ doc_nur . asp B ock 84
m ny- kosher - kr avi . i , ,
46.19.85.4 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from46. 19.85.4 None 70
81.218.56.171 |[Israel 147.237.0.34 |tikshuv.idf.il Ml tiple Unhauthorized URL Access from 81.218.56. 171 B ock 56
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx B ock 55
62.219.248.97 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/4/ Bl ock 42
194. 90. 89. 5 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
54.244.22.103 |Wited Sates |147.237.76.147|chi nuch. aka. i df.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 28
66.249.78.173 [Israel 147.237.77.216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 173 B ock 28
52. 88. 3. 64 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 14
109. 65.211.30  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wanidf.il/ Bl ock 14
. - DO stributed Whaut hori zed URL Access on
37.142. 64. 98 I srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: / ww aka, i df i1/ B ock 14
81.218. 251. 252 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
212.179. 159. 253l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai v sachar/ vi evpni of . aspx None 14
. . . Paraneter Type Molation _ viewstategenerator in
178.78.148.39 |Arnenia 147.237.77. 216 [dover. i df . il v i df i 1/ 1283- 18521- en dover . aspx B ock 14
Ostributed Paraneter Read Ghly Mol ation
94.159. 244. 155 |[lIsrael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  |None 14
par anet er
. . DO stributed Whaut hori zed URL Access on
46.19.85.75 | srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14
80. 178. 195. 147 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Caracter in URL /main/kapatz//res B ock 14
our ces/ i nages/ i nner page/ goback. gi f
5.29. 119. 39 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 14
66.249. 78.159 |l srael 147.237.77.216|dover . i df . i D stributed Suspicious Response Gode B ock 14
m ny- kosher - kr avi . i .
54.169. 222. 155 |S ngapore 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 14
149. 78. 49. 220 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
45. 63. 49. 95 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 14
84.108. 0. 15 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qustom Tenpor ary B ock 14
. . . Unaut hori zed URL Access to
2.54.51. 28 | srael 147.237.77. 243|mobi | . i df . ] nobi | e. i df .i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1465 Bock |14
184. 105. 139. 67 |lnited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 14
66. 249. 64.249 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 14
95. 128. 67. 20 Bel arus 147.237.77.216|dover . i df . i Distributed Suspicious Response Gode B ock 14
46. 19. 86. 142 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhauthorized URL Access from 46. 19. 86. 142 B ock 14
5.79. 74. 89 Netherlands |147.237.77.74 (lawidf.il Suspi ci ous Response Code B ock 14
80.179.255.94 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df . i/ main/scripts/css3pie. htc|B ock 14
66.249.78.166 |lIsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
] . . Unaut hori zed URL Access to
157.55.39.93  |Wnited Sates |147.237.77.234|hal ag.idf.il ww | ogi st cs. atal i f . i 1/tenpl at es/ i nks/ B ock 14
m ny- kosher - kr avi . i i X i
46.19. 85. 4 I srael 147.237.0.17 my Il1egal Parameter Encoding x5yS-2/q7RITIC* in None 14
df.il m ny-kosher -kravi . i df . i |/ aj ax/ cr eat ecapt chai nage. aspx
Dstributed Paraneter Read nly Mol ation
84.228.205. 110 |[lsrael 147.237.72. 166 |aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  [None 14
par anet er
. - Ml ti pl e Whaut hori zed Method for Known URL from
77.126.186. 141 |l srael 147.237.72.166 |aka. i df . i | 77 126. 186, 141 B ock 14
2.54.160. 6 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 14
185. 32. 179. 248 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
. . . Unaut hori zed URL Access to
66. 249. 67. 34 I srael 147.237.77. 243 |nobi l e. i df . il nobi | €. o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1880 B ock 14
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