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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Site ‘Signature

212.179. 21. 194 I srael 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . 2987
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 290
185. 32. 179. 215 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 193
217.41. 11. 42 United Kingdom 147.237.77.216  |dover.idf.il :;J; handshake violation, first packet mot . 105
80. 246. 139. 175 | srael 147.237. 72. 167 i shurimaka. i df.i|Anonal y- SSL-renegoti ation-d i dest - r eset 63
149. 88. 84. 232 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 38
5.28.134. 179 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
62. 219. 164. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.52.42.61 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 20
194. 56. 215. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
37.26. 147. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46.19. 85. 184 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 11
46. 19. 85. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.11.19 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 10
194. 56. 215. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.52.131. 80 | srael 147.237. 72. 167 i shurimaka. i df.i|Anonal y- SSL-renegoti ation-d i dest - r eset 8
46.19. 86. 191 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 8
194. 90. 167. 203 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
82. 81. 160. 245 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 8
81.218. 137. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
84.108. 211. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.52.166. 42 | srael 147.237. 72. 167 i shurimaka. i df. i |Anonal y- SSL-renegoti ation-d i dest - r eset 5
134.191. 232. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 141 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
5.22.130. 120 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
176. 13. 16. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
2.54.10. 220 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
212. 143. 225. 79 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 186. 133. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.150. 255. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 4
46.19. 85. 133 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
2.54.10. 220 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
77.127.190. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79. 182. 58. 147 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 106. 46. 249 g’;’cisgi':('ja” Territory, 147.237.77.216  |dover.idf.il SYN A ood full table drop 2
95. 86. 86. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
185. 97. 92. 64 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 137. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
87.68.57. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
82.81.7.95 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
192. 115. 200. 9 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
176.12. 141. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
91.231.193. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e dr op 2
46. 19. 85. 56 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
134.191. 232. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
31.154. 3. 222 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
199. 203. 172. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure |Devi ce Action ‘Count |
212. 29. 202. 206 I srael 147.237.76. 42 refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 12
195. 200. 205. 2 I srael 147.237.76.147 |chi nuch. aka.idf.il |Cl000122: HITP. Access to - .exe or .dl| Per nirt 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count ‘
195. 200. 205. 2 147.237. 76. 147 I srael chi nuch. aka. i df .il WEB- FRONTPACGE / _vti _bin/ access 2
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
31.168.21. 81 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
176.13.13. 7 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
94. 230. 80. 180 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
79.178. 13. 212 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 185. 244. 204 147.237.77. 216 Jor dan dover.idf.il portscan: TCP O stributed Portscan 1
46.121. 214. 168 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
46. 19. 85. 107 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.239.92. 64 147.237.77. 216 Iraq dover.idf.il portscan: TCP Distributed Portscan 1
109. 65. 1. 109 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
82. 166. 224. 133 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 230. 51 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
66. 102. 8. 173 147.237.77. 216 Lhited Sates dover . idf il portscan: TCP D stributed Portscan 1
46.151.52.8 147.237.77. 170 krai ne naar achot . i df . il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 239 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2510
2.54.11.19 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 376
82.145. 218. 124 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 220
213.151.55. 207 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 172
94.249.61. 146  |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 138
46. 19. 85. 107 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 138
132.70. 66. 12 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 92
190. 213. 186. 148(Tri ni dad and Tobago |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 89
46. 19. 86. 113 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 86
91.231.193. 150 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
138.134. 102. 16 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 71
46. 19. 86. 248 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 69
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
176. 106. 46. 249 (F;ajcis;iigjja” Territory.l1 47, 237. 7. 216 |dover. i df .i drop Frst packet isn't SN drop 61
37.26.149.170 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 57
Ret r ansni ssi on Packet dr opped.
37.140.188.78 |Russian Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
93.34.184.143 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
2.54.10. 220 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 53
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52
185.32.179. 215 |Israel 147. 237, 72. 167 | shurimaka i of . || SAM NG Engine: TCP Inval id finvalid segnent retransnissi on drop 51
Ret r ansni ssi on Packet dr opped.
212.179. 64. 162 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
212.150. 145. 153|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
46. 19. 86. 104 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 50
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
195. 160. 240. 11 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
46.210.212.129 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 45
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 43
149.88.234.25 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
46.19.85.21 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 42
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
100. 100. 24. 53 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 40
213.57.83.22 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 40
62.0.112.189 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
62.168.89.182 |Yovakia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
81.218. 66. 108 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
93.31.213.222 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
84.108.211.97 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33
66.102.8.173  |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. |, o, 30
Ret r ansm ssi on Packet dr opped.
149. 78. 160. 134 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
85. 250. 27. 132 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 29
185.22.32.5 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
109. 200. 30. 154 |Unhited K ngdom 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
80.179.33. 11 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
66.249.78.173 |Wnited Sates 147.237.77. 216 |dover. i df . Streamng Engine: TCP Inval i d invalid segnent retransnission drop 27
Ret r ansni ssi on Packet dr opped.
82. 166. 142. 49 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
31.28.7.225 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
81.218.137.57 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
46.19. 85.75 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Acti on ‘Count
46.19.86.199  |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response (bde (404) in Session from |g .\ 140
46.19. 86. 199
195. 200. 205. 2 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 195. 200. 205. 2 B ock 84
. . Paraneter Type Mol ati on searchText in
138.134.102. 16 |[Israel 147.237.77.233(atal .idf.il ww atal i df.i1/1620- hel at al . aspx Bl ock 80
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
2.52.164. 84 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 42
46.117.171. 165 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 42
. . D stributed Lhauthori zed URL Access on
46.117.171. 165 |Israel 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 42
68.180.228. 112 |Wited Sates 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Gode B ock 42
37.239.92. 64 I'raq 147.237.77. 216 |dover.i df . i | D stributed Uhaut hori zed URL Access on v idf.il/arr/ B ock 28
192.117.12. 65 |Israel 147.237.77.233|atal .idf.il Paraneter Type Molation d in wwatal.idf.il/webresource. axd |B ock 28
Wy, chamat z. aka. i d [unaut hori zed URL Access to
62. 90. 96. 102 I srael 147.237.77. 226 £ W chanat z. aka i of .11/ i p,storage/files/ 8/ B ock 28
. . D stributed Lhauthori zed URL Access on
109. 67. 251. 227 |l srael 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 28
213.244. 82,50 |TASStinian Territory.ly 47 537 77, 176 |nat pash. i df . i | Paraneter Type Mol ation Searchext in B ock 28
Cceupi ed W cogat . i df . i1 /938-en/ cogat . aspx
212.199.57.198 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
37.238.21.220 |[Iraq 147.237.77.216|dover.i df .i | Uhaut hori zed UR. Access to wanidf.il/arr/ B ock 28
109. 67. 251. 227 |l srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 28
66.249.65.48 | srael 147.237.0.34 |tikshuv.idf.il thaut hori zed UR. Access to B ock 14
tikshuv.idf.il/nai n/sachar/fag. aspx
2.54.142. 14 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . . . Mil tiple Lhtraceabl e SS. Sessions from203.67.9. 77 (Protocol
203.67.9.77 Tai van 147.237.76.30 |hinush.idf.il viol ation (SSL GON QLI ENT FELLO)) None 14
54.149.246.49 |lhited Sates 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 14
. . Unaut hori zed URL Access to
84.109.242.66 |[lsrael 147.237.72. 166 [aka. i df . i | o aka, i df i1/ 1355- heri | ui i Bl ock 14
5.175.25.171  |Germany 147.237.72. 166 |aka. i df . i | tnknoun Paraneter anp; docld in None 14
vwwe aka. i df . i |/ gi yus/f or ns/
Unaut hori zed URL Access to
212. 150. 174. 180|l srael 147.237.77.234|hal ag.i df . i | ww | ogi stics.atal.idf.il/sip_storagelfiles/ 6/ size338x0/ 1686.) |B ock 14
pg
74.52.129.242 [lnited Sates 147.237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code B ock 14
2.52.140.224  |israel 147.237.72. 166 |aka. i df . i | tnaut hor zed URL Access to o B ock 14
view aka. i df . i |/ mai n/ gi yus/ i navy. i df . i |
80. 246.139. 175 |[Israel 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 14
. . Uhaut hori zed URL Access to
37.26.148.217 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 14
66.249.67.219 |Israel 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized LR Access from 66.249. 67. 219 B ock 14
. . . D stributed Lhauthori zed URL Access on
2.54.164. 240 | srael 147.237.77.243|nobi l e.i df . i | mobile.idf i1/ sachar/index Bl ock 14
. . . Mil tiple Lhtraceabl e SS. Sessi ons from203.67.9. 77 (Protocol
203.67.9.77 Tai wan 147.237.76.42 |refuah.idf.il viol ation (SSL GO QLI ENT HELLO)) None 14
141.212.122. 160(thited Sates 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to 147. 237. 76. 86/ B ock 14
54.149.246.49 |lnited Sates 147.237.77.74 |law i df.il Uhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php Bl ock 14
. . Paraneter Type Mol ati on SearchText in
94.230.80.180 |Israel 147.237.77. 216 |dover. i df . il v i df i 17 1065- en/ dover . aspx Bl ock 14
45. 63. 49. 95 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 200/ Bl ock 14
. . Unknown Par aret er anp; nodul et ogoto in
5.175.25. 171 Ger many 147.237.72. 166 [aka. i df . i | W aka i o i 1/gi yus/ | ogi v None 14
- . - . Ml tiple Ful l wdth/Hal fw dth Ui code Encoding on
79.181.178. 162 |Israel 147.237.72.167|i shuri maka. i df .i | URL/ Par anet er (+) from 79. 181, 178, 162 Bl ock 14
. . Untraceabl e S3. Sessions: Protocol violation
62.219.161.81 |[Israel 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT HELLO) None 14
. . Unaut hori zed Met hod CPTIONS for
194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | e aka i df i1/ honas/ si t ef Bl ock 14
. ; . Unhaut hori zed Met hod HEAD f or
113. 99. 255. 215 [Chi na 147.237.72. 166 |aka. i df . i | v aka, i of i1/ rmai n/ ni | Ui i about . aspx B ock 14
37.26.149. 145 |[israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 14
217.194. 194. 165|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 14
. . Unaut hori zed URL Access to
66.249.78.159 |Israel 147.237.77. 216 |dover. i df . il i df i1/ 1133 18481 he/ dover Bl ock 14
2.54.188. 74 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
. . ] . Untraceabl e S3. Sessions: Protocol violation
203.67.9.77 Tai wan 147.237.76.200(ei tan. aka. i df . il (SSL_OONN LI ENT HELLO) None 14
157.55.39.202 |Uited Sates 147.237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code B ock 14
54.186.43.160 |lLhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 14
. . D stributed Uhauthorized URL Access on
95.86.113. 123 [lIsrael 147.237.72. 166 [aka. i df . i | W aka. i o i1/ htt ps: / v aka. i of i1/ Bl ock 14
46. 19. 85. 85 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 14
31.154.145.17 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
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