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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
192. 118. 30. 102 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegotiation-d i dest - reset 796
79. 180. 18. 248 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 502
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 175
80. 246. 136. 56 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SSL-renegotiati on-Ai dest - r eset 162
46.19. 86. 121 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiati on-A i dest - r eset 123
46. 19. 86. 82 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 77
37.26. 147. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 68
2.54.32.103 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 68
2.54.186. 56 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 63
84.111. 64. 45 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 28
85. 65. 8. 133 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
146. 185. 58. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
2.52.164. 81 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 11
176. 13. 15. 58 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
46.19. 85. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 65. 24. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176.13. 15. 58 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
81.218.118. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
77.125.150. 193 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 5
2.54.166. 120 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
192.114. 105. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.166. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.168. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.42.191 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
24.107. 23. 207 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 140. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
212.179. 28. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
176. 13. 22. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.52.164. 255 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
138. 86. 234. 128 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 2
50. 161. 24. 42 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
192.114.1.131 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 2
176.13.22.2 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
2.54.168. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
108. 87. 189. 143 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 1
2.54.170. 117 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
79.181.121.101 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
46.19. 86. 255 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
79.177.213. 242 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
185. 32. 179. 48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
100. 100. 2. 202 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
79.177.213. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

5. 29. 244. 252 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
52. 23. 156. 32 Lhited Sates 147.237.72. 166 aka.idf.il SYN H ood unverified cookie drop 1
212.179. 28. 34 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature |Devi ce Action |Oount |
62. 90. 96. 102 I srael 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
212.129.31.161 |France 147.237.77.216 |dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

176. 12. 136. 15 147.237.76. 42 I srael refuah.idf.il GPL SCAN nyscan 2
176.12. 136. 15 147.237.76. 42 I srael refuah.idf.il I NDI CATOR- SCAN nyscan 2
82. 81. 15. 115 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29.91.3 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
2.54.137. 197 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
212.199. 182. 150 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
212.143. 125. 195 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
149. 88. 185. 178 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 192 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
2.54.187. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
2.54.35.21 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
151.11. 201. 3 147. 237.72. 167 Italy i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

ountry ‘Target Address ‘S’te ‘Signature
80. 230. 98. 65 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4180
212.179.21. 194 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1015
209.88.198.1 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 549
2.54.187. 149 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 519
213.186.177.2 |Jordan 147. 237, 76. 200 |ei tan aka. i of {2 | SAM NG ENgine: TCP Invalid - invalid segnent retransnission drop 201
Ret ransni ssi on Packet dr opped.

2.54.166. 120 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 106
132.70. 66. 12 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 70
164. 138. 118. 59 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 62
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 59
192. 116. 167. 41 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 59
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 55
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 53
176. 13. 14. 231 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 53
109. 65.178.16 |[lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 52
185.22.32.5 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 50
176.13.15. 169 |[lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48
183. 90. 36. 92 S ngapor e 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 48
31.168. 246.85 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 48
37.142.190.2 |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence mﬁsg :"”S"“ wthdifferent |oonitor a7
198. 103. 104. 11 |Canada 147.237.77. 176 |natpash.idf.il |dr op First packet isn't SN drop 47
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
100. 100. 23. 58 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 44
31.168.19.211 [Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
80.178.249. 73 |[lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 41
109. 65. 24. 138 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
46. 19. 86. 222 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
173.84.92.52 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 38
206. 213. 43. 100 [Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
2.54.154.224 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 38
50. 87. 144. 145 |[Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
37.140. 188. 78 g;;;”l o 147.237.77. 216 |dover.idf.il |drop First packet isnt SWN drop 34
81.218. 251. 252 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
110.92.98.1 S ngapor e 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
79.178. 197. 206 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
185. 24. 207. 14 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
138. 86. 234. 128 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
192.118. 30. 102 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
84.228. 150. 223 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 29
50. 161. 24. 42 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
100. 100. 76. 114 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 28
82.80. 219. 164 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 28
46. 19. 85. 192 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28
176. 12. 143. 253 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
132. 66. 35. 36 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
5.29. 244. 252 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
46. 19. 86. 121 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
109. 200. 30. 154 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Action ‘Count
37.26.146.190 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 308
91. 200. 12. 49 Wrai ne 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt Bl ock 126
91. 200. 12. 49 kr ai ne 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wa i df.il/xmrpc. php Bl ock 126
5. 29. 46. 33 I srael 147.237.72.166|aka. i df . i | Dstributed PHP Attenpt B ock 84
Pal esti ni an . . . . .
37.8.53.255 Territory, Gecupi ed 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/89%-ar B ock 84
. . DO stributed Unaut hori zed URL Access on
5.29. 46. 33 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 84
109. 67.186. 16 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod CPTI ONS for wa aka. i df .il/ Bl ock 84
192. 115. 177. 203|l sr ael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww idf.il/mivtza B ock 70
82.80.173. 138 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/wantikshuv.idf.il B ock 70
. . D stributed Uhauthorized URL Access on
82.80.173.138 [lIsrael 147.237.72. 166 [aka. i df . i | e aka i of i1/ v ti kshav. i df i B ock 56
’ . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. asp. aspx Bl ock 56
Wy, chamat z. aka. i |authori zed LRL Access to
62. 90. 96. 102 | srael 147.237.77. 226 df il W charat 7. aka. i o . i | /si p_storagel fil es/ & B ock 56
109. 67.186. 16 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storage/files/U/ |B ock 42
66.249.93.203 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 42
46. 19. 86. 85 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 42
194. 114. 146. 227 |1 sr ael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for vww aka. i df . i |/ homas/ site/ B ock 42
. . D stributed Uhauthorized URL Access on
2.52.63.177 I srael 147.237.72. 166 |aka. i df . i | e aka i of i1/ v ti kshav. i df i1 B ock 37
DOstributed Paraneter Read Gily Mol ati on
176. 13. 18. 47 | srael 147.237.72.166|aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. asp |[None 28
X par anet er
82.166.77.241 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 28
85. 64. 244. 51 I srael 147.237.0.19 |nadimatal .idf.il Untraceabl e S Sessi ons: Lhknown Server Certificate None 28
46.19. 85. 125 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
79.178. 209. 239 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed PH? A tenpt Bl ock 28
66.249.93.207 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 28
. . . Unaut hori zed URL Access to
79.178.209. 239 |[lIsrael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i o . i 1/ ax/ updat est at us. php B ock 28
37.26.146.218 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 28
. . D stributed Uhauthori zed URL Access on
5. 29. 246. 89 I srael 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 28
5. 29. 246. 89 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 27
66.249.93.199 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
Unaut hori zed URL Access to
66.249.67.219 |lIsrael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ usef ul i nfor mati on/i dkoni mi pages/ 20032011yez |Bl ock 14
u. aspx
54.169. 222. 155 |9 ngapore 147.237.76.200(ei tan. aka. i df.il Unaut hori zed URL Access to 147.237.76. 200/ Bl ock 14
46. 19. 85. 43 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 14
194. 114. 146. 227 |1 sr ael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip storage/files/6/ |B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.177.52.171 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx None 14
66.249.78.159 |[Israel 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/1133-18481- he/ dover |[B ock 14
157.55.39.225 |thited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka.idf.il/tiznoret/news/ None 14
54.215.187.95 [lhited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wawu nag. i df . il/wp-1 ogin. php Bl ock 14
Unknown Par anet er
95.35.174.241 |[Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $passwor dUpdat e$t xt Pas [None 14
sword in ww aka.idf.il/nain/giyus/fag. aspx
. . Unaut hori zed URL Access to
81.218.251. 252 |[lIsrael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel f | es/ 8/ 1668. doc B ock 14
52.18. 55. 197 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 14
185. 32.179. 142 |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Gpen Mde None 14
138. 134. 102. 16 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/nil net B ock 14
Uhaut hori zed URL Access to
66.249. 67.227 [Israel 147.237.77. 176 |nat pash. i df . i | wwe cogat . i df . i |/ usef ul i nf or mati on/ i dkoni ni pages/ 081210t ot . as |Bl ock 14
px
54.186.43.160 |lLhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 14
195.250. 33. 251 |Israel 147.237.72. 166 [aka. i df . i | Ilegal Byte thde Character in URL /nai kapatz//res Bock |14
our ces/ i mages/ i nner page/ goback. gi f
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code Bl ock 14
] ] . Unknown Paraneter docid in
157.55.39. 225 |lhited Sates 147.237.72. 166 |aka. i df . i | aka.i of i1 /i turi nasp/ di spl ayonesol di er. asp None 14
54.215.187. 143 |thited Sates 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 14
95.211.174.70  |Netherl ands 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waw i df.il/newsite/english/main. asp|B ock 14
82.80.17. 163 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 14
52. 88. 3. 64 Lhited Sates 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 14
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