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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Site

‘Signature

207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 112
81. 218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 84
46. 19. 85. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 29
37.142. 168. 26 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags dr op 26
46. 19. 85. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 23
212.143. 40. 198 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 20
46.19. 86. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
77.158. 88. 42 France 147.237.77. 216 dover.idf.il SYNHood full table drop 13
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
37.142.158. 182 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 66. 17. 132 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 6
192. 168. 1. 102 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
46.19. 86. 213 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 5
46.19. 86. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
109. 67. 139. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.228. 106. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26. 148. 145 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
213.6.119. 178 g‘ijcis;i':('ja” Territory, 147.237.77.216  |dover.idf.il SYNHood full table drop 3
2.54.169. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 64. 254. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 3
37.26.147. 233 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 3
91. 227.164.5 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
81.218.97.114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 109 I'srael 147.237.77.216  |dover.icf.il I;]; handshake violation, first packet mot . 2
95. 35. 150. 84 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
46. 19. 85. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 2
77. 158. 88. 42 France 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot . 2
46.19. 85. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
66. 249. 93. 192 Lhited Sates 147.237.77. 216 dover.idf.il I;Jr? handshake violation, first packet mot . 1
46.19. 85. 151 I'srael 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot |, 1
2.54.169. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176. 12. 145. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176.13.7.191 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnal ure Devi ce Action |Oount
106. 120. 173. 159 Chi na 147.237.77. 233 atal .idf.il [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
24.156. 108. 59 Lhited Sates 147.237.77. 216 dover.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
194. 90. 144. 146 147.237.77. 216 I 'srael dover.idf il portscan: TCP O stributed Portscan 1
176.13.13. 11 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67. 176. 129 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.228. 124. 134 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 137. 61 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.158. 88. 41 147.237.77. 216 France dover.idf.il portscan: TCP O stributed Portscan 1
209. 88. 173. 130 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.178. 41 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
195. 9. 31. 146 147.237.77. 227 Russi an Federation e. hamaz. i df .i | ET SCAN NVAP -sS w ndow 4096 1
192. 118. 12. 102 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
176. 12. 147. 109 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67. 108. 205 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
84. 95. 210. 120 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182. 118. 95 147.237.72. 166 I srael aka.idf il portscan: TCP O stributed Portscan 1
66.102. 8. 178 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
212.150. 126. 190 147.237.77. 216 I 'srael dover.idf il portscan: TCP O stributed Portscan 1
5.148. 157. 229 147.237.77.74 Lhi ted Ki ngdom lawidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature

2.54.182.202 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 806
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 803
37. 60. 44. 80 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 380
212. 25.102. 57 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 145
46. 19. 85. 211 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 139
2.54.1.165 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 138
95. 35. 150. 84 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 137
144. 24. 20. 228 zi;g’gom 147. 237. 77. 216 |dover. i df .i drop First packet isn't SN drop 124
107. 167. 107. 219|Whited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 107
205.203.135.1 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SWN drop 105
70.208.66.149 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 79
2.54.11. 207 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 72
81.218.251. 250 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 70
46. 19. 86. 109 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
46.116. 143.11  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 67
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 60
176.13.15.230 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 56
46.19. 85. 17 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 54
149. 200. 222. 45 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
78.9.103. 66 Pol and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
79.177.212.139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
2.52.170.78 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
82.81.193.82 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 44
77.158. 88. 42 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44
185. 65. 135. 227 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
54.187.55.213 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 39
46. 19. 86. 84 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 39
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 38
166.137.10. 115 |Whited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 33
176. 13. 15. 167 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
212.179. 159. 253|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
174.139.1. 14 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 27
84.111. 163. 105 |Israel 147.237.0.19  |radimatal o i| | S2M NG Engine: TCP Invalid invalid segnent retransnission drop 26

Ret r ansni ssi on Packet dr opped.
212. 235. 68. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
213. 8. 44. 196 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
81.218.116. 129 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
31.168. 100. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
37.142.192.40 [israel 147.237.72. 166 |aka. i of . i Bad TCP sequence Swaaere reansm wehdifferent | onitor |24
66.102.5.173  |Uited Sates |147.237.77. 216 |dover.ich.il | oM ng Engine: TP Invalid  invalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dr opped.

66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
212.179.21.194 |lsrael 147.237. 77. 170 |naar achot . i of . i | [dr op First packet isn't SYN drop 22
37.142.235.14  [israel 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁsg reansm wehdifferent | onitor |21
213.186.177.2 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
109. 65. 24. 138 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
66.240.78.173 |Uited Sates |147. 237, 77. 216 |dover.ich.i1 | €M NG Engine: TCP Invalid - finvalid segnent retransnission drop 20

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Count
84.111. 163. 105 [l srael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 3725
46.19.86.192 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 777
m ny- kosher - kr avi . i _ _
77.127. 147. 244 |l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 147
- . . Paraneter Type Mol ation ct| 00$Cont ent A acetbl der 1%t xt Entrance in
46.19.86.192 [l srael 147.237.0.19 |madi matal .idf.il mdli matal i df i 1/ nobi | e/ 1088- he/ mer et 7. aspx Bl ock 96
. . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates (147.237.77.176 |nat pash. i df . i | v cogat . i df . i |/ 1934- he/ cogat . aspx Bl ock 84
) ] . Unaut hori zed URL Access to
72.9.148.10  |lnited Sates |147.237.76.86 |navy.idf.il vanw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
85.65.193.69 |Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/anan B ock 28
192.118. 11. 120 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 28
188. 143. 232. 21 E;Z:;;”I o 147.237.76.86 |navy.idf.il Mil tiple Unauthorized URL Access from 188.143. 232. 21 Bl ock 28
46.19.85.123 |israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 28
82.80.196.44 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 28
m ny- kosher - kr avi . i _ _
176. 13. 20. 92 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 28
132. 72. 130. 160 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 14
46.19.85.151 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 14
31.168.28.39 |Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 14
79.176.34.2 | srael 147.237.77.243|nobi l e. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 14
. . URL is Above Root Drectory
185. 101. 107. 57 147.237.77. 216 |dover.i df . il Wi i1/ / shared/cl i entscri pts/j query/j query-1 4.2.nin. | s B ock 14
46.19. 86.207 |[lIsrael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code Bl ock 14
37.26.148.208 |[lsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - CGpen Mde None 14
. . D stributed Lhauthorized URL Access on
81.218. 116. 129 |I srael 147.237.76. 42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14
. . Lhtraceabl e S Sessi ons: Protocol viol ation
149. 88.178.77 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN QLI ENT_HELLO) None 14
85.93.91. 84 Ger many 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 14
37.26.146.193 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
79.179.108. 23 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ |B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.120.223.45 |l srael 147.237.72. 166 [aka. i df . i | v aka, i df . |/ mai v sachar/ decl ar at i onexpl anat i on. aspx None 14
. . S3. Uhtraceabl e Gnnection - Protocol violation

37.26.148.208 |Israel 147.237.72. 156 [aman. i df . i | (SSL_OONN QLI ENT HELLO) None 14
109. 66. 164. 194 |l srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 14
82.80.17.163 |Israel 147.237. 72. 166 |aka. i df . i | Wnaut hor i zed Method HEAD for B ock 14

waw aka. i df . i |/ nai n/ snal i i showbi g. aspx

. . . Unaut hori zed Met hod PCST for
212.143.3.44 I st ael 147.237.76. 147 chi nuch. aka. i df . i wane chi nuch. aka. i df . i 1/900- he/ chi nuch. aspx None 14

. . O stributed Uhaut hori zed URL Access on
176. 12. 144. 148 || sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14

Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct | 13 in

37.26.147.225 |lsrael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ nai v sachar / pays! i ps. aspx None 14
89.139.11.47 |Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 14
79.181. 125. 195 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 14
66. 249. 64. 244 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 14
188.143. 232. 21 gg;:ﬂ on 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to v navy. i df.il/900-en/ B ock 14

. . D stributed Unaut hori zed URL Access on
109. 66. 164. 194 || srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 14

m ny- kosher - kr avi . i

74.82.47. 4 Lhited Sates 147.237.0. 17 df il D stributed Uhaut hori zed URL Access on 147.237.0. 17/ B ock 14
. . Unknown Par aneter anp; ut m canpai gn in

46.19.86.203 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ home/ def aul t . aspx None 14

37.26.148.208 |Israel 147.237.72. 156 |aman. i df . i | I\/Mbldtel)pl e Untraceabl e S Sessions from 37. 26. 148. 208 ((Gpen None 14
. . D stributed Unaut hori zed URL Access on

89.139.11. 47 |[lsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 14

79.181. 125. 195 |I srael 147.237.72. 166 |aka. i df . i | Distributed thaut hori zed LRL Access on B ock 14

wn aka. i df . i |/ aj ax/ updat est at us. php
66. 249. 67. 147 |lIsrael 147.237.72. 156 |aman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
. . Uhaut hori zed URL Access to
188. 165. 15. 162 [France 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9064- he/ r ef uah. aspx Bl ock 14
109. 186. 11. 165 |I srael 147.237.72. 166 |aka. i df . i | Unknown Par anet er __VI EVBTATEENCRYPTED i n None 14

wan aka. i df . i |/ mai n/ sachar/request . aspx
46.19.85.147 |lsrael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 14
Paraneter Read Qnly Molation in

2.52.8.219 I srael 147.237.72. 166 |aka. i df . i | e A . . ) ) None 14
wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
. . . Unaut hori zed URL Access to
176.13.22.63 |Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1540 Bl ock 14
46.19. 86.203 |Israel 147.237.72. 166 |[aka. i df . i | Unhknown Par amet er anp; ut m nedi umin waww aka. i df .il/ None 14
37.26.148.208 |israel 147.237. 72. 156 |anan. i df . i | Mitiple tntraceabl e S3. Sessions from37. 26.148.208 (P ot ocol None 14

violation (SSL GONN CLI ENT_ HHLLO)
92.61.225.10 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
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