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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
176. 12. 150. 20 | srael 147.237.77. 216 dover.idf.il [SYNH ood unverified cooki e drop 321
199. 58. 81. 144 Canada 147.237.77. 216 dover.idf.il |DOS-LQA G- TCP- 80- cat dest - r eset 255
62. 90. 139. 75 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 25
109. 65. 17. 219 | srael 147.237.77. 216 dover.idf.il |[SYNHood unverified cooki e drop 18
176. 13. 16. 219 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 7
79.179. 140. 240 | srael 147.237.77. 216 dover.idf.il |[SYNHood unverified cooki e drop 6
62. 90. 139. 75 | srael 147.237.77. 216 dover.idf.il |[SYNH ood unverified cooki e drop 5
70.199. 71. 63 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood full table drop 4
109. 67. 35. 144 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
176. 228. 142. 125 | srael 147.237.77. 216 dover.idf.il |[SYNHood unverified cooki e drop 2
186. 29. 108. 93 Col onbi a 147.237.77.216 dover.idf.il |SYNHood full table drop 1
45. 63. 1. 137 147.237.76. 202 e.halag.idf.illBl ock Np Al Net dr op 1
79.178. 33. 166 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
186. 29. 108. 93 Col onbi a 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
176. 12. 146. 64 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
176. 13. 20. 224 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
176. 12. 146. 64 | srael 147.237.77. 216 dover.idf.il |[SYNHood unverified cooki e drop 1
2.54.6.98 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnat ure Devi ce Action |Count

199. 58. 81. 144 Canada 147.237.77. 216 dover.idf.il 10725: TCP: LA C DDoS Tool Bl ock 5
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|Top Attackers In ID|
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
109. 64. 181. 33 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 284
199.58. 81. 144 |Canada 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 150
46. 19. 85. 187 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 102
70. 27. 251. 192 Canada 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 74
199.58. 81. 144  |Canada 147.237.77. 216 |dover.i df .i|dr op drop 52
149.78.154.69 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 51
199. 58. 81. 144  |Canada 147.237. 77. 216 |dover.i df . i [dr op SAMrul e drop 44
46. 19. 86. 202 | srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 41
212.179.21.194 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 39
77.126.1.230  |israel 147237, 72. 166 |aka i o 11 [ @M NG Engine: TCP Invalid Ivalid segnent retransnission. drop 39
Ret r ansni ssi on Packet dr opped.
109.195. 95,90 |Rssian 147. 237.77. 216 |dover.i df . i |[dr op First packet isn't SN drop 28
Federation
66.240.78.166 |Uited Sates  |147.237.77. 216 |dover. iof [ €M NG ENgine: TCP Invalid Ivalid segnent retransnission. drop 28
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 28
68.180.228. 112 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 27
79.182. 164. 20 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 27
77.125.151. 221 |lsrael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 25
64.233.172. 155 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 24
70.199. 71. 63 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 24
109. 67. 35. 144 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 23
176.13.9.70 | srael 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 22
66.240.78.150 |uited Sates  |147. 237, 77. 216 |cover. i of [ €AM NG ENgine: TCP Inval i d Inval i d segnent retransmssi on. dr op 22
Ret r ansni ssi on Packet dr opped.
2.52.36.13 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 21
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
100. 100. 54. 240 147.237.72. 166 [aka.idf.il [dr op Frst packet isn't SN drop 19
64.233.172.171 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 18
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 18
66.249.78.173 |wnited Sates  |147. 237, 77. 216 |cover i i| 2 SAM NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dr opped.
154.118. 241. 30 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 15
79.179. 140. 240 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 13
64.233.172. 163 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 13
93.172.132. 177 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 13
208.69.40.101 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 13
75. 82.50. 94 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 12
100. 100. 42. 236 147.237.72. 166 [aka.idf.il |dr op First packet isn't SN drop 12
62.90. 139. 75 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 12
176. 13.9. 37 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 11
31.168.197.78 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 10
186. 29.108.93  |Col onbi a 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 10
212.199. 182. 150|l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 10
37.26. 146. 197 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
207.46.13.144 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 9
40. 77. 167. 35 Lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 9
80. 246. 133. 198 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
157.55.39.221 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 8
40.77.167.30  |Uited Sates  |147. 237, 77. 216 |dover i or 1| | ST N Engine: TP Invalid nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
50. 87.144. 145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 8
109. 200. 30. 154 |United Ki ngdom|147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 7
194. 90. 241. 111 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 7
84.111.138.75 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker
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Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13.20.224 |israel 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (404) in Session from B ock 1421
176. 13. 20. 224
95.35.204. 124 |[israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 308
68. 180. 228. 112 g‘;tt:: 147.237.77.216|dover.i df . il Mitiple Illegal Byte Gode Character in URL from68. 180. 228. 112 B ock 70
188. 120. 159. 92 |l srael 147.237.72.167|i shurimaka. i df.i | PHP Attenpt B ock 42
Lhi ted . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76. 86 [navy. i df. i W navy. i df . il/994-8613- he/ navy. aspx. aspx Bl ock 42
. . . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
176.13.20.224  (Israel 147.237.0.19 |madimatal .idf.il medli matal i df i |/ nobi | e/ 1088- he/ mer et 7. aspx B ock 20
Illegal Byte Code Character in URL /mivtza>xj xYxex! xX"x2x0AYx?x7
X0e XjxX?x™MxExe</ a>, XjXZX—X"X?X?X?XZX0e x”x>A(', AEZXEX"XY
x| xox>xex™ </ di v>
Lhi ted . .
68.180.228. 112 [o 147.237.77.216|dover.idf.il B ock 14
<tabl e cel | spaci ng=
46.19. 86. 33 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
207. 46. 13. 35 g“;:s 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/kanhar/ml ui nday. asp Bl ock 14
84.229.208.222 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
66. 249. 64. 244 |l srael 147.237.77.233|atal .idf.il Distributed Unauthori zed LRL Access on 147.237.77.233/robots. t xt B ock 14
Lhi ted . . Unaut hori zed URL Access to
199.16.156.124 |g - 147.237.77.216|dover.idf . il Wi df i1/ p storagel i1 es/ 6 si ze220x0/ 16946, | pg B ock 14
175. 44. 4. 119 Chi na 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod CPTIONS for ww aka. i df.il/eitan/ main/ B ock 14
207. 46. 13. 35 g“;:s 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/eitan/|istpagel default.asp None 14
Lhi ted . . S Uhtraceabl e Gonnection - Protocol violation
54. 209. 60. 63 Sates 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 14
188. 165. 234. 68 |France 147.237.77.216|dover. i df . i | Mil tiple Uhauthorized URL Access from 188. 165. 234. 68 Bl ock 14
m ny- kosher - kravi . i ing - : i
87. 69. 87. 39 I srael 147.237.0. 17 "y Doubl e LRL Bncoding - paraneter: Returnurl in B ock 14
af.il mny-kosher-kravi . i df.il/tenpl ates/| ogi n. aspx
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode B ock 14
Lhi ted . . D stributed ULhauthori zed URL Access on
199.16.156.125 |g - o 147.237.77.216|dover.idf . il Wi of i /i p storage/ il es/ 6 si ze220x0/ 17436, | pg B ock 14
176.12.137. 113 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /mainkapatz//res B ock 14
our ces/ i nages/ i nner page/ goback. gi f
68. 180. 228. 112 ;“;tteeg 147.237.77.216|dover. i df.il Paraneter Type M ol ation PageNumin v idf.il/1779-he/ dover.aspx |B ock 14
207.46.13. 35 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/chinuch/fag/ defaul t.asp None 14
66.249. 64.173  |Israel 147.237.77.216|dover . i df . il Distributed Suspicious Response Code B ock 14
. . Unaut hori zed URL Access to
188. 165. 234. 68 |France 147.237.77.216|dover . i df . il v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper Bl ock 14
66.249.78.166 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
Lhi ted . . D stributed Lhauthori zed URL Access on
199.59.148.211 |g o oo 147.237.77.216|dover. i df .i |l v f i /i p storagel il es/ 6 si ze220x0/ 17436, | pg B ock 14
216. 218. 206. 66 g;g: 147.237.0.19 |madimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 14
66.249.64.178 [Israel 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code Bl ock 14
194. 90. 241. 111 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
. . . Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1%t xt Sreet in
95.35.204.124  |Israel 147.237.0.19 |madimatal .idf.il ndli matal i df i |/ nobi | e/ 1088- he/ ner et 7. aspx B ock 14
66.249.78.173 [Israel 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code Bl ock 14
46. 19. 85. 51 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 14
Lhi ted . . Unaut hori zed URL Access to
199. 168. 141. 1745 147.237.77.216|dover.idf . il v i df i | / 1283- 15916- en dover . aspx/ t r ackback/ B ock 14
79.181.112. 133 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka.idf.il/https:/wan aka.idf.il/ Bl ock 14
66.249. 64. 239 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
Lhi ted . . D stributed ULhauthori zed URL Access on
199.16.156. 124 |o 0 147.237.77.216|dover. i df . il v f i /i p storagel il es/ 6 si ze220x0/ 17436, | pg B ock 14
157. 55. 39. 127 g;g: 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 14
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