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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 67. 137. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25

85. 250. 247. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
45.63.1.137 147. 237.76. 39 nobi | e.neitav.idf.il[Bock Np Al Net drop 1

96. 44. 156. 198 Lhited Sates 147. 237.76. 201 e.atal.idf.il Bl ock Udp All Nets dr op 1
45.63.1. 137 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
203.133. 170. 9 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

5.102. 254. 115 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

66.194. 11. 113 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address ‘S te ‘Signature
94. 252. 129. 16 Z;'ua”i ﬁ(ab 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 115
192. 0. 86. 189 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 86
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 82
98.248.50.177 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 61
173.183. 75. 165 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 55
Sreamng Engine: TCP Invalid i i ssi
66.249.78.159 |lnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 46
Ret r ansni ssi on Packet dr opped.
71.203.106.220 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
5.22.131. 245 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
192. 0. 81.57 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
176.241.91.106 |lrag 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 25
50.18.94. 121 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
95. 86. 65. 22 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
80. 246. 133. 222 |l srael 147.237.77. 176 |nat pash. i of .i |{dr op First packet isn't SYN drop 18
Sreamng Engine: TCP Invalid i i ssi
66.249.78.173 |United Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 18
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
36. 81. 160. 81 I ndonesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
176. 228. 142. 125]l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
109. 67. 137. 127 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
212.76.127. 44  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
77.125.155.210 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
185. 58. 201. 28 |Lebanon 147.237.76.30 [himush.idf.il [drop First packet isn't SYN drop 13
109. 67.181. 214 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreaning Engine: TP Invalid i i ssi
40.77.167.35  |wited Sates  |147.237.77. 216 |dover. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
54.241.198.78 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
37.140. 188. 78 stls;;”i o 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
46. 19. 85. 94 | srael 147.237.77. 216 |dover.idf.il (Bad TCP sequence Invalid ACK nunber noni t or 11
67.174.242.236 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
92. 224, 205. 102 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
46. 19. 85. 94 | srael 147.237.77. 216 |dover.idf.il (Bad TCP sequence Invalid ACK nunber aert 11
85.250.247.81 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
207.198.101. 88 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
172.56.31.168 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
176.12.137.24  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
Sreamng Engine: TCP Invalid i i ssi
82.102. 169. 113 |Israel 147. 237. 77. 216 |dover . i df . | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
66.249.78.166 |lnited Sates  |147.237.77. 216 |dover.idf il g =g Inval i d segnent retransnission. drop 8
Ret r ansni ssi on Packet dr opped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
219. 83. 38. 14 I ndonesi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreamng Engine: TQP Invalid i i ssi
85. 65. 2. 183 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Inval i d segnent retransnission. drop 8
Ret r ansni ssi on Packet dr opped.
80. 246. 133. 222 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
192. 0. 86. 129 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
212.76.112. 48 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
104.174. 161. 135|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
108.27.77.123 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |[Site Sgnature Action ‘Count
46.120.95.131 [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ult:?r(;fsz , g‘eggrcytesem e/ sthi | ddocunent s/ 1362 B ock 98
46.120.95.131 |[Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from 46. 120. 95. 131 B ock 70
72.9.148.10  [United Sates [147.237.76.86 |navy.idf.il m“;gs;‘ B e o e/ navy. aspx. asp Bl ock 56
68.180. 228. 112 [Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/irag/ english/info.asp B ock 42
82.166.98. 205 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to v aka. i df.il/sip-storage/files B ock 42
83.223.122. 14 Eiqlr:ge((jjom 147.237.76. 200 [ei tan. aka. i df . i V\L::\xll(vn:iv;nanl.:aa'l’(;niectiféri I%lelngl at es/ sendt of ri end/ sendt of ri end. aspx None 28
66.249. 78. 159 |lIsrael 147.237.77. 216 |dover.idf .i | O stributed Suspicious Response Code B ock 14
157.55.39. 196 |lhited Sates |[147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robot s. t xt Bl ock 14
66. 249.78. 246 |l srael 147.237.72. 166 [aka. i df . i | D stributed Uhauthorized LRL Access on 147.237. 72. 166/ robot s. t xt Bl ock 14
199. 16. 156. 124 |Uhited Sates |147.237. 77. 216 |dover. i df . i | m”itgfo_ri'lzli? pf;of‘;;;sfsi |t§s/ 6/ i 26220x0) 17436, pg Bl ock 14
79.177.14.104 [Israel 147.237.72. 166 |aka. i df . i | m”;k":i z?.rﬁr;e;;rn/ S—axa?ﬁrsapfm? tn None 14
66.249. 78. 166 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 14
157.55.39. 209 |lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to ww aka. idf.il/klali.aspx B ock 14
46.120. 203. 175 I srael 147.237.72. 166 |aka. i df . i | ‘ﬁ‘é'.tlizp(').ezo':‘;'. 'i’;gth/m fwidth thi code Encoding on LR/ Paranet er (+) Bl ock 14
207.46.13.144 |lhited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 14
66.249.78.173 |lsrael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to wwidf.il/daily_ Bl ock 14
157.55.39. 209 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/chinuch/fag/ defaul t.asp None 14
66.249. 67. 134 [l srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 14
212.199. 57. 198 |l srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
66.249.78.234 |lIsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
5.175.25.171  |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/qiyus/ general /default.a B ock 14
176.13. 8. 30 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14
78.128.92.193 |Bulgaria 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ B ock 14
66.249. 75. 120 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 14
85.64.81.239 |Israel 147.237.72. 166 |aka. i df . i | mnaiv{:]i ;a.ri?r/mn;jer:/ gﬁi/?ﬂ?limﬁri;aspx None 14
66. 249.78.240 |Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237.72. 166/ robot s. t xt B ock 14
184. 105. 139. 67 |Lhited Sates [147.237.72.167|i shuri maka. i df . ifunhaut hori zed URL Access to 147.237.72. 167/ B ock 14
78.128.92.193 |Rulgaria 147.237.77.235|sviva. i df . il Unhaut hori zed URL Access to 147.237.77. 235/ B ock 14
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