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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
146. 185. 239. 100 Russi an Federation 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
45, 63.1. 137 147. 237. 76. 42 refuah.idf.il B ock Np All _Net dr op 1
185.117.72.113 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
96. 44. 156. 198 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ock_Up Al Nets drop 1
96. 44. 156. 198 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘S te ‘Slgnature

5.29.79. 89 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2766

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 60

155. 225. 145. 123|lnited Sates |147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 50

46. 120. 169. 142 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
Sreanming Engine: TCP Invalid i i ssi

66.249.78.166 |lnited Sates |147.237.77. 216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 22
Ret r ansni ssi on Packet dr opped.

150. 101. 191. 105|Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
Sreaming Engine: TCP Invalid i i ssi

66.249.78.173 |Wited Sates |147.237.77.216 |dover.idf. il 9 =9 nvalid segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dr opped.

68.180.228.112 |Wited Sates |[147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 14
Sreanming Engine: TCP Invalid i i ssi

40.77.167.35  |Wited Sates |147.237.77. 216 |dover. i df il 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi

80. 246.130.49 | srael 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

99.57.138.198 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i ssi

79.179.192. 148 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

109. 66. 26. 141 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 194 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10

50.157.32.176 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 10

108. 65. 2. 12 Lhited Sates |[147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 9

157.55. 39. 13 Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 9

40. 77. 167. 35 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 9

66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9

50.87.144. 145 |lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 8

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7

157.55.39. 7 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 7

77.126.250.9  |israel 147.237.72.166 |aka.icf.il  |Bad TCP sequence :;';e”ansmt with different wndow| oovor 6
Sreaning Engine: TCP Invalid i i ssi

66.249.78.159 |Uited Sates |147.237.77. 216 |dover. i df i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

40.77.167.37  |wited Sates [147.237.77. 216 |dover.idf. il 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

66.249.64.173 |Uited Sates |147.237.77. 216 |dover. i of i 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

207.46.13.104 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaming Engine: TP Invalid i i ssi

157.55.39.7  |wited Sates |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5

109. 200. 30. 154 E?Ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4

54.244.22.103 |Lhited States |[147.237.77.176 |natpash.idf.il|dr op First packet isn't SYN drop 4

80. 246. 130. 49 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

176. 106. 226.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4

126.12.13.229 |Japan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

65.19. 138. 33 Lhited Sates |[147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 4

108.228. 14. 170 [lhited States [147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 4

85. 16. 128. 245  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

188.247.77.128 |Jordan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

109. 65.24. 138  |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4

66.249. 64. 173  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3

52. 23. 156. 32 Lhited Sates |[147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 3

84.108.175.24 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3

79.178.97.188 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3

40.77.167. 33 Lhited Sates |[147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 3

81.218.234.122 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
68.180.228. 112 |Lnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 168
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il m“tnzs;' e e ) navy. aspx. aspx B ock 56
108.65.2.12  |Uited Saes [147.287.77. 176 nat pash. i of i1 [ o DA M o BeOTee B ock 42
121. 34. 202. 229 [Chi na 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/defaul t.aspx B ock 42
46.121.214.39 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/nai n/ sachar/ B ock 28
66.249.78.95 |[lsrael 147.237.77.216|dover. i df .i | D stributed Uhauthorized LRL Access on 147.237. 77. 216/ robot s. t xt B ock 14
45,35, 71. 179 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df . il/shared/ usercontrol s/ header upper/ |Bl ock 14
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_text.asp B ock 14
77.126.250.9 |Israel 147.237.72. 166 |aka. i df . i | ;’“7'. tliz‘g.ezggll Igw dth/Hel fw dth Lhi code Encoding on URY/ Paraneter(+) - fromig o 14
66.249. 64. 245 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ robots. txt B ock 14
157.55.39.209 |[Uhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/giyus/ qanda/ defaul t.asp None 14
66.249. 78.173 |Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed LRL Access to waw idf.il/elram B ock 14
84.110.34.29 |[Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 14
66.249. 67.247 |l srael 147.237.77. 170 |mmar achot . i df . i [|O stributed Uhaut horized URL Access on 147.237.77. 170/ robot s. t xt B ock 14
188. 165. 15. 205 [France 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 164- he/ pat zar . aspx B ock 14
66.249. 78. 246 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
85.93.91. 84 Ger many 147.237.77.216|dover .i df . i | D stributed Suspici ous Response Qode B ock 14
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df . i | \g;;iréftf Li'tﬁitla“jh;“itgf;ri /Zv?c(jewlféxtpf:;;;S on Bl ock 11
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