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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 6
204. 42. 253. 130 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 2
45.63.1. 137 147.237. 76. 197 e. hinush.idf.il Bock Np Al Net drop 1
112.175.228. 11 Korea, Republic of 147.237.72. 217 eidf.il Invalid TGP H ags drop 1
45.63.1.137 147. 237. 76. 200 eitan. aka.idf.il Block Np All Nt drop 1
185. 117. 72. 113 147.237.76. 31 nakchal . i df .| ock Wip Al Nets drop 1
45.63.1.137 147. 237. 76. 201 eatal.idf.il Block Np All Net drop 1
45, 63.1. 137 147.237.76. 38 e.eneitav.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |S gnat ure Devi ce Action ‘Count

45, 79.109. 226 147. 237.72. 167 ishurimaka.idf.il 3624: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

37.231.210.67 |Kuvait 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 188

5.108. 140. 96 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 169

155. 225. 145. 123|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 84

149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63

95.185.176.218 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52

92.228.61.209 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51

54.187.55. 213 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44

188. 161. 246. 21 |FAEStinian Tervitory.ly 4z 537 77, 216 |dover. i df il drop Frst packet isn't SN drop 24

Qccupi ed

66. 65. 39. 35 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22

54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21

68. 96. 59. 120 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
Sreaming Engine: TCP Invalid [ i ssi

66.249. 78. 159 |Lhited Sates 147. 237. 77. 216 |dover i df . 9 =9 Invalid segnent retransmssion. g 16
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14

37.140.188.78 |Russian Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
Sreaning Engine: TCP Invalid ' i ssi

66.249.78.166 |lnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. 14
Ret r ansni ssi on Packet dr opped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 14

98.227.176. 223 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13

46.117.217.98 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaning Engine: TGP Invalid ' i ssi

40.77.167.37  |Uited Qates 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

198.58.103. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

73.24.182.255 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
Sreaning Engine: TP Invalid ' i ssi

66.249.78.173 |lnited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dr opped.

24.93.244.230 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

24.217.34.218 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8

70. 48. 36. 156 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

46. 19. 85. 194 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

109. 65. 24. 138 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid [ i ssi

40.77.167.33  |uwited Sates 147. 237. 77. 216 |dover i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

92.228.61.209 |Ger many 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.

212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

46.120. 2. 136 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

142.105.57. 101 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

66.249.78. 173  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3

66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

95.185. 176. 218 |Saudi Arabia 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi

5.22.131.187  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

157.55. 39. 26 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

95.185. 176. 218 [Saudi Arabia 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d sequence nunber moni t or 3
Sreaning Engine: TGP Invalid i i ssi

2.54.38. 73 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid [ i ssi

80. 246. 139. 131 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

50.187.57.105 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

95.185. 176. 218 |Saudi Arabia 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 3

37.142.68. 98 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

5.22.131. 187 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invali d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68.180.228. 112 |Wited Sates [147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 96
’ . . Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56

66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wwidf.il/atal 1/izkor/print_bottomasp B ock 42

66.249.78.166 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 166 B ock 28

66.249.78.166 [Israel 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 14

188. 165. 15. 162 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8870- he/ r ef uah. aspx B ock 14

66.249.67.143  |Israel 147.237.77. 170 |n@ar achot . i df . i l{Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 14

142.91.231.106 |Uited Sates [147.237.77.216|dover.idf.il PHP At t enpt B ock 14

. . O stributed Unaut hori zed URL Access on
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . i | vow i df i 1/t al 1/ zkor/ print_bot t omasp B ock 14
’ . - Unaut hori zed URL Access to

207.46.13.35 Lhited Sates [147.237.72.166|aka.idf.il vw aka. i df . i 1/ consol e/ cor e/ doc.ngr/ gener al . aspx B ock 14

66.249. 78.159 |l srael 147.237.77.216|dover . i df . i | DO stributed Suspicious Response Qode B ock 14

142.91.231.106 |[Uhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 14

77.237.138.51 ggj‘;ﬂc 147.237.77.235|svi va. i df . i | Unaut hor i zed URL Access to / B ock 14
Unaut hori zed URL Access to

184.173.183. 173|Uhited Sates |147.237.77.216|dover.idf .i | waw i df . i |/ 1415- 10812- he/ dover . aspx&sg=al kj r hi ei pnzunr 58pdkgnBuz |B ock 14
z9 _ej shéa

66.249.78.166 |[lsrael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/dover Bl ock 14

- . D stributed Lhaut hori zed URL Access on

66.249. 64. 168 |l srael 147.237.77. 216 |dover . i df .i | vow i df i1/ atal /i zkor/ vi ew i nut op. asp B ock 14

104.194.26.204 |[Uhited Sates |[147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 14

66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to waw i df.il/atal 1/izkor/vi ew i ngt op. asp B ock 14

188. 138. 17. 205 |France 147.237.72. 166 |aka. i df . i | Distributed Waut horized URL Access on 147.237. 72. 166/ B ock 14

66.249.78.173 I srael 147.237.77. 216 |dover . i df .i| |0 Stributed thauthorized LR. Access on Bl ock 14
ww i df.il/atal 1/izkor/ vi ew i ngt op. asp

66.249. 64. 173 |l srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew text. asp B ock 14

104. 194. 26. 204 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 14
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