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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
96.224. 6. 115

|Target Address  |Site

|Signature |Device Action  |Count |
Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 8
45, 63.1. 137 147.237.76. 199 e.nakchal .idf.il |Block Np Al Net drop 1
81.27.0.0 Sweden 147.237. 76. 200 eitan.aka.idf.il |Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
89. 19. 29. 90 Tur key 147.237.76.86 [navy.idf.il 3808 HITP. SQ Injection Variabl e Declaration Evasion B ock 1
89. 19. 29. 90 Tur key 147.237.76.86  [navy.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



10-27-2015-03:04:09 to 10-27-2015-04:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature

205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 102

41.239.128.30 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 84

192. 116. 102. 71 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 63

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 57
Sreaning Engine: TP Invalid i i Ssi

66.102.8.168  |nited Sates 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. |y, 48
Ret r ansni ssi on Packet dr opped.

185. 101. 107. 57 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
Sreaning Engine: TP Invalid i i Ssi

66.249.78.166 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 34
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

66.102.8.178  |wited Sates 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segnent retransmssion. |, 32
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

66.249.78.159 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 26
Ret r ansni ssi on Packet dr opped.

85. 114. 98. 0 ga:lcis;i':éa” Territory147. 237. 77. 216 |dover. i of . i1 drop First packet isn't SN drop 25

96. 224. 6. 115 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
Sreamng Engine: TCP Invalid i i ssi

40.77.167.35  |uwited Sates 147.237.77. 216 |dover i df . 9 =g Invalid segnent retransmssion. |y, 18
Ret r ansmi ssi on Packet dr opped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
Sreaning Engine: TCP Invalid i i Ssi

131. 253. 25. 184 |Wnited Sates 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. |y, 16
Ret r ansni ssi on Packet dr opped.

24.76.249.74 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13

79. 180. 4. 188 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

100. 100. 112. 77 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi

66.102.8.173  |nited Sates 147. 237. 77. 216 |dover i of . i g =g Invalid segnent retransmssion. g ., 12
Ret ransni ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

64.233.172. 155 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
Sreamng Engine: TCP Invalid i i ssi

66.249.78.173 |Uhited Sates 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. |, 10
Ret ransni ssi on Packet dr opped.

95. 86. 83. 202 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

85.128.142.57 |Poland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

73.24.182.255 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

103. 229. 126. 72 |Tai wan 147.237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |7

. R Unexpect ed post SYN packet -

103. 229. 126. 72 |Tai wan 147.237.77. 216 |dover.idf.il dr op RST or SYN expect ed drop 7

66. 249. 88. 91 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6

37.140.188.78 |Russian Federation |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 6

66.249.88.101 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6

213.57.194. 37 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i Ssi

66.249. 64,173 |United Qates 147. 237.77. 216 |dover . i of . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i ssi

69. 145. 170. 136 |United Sates 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

54.244.22.103 |lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i ||dr op First packet isn't SYN drop 5

66.102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

66.102. 8. 178 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreamng Engine: TP Invalid i i ssi

207.46.13.178 |United Sates 147. 237. 77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dr opped.

77.127.56.21 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3

93.157.82. 130 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 3

52. 23. 156. 32 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

109. 65. 185. 66 || srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransni ssi on Packet dr opped.

84.108. 68. 248 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

40. 77. 167. 33 Lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68.180.228. 112 |Liited Sates 147.237.77.216|dover. i df . il Par areter Type M ol ati on PageNumin vww i df . il/1379-he/ dover . aspx B ock 84
178.162. 216. 35 |Ger many 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to wawidf.il/arr/ B ock 42
68.180.228.112 [lhited Sates 147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 28
41.239.128.30 |Egypt 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 41.239. 128. 30 Bl ock 28
188. 143. 232. 10 stls;;”i o 147.237.0.34 |tikshuv.idf.il |Mitiple Unauthorized UR. Access from 188.143.232. 10 B ock 14
. . . Uhaut hori zed URL Access to
199. 59. 148. 211 |lhited Sates 147.237.77.216|dover.i df . i vawe i i /i p storagel i1 es/ 8/ si ze220x0/ 17418, | pg B ock 14
31.193.51. 80 France 147.237.77.216|dover.i df . i D stributed Suspicious Response Code B ock 14
188. 143. 232. 10 RJF Sﬁ::ﬂ on 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to ww tikshuv.idf.il/900-en/ B ock 14
207.46.13.134 |Wited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
. . . URL is Above Root Drectory
176. 10. 104. 240 |Snitzerland 147.237.77.216|dover.i df . il vww i df .il/../shared/ clientscripts/jquery/jquery-1.4.2.nmn.js B ock 14
188. 165. 15. 205 |France 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237. 77. 74/ 163- 5843- he/ pat zar . aspx |B ock 14
68.180. 228.175 |[Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
. . . Paraneter Type Mol ation Folderld in
212.199. 136. 107/l srael 147.237.0.34 |tikshuv.idf.il v i kshuv. i df . |/ modul es/ f or uns/ f or um aspx B ock 14
66.249.67.134 |Israel 147.237.77. 170 |maar achot . i df . i [|Di stributed Unauthori zed URL Access on 147.237.77.170/ robots. t xt B ock 14
: . . D stributed Unaut hori zed URL Access on
199. 16. 156. 124 |Lhited Sates 147.237.77.216|dover. i df . il vawei i 1/si p storagelfiles/ 9/ si ze220x0/ 17429, | pg B ock 14
152. 115. 70. 227 |Denmar k 147.237.72.166|aka. i df . i | MSSQ Drta Retrieval wth Inplicit onversion Brors None 14
184, 105. 139. 67 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 14
66.249.67.143 [Israel 147.237.77. 170 |maar achot . i df . i [|uhaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 14
: . . Uhaut hori zed URL Access to
199. 59. 148. 209 |Uhited Sates 147.237.77.216|dover.idf.il vow i it i1/ p_stor agel 11 es/ 9/ si ze220x0/ 17429 | pg B ock 14
152. 115. 70. 227 |Denmar k 147.237.72. 166 [aka. i df . i | Ml tipl e signatures from 152, 115. 70. 227 B ock 14
157.55.39.200 [lhited Sates  |147.237.77.176|mat pash.idf .il |Uhauthorized URL Access to 147.237.77.176/ B ock 11

10-27-2015-03:04:09 to

10-27-2015-04:04:09




