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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
220.181. 108. 77 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 154

62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 6
119.15.2.10 New Zeal and 147.237.77. 216 dover.idf.il SYNHood full table drop 3

71. 6. 165. 200 Lhited Sates 147.237. 76. 200 eitan.aka idf.il Bl ock Np All _Net drop 1

45.63. 1. 137 147.237.76. 39 nobi | e.neitav.idf.il|Bl ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
103. 21. 58. 191 Indi a 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 20
209. 15. 196. 171 Canada 147.237.77.74 lawidf.il |3808 HITP. SQ Injection Variable Declaration Evasion B ock 2
209. 15. 196. 171 Canada 147.237.77.74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 1
179.7.78.2 Peru 147.237.72.166  |aka.idf.i| [C1000004: HTTP. options method (M crosoft) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
190. 24. 146. 71  |Col onbi a 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 339
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 99
91. 205. 154. 217 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 57
2.54.62.143 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
119.15.2.10 New Zeal and [147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 31
77.126. 209. 16 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
100. 38.183.54 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 26
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
64.233.172. 155 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 25
69.123.223.39 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 24
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
64.233.172.163 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 20
94.27.173.104 |Hungary 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi
66.249.78.173 |Wwited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 16
Ret r ansni ssi on Packet dr opped.
S SYNPAK retransnit with different .
37.142. 200. 236 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence vi ndow scal e noni t or 16
24.190. 235.248 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 15
41.239.128.30 |Egypt 147.237.77. 216 |dover.idf i1 drop First packet isn't SWN drop 14
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
37.239.0.30 Iraq 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
64.233.172.171 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 11
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 11
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 10
79.180. 4. 188 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
54.244.22.103 |Wited Sates |147.237.76. 147 |chinuch. aka.idf.illdr op Frst packet isn't SN drop 9
174. 115. 118. 58 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
220. 255. 97. 210 |S ngapore 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
82.145.222.87 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
212.199. 182. 150|l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreaning Engine: TGP Invalid i i Ssi
203.127.96.249 |Sngapore  |147.237.77. 216 |dover. i of .11 9 =g nval i d segnent retransmssi on. dr op 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaming Engine: TCP Invalid i i ssi
92.228.61.209 |Ger many 147. 237. 77. 216 |dover. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.144 |Wited Sates |147.237.77.216 |dover.idf. il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
40.77.167.37  |ited Sates [147.237.77.216 |dover.idf. il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
220. 255. 146. 30 | ngapore 147.237. 77. 216 |dover i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
109. 200. 30. 154 LKJ?Ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
83.130. 101. 219 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
209. 133.111. 211 |Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TGP Invalid i i ssi
66.249.78.166 |Lhited Sates |147.237.77.216 |dover.idf. il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
45.25. 61. 154 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
76.30. 12. 102 Lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 5
207.46.13.178 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 5
203.127.96. 201 |9 ngapore 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
124.158.17.98 |Australia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
198. 58.102. 158 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site S gnature Action ‘Count
68.180.228. 112 |Lhited Sates  [147.237.77.216|dover.idf .il Parareter Type M ol ation PageNumin v i df . il/1398-en/ dover. aspx Bl ock 84
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response CQode B ock 56
72.9.148.10  |Uiited Sates |147.237.76.86 |navy.idf.il m”tngsry' e R e 0 navy. aspx. aspx HBock  [56
66. 249. 78. 166 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 166 Bl ock 28
54.244.22.103 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i[O stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 28
66. 249. 64. 168 |l srael 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Gode B ock 28
66.249.78.173 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 78. 173 B ock 28
66. 249. 64. 173 |l srael 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 28
157.55.39.13 |lhited Sates [147.237.77.216|dover.idf . il O stributed Suspicious Response Gode B ock 14
41.239.128.30 |Egypt 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/tenpl ates/articlel Bl ock 14
207.46.13.35 United Sates 147.237.76. 147 chi nuch. aka. i df . i mulﬂiorrlilczﬁdaklf_i L?:(ﬁs/st etrrc;)I at es/ opcont act us/ opcont act us. aspx Bl ock 14
66. 249. 78. 247 |l srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ B ock 14
Unaut hori zed URL Access to
66. 249. 67. 235 |Israel 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/ usef ul i nf or mat i on/ speaker of nat pash/ _| ayout s/ aut hent i ca |Bl ock 14
te. aspx
Russi an . ) Paraneter Type Mol ation _ _ _
188.143.232.19 | . 147.237.77.216|dover.i df . i | ct| 00$ont ent P acetbl der 1$ucAr ti cl eLobbyGont rof $dat epi cker i n Bl ock 14
waw i df . i | /1283-en/ dover . aspx
207.46.13.82 |lnited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 14
66.249.69.35 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
188. 165. 15. 37 |Rrance 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273-he/ at al . aspx B ock 14
66.249.78.173 |Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 14
207.46.13. 144 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew text.asp B ock 14
68. 180. 230. 244 |Lhited Sates [147.237.77.233|atal .idf.il D stributed Uhaut hori zed URL Access on 147.237. 77. 233/ robot s. t xt Bl ock 14
66.249.78. 4 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 14
5.102.194.28 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 14
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8853- he/ r ef uah. aspx |B ock 14
66. 249. 78. 159 |Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 14
37.142.68.65 |[lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka. idf.il/ B ock 14
188. 165. 15. 241 |France 147.237.72. 166 |aka. i df . i | ;ﬂ:“it (;'folriil 7‘:)?);2%%??;; at o5/ vy behazdaa, or g, Bl ock 14
66. 249. 78. 173 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw idf.il/band B ock 14
66. 249. 64. 239 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
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