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I 149. 78. 154. 69
213. 57. 134. 227
H 68. 180. 230. 29

W 109. 64.207. 1
[ 149.78.172. 18
M 109. 65. 130. 34
72.9.148. 10
W 37.239.0.30




10-27-2015-01:04:05 to 10-27-2015-02:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
213. 151. 57. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13.7. 164 | srael 147.237.77.216 dover.idf.il SNHood full table drop 2
89. 248. 172. 98 Net her | ands 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1




10-27-2015-01:04:05 to 10-27-2015-02:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnat ure Devi ce Action |Oount |
74.208. 66. 220 Lhited Sates 147.237.76.31 |nakchal .idf.i| |3808: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 2
74. 208. 66. 220 Lhited Sates 147.237.76.31 |nakchal .idf.il |5670: HITP. SQ Injection (SALECT) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature
213.151. 57. 47 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 245
149.78.154. 69 |Israel 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 127
213.57.134. 227 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 105
149.78.172.18 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 71
24.135. 201. 246 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 48
68.180.228. 112 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 47
213.136.56.41 |Sweden 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 43
79.183.113.118 |lIsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 40
174.57.78.19 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 40
109.64.207.1  [Israel 147.237.72. 166 |aka i df .l [Bad TCP sequence SINAK retransmt with different — Jopgivor a7
wi ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 30
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 29
69.112.208. 131 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 27
Sreamng Engine: TQP Invalid i i ssi
79.182.19.206 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. Packet |, 27
Ret r ansni ssi on dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 27
Sreanming Engine: TCP Invalid i i ssi
66.249.78.173 |United Qates |147.237. 7. 216 |dover. i of . i g =g nvalid segnent retransmssion. Packet |, 24
Ret r ansmi ssi on dr opped.
80.178.213.48 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 23
176.13.18.91 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
65.94. 23. 12 Canada 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 21
Sreamng Engine: TCP Invalid i i ssi
40.77.167.37  |lwited Sates |147.237.77.216|dover.idf.i 9 =g Invalid segnent retransmssion. Packet | 20
Ret r ansni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.159 |lnited Qates |147.237.77. 216 |dover. i df . i g =g nvalid segnent retransmssion. Packet |, 20
Ret r ansmi ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.178 |Wited Sates |147.237.77. 216 |dover.idf. i g =g Invalid segnent retransmssion. Packet | 18
Ret r ansni ssi on dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 18
212.179.90. 106 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 18
191. 115.37.67 |Chile 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 16
212.199. 182. 150]I srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 15
109. 66. 41. 148 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 15
109. 64. 207. 1 | srael 147.237.72. 166 |aka.idf.il |dr op First packet isn't SN drop 14
85.54.75. 14 Spai n 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 14
74.101.165.28 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 14
109. 64. 207. 1 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 14
Sreanming Engine: TCP Invalid i i ssi
66.102.7.233  |United Qates |147.237.77. 216 |dover.i df i g =g nvalid segnent retransmssion. Packet |, 12
Ret r ansmi ssi on dr opped.
217. 147. 92. 69 z";;gom 147. 237. 77. 216 |dover. i df .i [dr op First packet isn't SWN drop 12
Sreanming Engine: TCP Invalid i i ssi
65.55.210.119 |United Qates |147.237. 7. 216 |dover. i df . i g =g nvalid segnent retransmssion. Packet |, 12
Ret r ansmi ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
157.565.30. 255 [Whited Sates |147.237.77. 216 |dover.idf. i g =g Invalid segnent retransmssion. Packet | 12
Ret r ansni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 65.130.34  |Israel 147.237.72. 166 |aka. i of . i g =g nvalid segnent retransmssion. Packet |, 12
Ret r ansmi ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
82. 145. 209. 106 |Eur ope 147. 237. 77. 216 |dover. i df .i g =g Invalid segnent retransmssion. Packet | 12
Ret r ansni ssi on dr opped.
67.236.214. 195 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 11
176.12.142. 100 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 11
89. 155. 86. 155  |Portugal 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 11
109. 200. 30. 154 z‘;;gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 10
69.171.228.123 |lLhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 10
206. 248. 134. 124|Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 10
207.46.13.178 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 10
2.52.141.132 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 9
207.46.13.144 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SWN drop 9
173.254.216.66 [Lnited Sates |147.237.77. 216 [dover.idf.i|dr op First packet isn't SYN drop 9
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 8
Sreaning Engine: TCP Invalid i i ssi
40.77.167.33  |wited Sates |147.237.77. 216 |dover. i of . 9 =g Invalid segnent retransmssion. Packet | 8
Ret r ansni ssi on dr opped.
69.171.228.119 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 8
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|Top Attackers In V\AF|

At acker

Devi ce

‘Oountry ‘Target Address |Site Sgnature Action ‘Count
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 154
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |Wnited Sates  |147.237.77.176|mat pash.idf.il vaw cogat . i df . i 1/ 901- he/ cogat . aspx Bl ock 84
109. 65. 130. 34 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 56
: . . Uhaut hori zed URL Access to
72.9.148.10  |Wnited States  |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 56
37.239.0. 30 Iraq 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawwidf.il/arr/ Bl ock 42
66.249.78.95 |Israel 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 14
m ny- kosher-kravi.id
54.157. 28. 22 Lhited Sates 147.237.0. 17 f inly Unaut hori zed URL Access to waww m ny- kosher-kravi.idf.il/ B ock 14
. . Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | i df ity d507f bge | d507f b8e B ock 14
. . D stributed WUhaut hori zed URL Access on
66.249.78. 159 |Israel 147.237.77.216|dover. i df . i | v i df i 1/ at al 1/ zkor / vi ew i . asp B ock 14
2.52.3.243 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 14
. . D stributed Whaut hori zed URL Access on
66.249. 67. 134 |l srael 147.237.77. 170 |maar achot . i df . i | 147. 237. 77. 170/ robot s. £ xt B ock 14
Russi an . . Paraneter Type Mol ation fronate in
188.143.232. 14 | o o0 147.237.77. 176 (mat pash. i df . i | vaw cogat . i df i 1/ 901- en/ cogat . aspx Bl ock 14
66. 249.78. 166 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 78. 166 B ock 14
2.52.175.222 |Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
79.182.19. 206 |l srael 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EWETATEENCRYPTED i n None 14
wa aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 67. 224 |Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 14
188. 143. 232. 19 Russi an 147.237.77. 216 |dover . i df .i | Paramater_ Type Mol ation ctl00$Cnt ent A acetbl der 1%t xt Bvai | in B ock 14
Federati on waw i df . i | /1038-en/ dover . aspx
. . Unhaut hori zed URL Access to
66. 249. 78. 166 || srael 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 14146- he/ dover . asp Bl ock 14
5.41.201.126 |Romani a 147.237.77.216|dover . i df .i | SSL Untraceabl e Connection - Qpen Mde None 14
. . Uhaut hori zed URL Access to
84.109. 226. 204 |l srael 147.237.72. 166 [aka. i df . i | v aka i o i |/ htt ps: / v aka. i i1/ B ock 14
66.249.75.16  |lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 14
: . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates 147.237.77. 216 |dover.idf .i | v i o i 1/5i p_storagel 11 es/ 6/ si ze220x0/ 17396. | pg B ock 14
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