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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
2.52.143. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 33
146.137.70. 71 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 20
46.19. 86. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 18
37.26.149. 230 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 9
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Udp Al _Nets drop 3
5.22.131. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.29.203. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
222.186. 21. 166 Chi na 147.237.76. 30 hi nush. i df . i | JLM Under _Attack_Con_Tcp drop 2
46.19. 85. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46.19. 85. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
223.67.116. 11 Chi na 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl drop 1
5. 8. 66. 78 Russi an Federation 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
5. 8. 66. 78 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |B ock Np Al _Net drop 1
134.173. 28. 81 Lhited Sates 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Qountry | rget Address |Site Devi ce Action |Oount |

104. 203.59. 254 |Lhited Sates 147.237.77.176 |nat pash.idf.i| |[C1000108: HTTP. Trying to | ocate existing FCkeditor B ock 36
104.203.59. 254 [thited Sates 147.237.77.74 |lawidf.il Cl000108: HTTP. Trying to | ocate existing FQkeditor B ock 36
104. 203.59. 254 |Lhited Sates 147.237.77.216 |dover.idf.il C1000108: HTTP. Trying to | ocate existing FCKeditor B ock 34
104. 203.59. 254 |Lhited Sates 147.237.77.74  |lawidf.il 0854: HITP. upl oad* Access B ock 12
104.203.59. 254 [lhited Sates 147.237.77.176 |mat pash.idf.il |0854: HITP: upl oad* Access Bl ock 12
104. 203.59. 254 |Lhited Sates 147.237.77.216 |dover.idf.il 0854: HITP. upl oad* Access B ock 11
104. 203.59. 254 |Lhited Sates 147.237.77.74  [lawidf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1

82.158. 30. 199 Sain 147.237.77.176 |natpash.idf.il |0008: HITP: Xenu User Agent B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Pal estinian Territory,

46. 244.92. 44 Qccupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 156
79.183.113. 118 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 139
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 108
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 100
213.57.234.107 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 66
46. 19. 85. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 64
2.52.156. 150 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 54
188. 161. 104. 122 glcisgiig;a” Territoryly 47 237.77. 216 |dover. i . i1 drop Frst packet isn't SIN drop 49
84.228.59. 6 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 48
85.168.179. 177 |Rance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
1.129.96. 184 Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
46.19.86.248  |israel 147.237.72. 166 |aka. i df .| Sireamng Engi ne: TCP [nval 1d linvalid segent retransnission. |, o 27
Ret r ansm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
87.68.72.6 I srael 147.237.77. 243 ot e ior i1 | SAMNG Engine: TCP Invalid |invalid segnent retransnission. | op 24
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
66.102.8.173  |United Qates 147. 237 77. 216 |dover. 111 | SAmNg Engine: TP Inval id fimvalid segnent retransnission. |, o, 18
Ret r ansni ssi on Packet dr opped.
213. 61.248. 251 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
179.197.229. 67 |Bazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 14
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
109. 160. 221. 220]|1 srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
174.22.9.129 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
206.214. 246.4 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
139. 162. 216. 112|Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46. 19. 86. 116 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
202.45.119.33 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
66.102.8.178  |Wited Sates 147. 237. 77. 216 |dover . i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
176. 13. 10. 181 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
2.52.143.75 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
109. 200. 30. 154 [United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
77.127.135.43 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
66. 214. 56. 13 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
2.54.157.173  |israel 147.237.77. 243 |mvit i1 | S2M NG Engine: TQP Invalid linvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
37.26.149.230 | srael 147, 237. 72. 167 |i shurimaka i o || SN NG Bngine: TCP Invalid imvalid segnent retransnission. 9
Ret r ansni ssi on Packet dr opped.
40. 77. 167. 33 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
80. 40. 134. 104 |United Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
109. 65.24. 138  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
5.29.224.174 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
176. 13. 0. 205 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
149. 160. 219. 32 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
104.203.59. 254 |Uhited Sates [147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 104. 203. 59. 254 B ock 406
104. 203.59. 254 [Lhited Sates |147.237.77. 176 |nat pash. i df .i | Mil tiple Unhauthorized URL Access from 104. 203. 59. 254 Bock  [350
104. 203.59. 254 |thited Sates [147.237.77.216|dover.idf.il Mil tipl e Wnaut hori zed URL Access from 104. 203. 59. 254 B ock 329
Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed
01022617FBD451DED208FE268F3CA054DED20800093300310038003
46.19. 85. 31 I srael 147.237.76.39 |nobil e. nei tav.idf.il]1003600370035003100370000012F00FF, Cbserved None 126
0102CAFE5A3E8FDCD208FECA769C0992DCD2080009330031003800
31003600370035003100370000012F00FF
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Block (56
2.54.170. 100 | srael 147.237.77.243|nobi l e.i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 28
31.168. 136. 250 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 28
104. 203.59. 254 |Uhited Sates [147.237.77.216|dover.idf.il Mil tipl e Admin Bl ocki ng from 104. 203. 59. 254 B ock 28
176.13. 6. 197 | srael 147.237.77.243|nobi l e.i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 28
104. 203.59. 254 |lnited Sates [147.237.77.74 [lawidf.il PHP Attenpt B ock 28
2.54.157. 173 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 28
66.249.78.173 |lsrael 147.237.77. 216 |dover.i df . il D stributed Suspici ous Response Code Bl ock 14
. . Unaut hori zed URL Access to
109. 186. 188. 144l srael 147.237.77.74 [lawidf.il vw | aw i df i 1/si p st oragel fi | es/ O/ 310, pdf <br ><br > --- - B ock 14
104. 203.59. 254 |lhited Sates |147.237.77.74 [lawidf.il Adnin Bl ocki ng B ock 14
84.95.110.139 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 14
192.126. 156. 33 |Uhited Sates |147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/tenpl at es/ honepage/ B ock 14
. . . Uhaut hori zed URL Access to
50.97.52.130  [Wited Sates [147.237.77.216|dover.idf.il v i df i |/ &usg=al ki r b r gbac-1 f 54r ef bbj ysr c1kr agq Bock |14
104. 203.59. 254 [Lhited Sates |147.237.77. 176 |nat pash. i df . i Ml tiple Admin B ocking from 104. 203. 59. 254 B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
89.138.65.171 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai 1V sachar / vi evpni of . aspx None 14
] . Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
66.249.78.173 |[Israel 147.237.77.216|dover. i df . il from 66, 249. 78. 173 B ock 14
m ny- kosher - kr avi ' i
176.12. 143. 141 |Israel 147.237.0.17 |V llegal Paraneter Encoding rnd in . None |14
idflil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
17.138.54. 77 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed UR. Access to ww i df.il/appl e-app-site-association B ock 14
104. 203.59. 254 |Uhited Sates |147.237.77.74 [lawidf.il Mil ti pl e Admin Bl ocking from 104. 203. 59. 254 B ock 14
84.95 110. 139 | srael 147. 237. 0. 19 madimatal idf.il Far_anet er T)_/pe \/1 ol ation ctl00$Cont ent A acetHbl der 1$t xt Entrance in B ock 14
nadi matal .idf.il/1088- he/ neretz. aspx
197. 41. 94. 55 Egypt 147.237.77.216|dover . i df . i Abnorrnal |y Long Request et hod B ock 14
66.249. 64. 168 [l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 14
93.173. 142. 204 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 14
} . . . Lhknown Paraneter &ortDr in
68.180.229. 121 |lhited Sates |147.237.76.200(ei tan. aka.idf.il v ei tan. aka i df i1/ 1103- he/ ei t an. aspx None 14
m ny- kosher - kr avi _ ,
176.12.143. 141 |l srael 147.237.0. 17 Pdf il Mitiple Illegal Paraneter Encoding from176.12. 143. 141 None 14
87.68.72.6 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Suspicious Response Code B ock 14
66.249. 67. 143  [Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 14
} . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Uhited Sates [147.237.77.216|dover.idf.il Wi f i /i p_storagel i1 es/ 5/ si ze220x0/ 17365 | pg B ock 14
94. 23. 30. 222 France 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 14
37.239.0. 87 Iraq 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwnidf.il/arr/ B ock 14
. ] Unaut hori zed URL Access to
87.69.184.104 |Israel 147.237.77. 176 [mat pash. i df . i | Wi cogat i df i 1/si p storagel i1 es/ 9/ 4629, pg Bl ock 14
66.249.78.166 [Israel 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
217.12.204.95 |Wkraine 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to naarachot.idf.il/pdf/files/ 9/ B ock 14
Russi an . . Paraneter Type Mol ati on PageNumin
94.141. 38. 16 e ot i on 147.237.77.74 [lawidf.il v | aw i df i |/ 327- en/ pat zar . aspx Bl ock 14
79.176.150. 171 i srael 147. 237.72. 166 |aka. i df . i | Paraneter Read Qnly Miolation in N None |14
wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
Russi an Paraneter Type Mol ation
188. 143. 232. 16 . 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 14
Federati on . ;
ww i df . i | /1283- en/ dover . aspx
104. 203.59. 254 |thited Sates |147.237.77.74 |lawidf.il Unaut hori zed LRL Access to www | aw idf.il/fck/ B ock 14
89.138.65.171 |l srael 147.237.72. 166 |aka. i df . i | Wnknown Parareter __VI EASTATEENCRYPTED i n None |14

wan aka. i df . i |/ nai n/ sachar/request . aspx

10-27-2015-00:04:04 to 10-27-2015-01:04:04




