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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
0.0.0.0 147.237.77.216 dover.idf.il |[SINHood full table dr op 176
220.181.108. 111 Chi na 147.237.76. 86 navy.idf.il |TQP handshake viol ation, first packet not syn |drop 122
109. 186. 30. 171 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 35
46.19.86. 1 | srael 147.237. 72. 166 aka.idf.il Anonal y- SSL.-renegoti ation-di dest - r eset 35
84.228. 145. 209 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 30
109. 65. 146. 134 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 25
46.19. 86. 195 | srael 147.237.77. 216 dover.idf.il |SYINHood full table drop 25
89. 139. 16. 195 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 22
85. 250. 223. 182 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 21
2.54. 165. 46 | srael 147.237.77. 216 dover.idf.il |[SINHood full table dr op 20
2.52.172. 167 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 18
84.197.249. 213 Bel gi um 147.237.77.216 dover.idf.il |[SINHood full table dr op 15
176.13.2.48 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 12
212.179.21. 194 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 11
87. 68. 158. 99 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
193. 41. 209. 2 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
87.69.178. 80 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
2.54.14. 44 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
84.111. 155. 155 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 9
77.125.82. 58 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 7
212.116. 166. 10 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
109. 67. 146. 232 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 6
84.94.178. 86 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
5. 102. 224. 149 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
46. 19. 86. 57 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 5
149.78.172. 18 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 5
84. 109. 238. 47 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
79.178. 20. 75 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 5
77.125.10. 119 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 5
79.177.183. 204 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
85. 130. 247. 199 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 4
46. 19. 85. 233 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 4
79.182.165.123 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
2.54.150. 105 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 3
84. 109. 25. 20 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 3
108. 214. 90. 214 Lhited Sates 147.237.77.216 dover.idf.il |[SINHood full table dr op 3
37.26.148. 158 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 3
79.183. 219. 140 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
176.13.5. 69 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 3
2.54.14. 44 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 3
176. 13. 12. 49 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
79.182. 185. 180 | srael 147.237.77. 216 dover.idf.il |SYINHood full table drop 2
46. 28. 143. 27 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il |SINHood full table dr op 2
176.12.137.189 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
80. 246. 137. 39 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
46.19. 86. 195 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 1
167.114. 82. 227 Canada 147.237.76. 34 yohal an.idf.il|B ock Wp Al _Nets drop 1
93.172. 139. 44 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
80. 246. 136. 80 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count |

217.168.145.10 |United Kingdom |147.237.77.176 |matpash.idf.il [19863: HITP: WrdPress Revslider/Showbiz PHP File Ul oad B ock 3
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Sig nature

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 68
46. 101. 23.252  |Russian Federation |[147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 59
212.199.57. 204 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 57
5.29.224.174 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 54
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 53
12.183.151.98 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 49
149. 78. 93. 112 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
132.66.235.71 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 41
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
77.125.82.58 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 40
213.57.137.102 |israel 147.237.72. 166 |aka i df i Bad TCP sequence ﬂﬁtrfg;g&i& ‘g‘ th moni tor |39
109. 226. 44. 156 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 39
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
84.109. 25. 20 | srael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 33
77.127.225.248 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
5.102.224.149 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
80. 246. 133. 156 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
2.54.2.195 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
84.197.249. 213 |Bel gi um 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
195. 74. 38. 14 Sweden 147.237.77.233|atal .idf.il dr op SAMrul e drop 27
64.233.172.155 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
84.109.243.17 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
176.12.140. 118 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
69. 145. 170. 136 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
109. 76.170. 118 |[lreland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
79.182.185. 180 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
79.180. 209. 181 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
2.54.165. 46 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
46. 28.143. 27 glcisgiig;a” Territoryly 47, 237.77. 216 |dover. i df i1 drop First packet isn't SIN drop 24
100. 100. 43. 249 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
100. 100. 97. 164 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 22
100. 100. 43. 249 147.237.77. 226 V‘:"I”“ chamatz. aka. idf |y o First packet ismt SWN drop 22
46.19. 86. 1 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. |, 21

Inval i d Retransm ssi on Packet dr opped.
109. 67. 146. 232 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
85. 65. 189. 182 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
82.81.35.192 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
37.142.184.159 |israel 147. 237.72. 156 |anan.i of .| Bad TCP sequence ﬂﬁtﬁgggﬂfgc; ‘g th moni tor |19
80. 246. 133. 237 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
84. 94. 80. 31 I'srael 147. 237.77. 216 |dover . i f .1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 18
Inval i d Retransmission Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
2.90. 54. 196 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
46. 19. 86. 153 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
46. 120. 190. 80 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
2.54.10. 61 I srael 147.237.0.19 |madimatal .idf.il ;og 4Migy 6°1f the Sane Response Code (404) in Session from B ock 1764
] . . Par aneter Type M ol ati on PageNumin
68.180.230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 84
} . . Uhaut hori zed URL Access to
68. 180. 230. 240 |Lhited Sates [147.237.77. 170 |maar achot . i df . i | maar achot i df i 1/ pdf /11 | es/ 2/ 112922, pdf xix s Bl ock 84
84. 94. 16. 208 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 70
. . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
186. 202. 126. 123 |Brazil 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df . il/901-10616- en/ B ock 42
66.249.78.173 |[Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 42
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
157. 55. 39. 26 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unhaut hori zed URL Access on v i df.il/anan Bl ock 14
87. 68. 80. 36 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/aj ax/ updat est at us. php |Bl ock 14
37.218. 254. 108 |Ger nany 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to chi nuch. aka. i df . i/ bl og/ wp- adni n/ B ock 14
79.181.109. 144 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LR from79.181.109. 144  |B ock 14
184.168.200. 76 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df . il Unaut hori zed URL Access to chinuch. aka. i df . i | /wp/ wp- adm n/ B ock 14
112. 111. 184. 196 |cni na 147. 237.72. 166 |aka. i df . i | Ml tiple Lhtraceapl e SSL Sessions from112.111. 184. 196 None 14
(Uhknown SSL Sessi on)
46.121. 239. 168 |l srael 147.237.72. 166 [aka. i df . i | O stributed PHP At tenpt B ock 14
84.109. 25. 20 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx  |Bl ock 14
79.176.99.240 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 14
195. 154. 173. 103|France 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 14
66.249.78.159 |l srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/1133-12801-h B ock 14
m ny- kosher - kr avi . i j i
176.13.15.83  [Israel 147.237.0. 17 "y llegal Paraneter Bncoding rnd in . None 14
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . Paraneter Read Qily Molation in
87.69.52.30 I srael 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
Unaut hori zed URL Access to
45.55. 164. 167 147.237.0.34 [tikshuv.idf.il v ti kshuv. i df . i | /894- hel ti kshuv. aspxshar ed/ user cont rol s/ header |B ock 14
upper /
79.183.219. 140 |lIsrael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from 79. 183. 219. 140 B ock 14
77.125.148.206 |[Israel 147.237.72. 156 [aman. i df . i | PHP Att enpt B ock 14
112. 111. 184. 196|Chi na 147.237.72.166|aka. i df . i | SSL Uhtraceabl e Gonnection - Whknown SSL Sessi on None 14
. . D stributed Unhaut hori zed LRL Access on
46.121. 239. 168 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 14
5.22.131. 238 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
84.228.180.9 | srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 14
79.178.10.198 [Israel 147.237.77.216|dover.idf .il PHP Attenpt B ock 14
m ny- kosher - kravi . i , .
176. 13. 15. 83 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.13. 15. 83 None 14
. . D stributed Unhaut hori zed LR Access on
87.69.105.237 [Israel 147.237.77.216|dover.idf.il v i o i1/t tps: /v cf i1/ Bl ock 14
46.19. 85. 100 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 14
. . Unaut hori zed URL Access to
79.183.219. 140 |israel 147.237.77. 176 [nat pash. i df . i | wiw cogat . i df i 1/ 1043- 11740- eng/ cogat . aspx Bl ock 14
Russi an . . Paraneter Type M ol ation ct|00$Cont ent A aceHbl der 1t xt Brai | in
188.143.232.15 | o o0 147.237.77. 216 (dover. i df . il v i df i 1/ 1038- en/ dover . aspx B ock 14
. . Unaut hori zed URL Access to
77.125.148. 206 |l srael 147.237.72. 156 |aman. i df . i | v anan. i f i |/ aj ax/ updat est at us. php B ock 14
66.249.67.134 [Israel 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robot s. t xt B ock 14
138. 134.102. 15 |Israel 147.237.77.216|dover. i df . il Distributed Whaut hori zed URL Access on waw i df.il/nil net Bl ock 14
Dstributed Paraneter Read Qily Mol ation
5. 29. 92. 240 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx  |[None 14
par anet er
85. 25. 236. 165  |Ger many 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to chinuch. aka. i df.il/test/wp-admn/ B ock 14
79.178.10.198 [Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwu i df.il/aj ax/ updat est at us. php B ock 14
176.13.22. 165 |l srael 147.237.77.243|nobi l e.idf . i | O stributed Uhaut hori zed LR Access on nobi | e.idf.il/sachar/index |Bl ock 14
: . . . Unaut hori zed URL Access to
98.143.112.201 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df . il chi nuch. aka. i df . |/ wor dpr ess/ wp- adni Bl ock 14
. . Uhaut hori zed URL Access to
46. 19. 86. 26 I srael 147.237.76.31 |nakchal .idf.il 147. 237. 76, 31 si p, st or agel f | es/ 8/ 1668. doc Bl ock 14
81.218.151.16 |[Israel 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mode None 14
. . Uhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994- 9709- he/ r ef uah. aspx Bl ock 14
79.176. 64. 61 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/https:/wanaka.idf.il/ |[B ock 14
66. 249. 69. 43 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
138.134.192. 10 |Israel 147.237.77.216|dover. i df .l Lhaut hori zed URL Access to v idf.il/ml net Bl ock 14
: . . Unaut hori zed URL Access to
17.138.59. 144 |Uited Sates |[147.237.72.166|aka.idf .il vuww aka. i f i |/ appl - app-si t e- associ at i on Bl ock 14
87. 68. 80. 36 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 14
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