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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target

Address

‘Signature

TCP handshake vi ol ation, first packet not

220.181.108. 110 Chi na 147. 237.76. 86 navy.idf.il - drop 516
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 318
2.52.139.192 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 132
5.22.130. 184 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 87
176. 13. 21. 215 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 61
31. 151. 248. 145 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 35
46. 19. 86. 151 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.181.186. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
79.181.186. 227 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 22
109. 66. 3. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
109. 65. 34. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
192.116.177. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
2.52.38. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
78.108. 161. 226 Lebanon 147.237.77. 216 dover.idf.il SYNHood full table drop 12
84.111.164. 25 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
209. 150. 88. 155 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
176. 13. 18. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.1.202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 67. 57. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
192. 34. 76. 178 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46. 19. 85. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 66. 104. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.180. 55. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
84.228. 68. 177 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
2.54.2.195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
95. 86. 66. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 12.149. 137 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
84.228.222. 20 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
2.52.33.74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 186. 185. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
149. 78. 96. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
149. 78. 176. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
209. 150. 88. 155 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26. 146. 210 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.54.188. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.178.111. 80 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 65. 2. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 85. 133 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
159. 54. 138. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.16. 167 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46. 101. 23. 252 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 5
93.172. 38. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.39. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 13. 20. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
79.181. 109. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31. 168. 200. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 138. 46. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.8.65. 135 Z:d'cisgi'gc'ja” Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 4
2.54.128. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 139. 52. 182 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess
37. 26. 148. 242 | srael

46. 252. 131. 34 Ger many

‘Site |S gnature
147.237.77.216 |dover.idf.il

147.237.72.166 |aka.idf.il

|D3vice Action |Oount |
B ock 1

14170: HITP. B ank Wser-Agent (descriptor but no string)
Cl000106: HITP. naj estic bot

Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
8.37.227.150 Anonynous Proxy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 617
208.218.238.20 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 139
192. 104. 181. 238|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 129
146. 251. 253. 125|Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 86
185.58.201.28 [Lebanon 147.237.76.30 |hinush.idf.il drop First packet isn't SN drop 69
95. 86. 67. 214 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 46
213.204.101. 25 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
89. 187. 142. 208 |Czech Republic 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
37.142.100. 166 |l srael 147.237.72. 166 |aka. i df . Bad TCP sequence ;Wﬁnrﬁ:;g;;?c; 2’ th moni tor  [35
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
46. 19. 85. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
149. 255. 204. 18 |lrag 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
185.58.201.28  [Lebanon 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber monitor |29
46.19. 86. 8 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
185.58.201.28 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert 26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
46. 43.75. 156 g‘ilcisgii:;a” Territony.l1 47, 237. 77. 216 |dover. i of . drop Frst packet isn't SN drop 26
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
46. 19. 85. 59 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 22
192. 34.76.178 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
131. 253. 25. 203 |Uited Sates 147. 237. 77. 216 |dover.i df . i Stream ng Engl ne: TGP Invalid |invalid segnent retransissi on drop 20
Ret r ansm ssi on Packet dr opped.
5.22.130. 184 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
2.54.16. 167 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
199.72.36.3 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
93.172.38.216 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
40.77.167.36  |Uited Qates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Inval id finvalid segrent retramsmission. | 18
Ret r ansni ssi on Packet dr opped.
66.249.78.159 |Wnited Sates 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 18
Ret r ansni ssi on Packet dr opped.
149. 78. 96. 98 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
12.183.151.98 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
37.201. 193.102 |Germany 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
68. 185. 0. 66 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
37.26.146.241 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
100. 100. 31. 171 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 16
159.54.138.10 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
37.46.39.245  |israel 147, 237. 72. 167 i shuri maka i o1 || SN NG Bngine: TCP Inval i d finval id segrent retransmission. | 15
Ret r ansni ssi on Packet dr opped.
84.109.127.85 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
192.116. 177. 138|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
109. 67. 134. 136 I srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id imvalid segnent retransmssi on drop 15
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
62.209. 6. 71 Bahrai n 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
37.26. 146. 167 |lsrael 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 13
109. 66. 43. 78 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
46.19. 85. 99 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 217 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 406
68.180.230.29 |lnited Sates |147.237.77.176 |nat pash. i df .i | Paraneter Type M ol ati on PageNumin vww cogat . i df.il/1043-ar/ cogat . aspx |B ock 84
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code B ock 70
93.125. 99. 34 Bel arus 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 93.125. 99. 34 B ock 56
72.9.148.10 Wited Sates [147. 237. 72. 166 |aka. i df . i | m;&:‘f;‘?iwiﬁ Eloéii ;jsg“:;e?;d.zgxmo"‘” R on B ock 56
84.228.200. 100 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 56
72.9.148.10  |United Sates |147.237.76.86 |navy.idf. il m“t]zs;' e R e 0/ navy. aspx. aspx Bock |56
80.179. 141. 237 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 42
75.139.60.176 |Wited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 42
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwwuidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 28
72.9.148.10 Lhited Sates |147.237.72.166|aka.idf.i | Uhaut hori zed Met hod HEAD for www aka. i df.il/main/giyus/default.aspx  |B ock 28
66.249.78.166 |lsrael 147.237.77. 216 |dover. i df . i | Distributed Suspici ous Response Code B ock 28
84.111.241.179 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 28
i ted . ) Unaut hor_i ze_d URL Access to _ _ _
178.62.209.185 | . ngdom 147.237.77.74 [lawidf.il ww | aw i df.i1/tenpl ates/ getfil e/ getfile. aspx?fil ename=xhl | yta2l tawns5kb2 (Bl ock 14
nE&i nf ocent er i t en¥t rue
79.176.126.34 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
148. 251. 137. 43 |Ger many 147.237.72. 166 |aka. i df . i | Mil tiple Uauthorized Method for Known URL from 148. 251. 137. 43 B ock 14
2.54.151. 127 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
84.109.127.85 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 14
218. 200. 139. 242|chi na 147. 237.77.176 |nat pash. i df . i | m“;ggg_ﬁ?.Eﬁsﬁ‘;rc:fuéé’momol of heeder upper Bl ock 14
173. 252, 120. 100|Uited Sates [147.237.0.34 [tikshuv.idf.il [0 00" 472?‘;12‘:;';6;2/?}627‘2? ra2200) 1744, g Bock |14
105. 158. 217. 42 |Mor occo 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized URL Access on v i df . il/anan Bl ock 14
62.210.88.201 |France 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www googl e. pl / sear ch B ock 14
185. 101. 107. 189 147.237.77. 216 |dover . i df .i | LR s fave Roor Drectory s/ cuery/ query- L 4. 2.rin| Bock |14
79. 183. 23. 89 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 14
66.249.78.173 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 14
149. 78. 6. 219 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
93.125.99. 34 Bel arus 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/test/wp-adnmin/ B ock 14
84.110. 145. 186 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
176.12.141.94 | srael 147.237.77. 243 |nobi | . i df . i | m;ﬂt:?r(;fsz , Lciegpgfyetfﬁ,ﬁ e/ stchi | ddocunent s/ 1071 B ock 14
Dstributed Paraneter Read Qily Mol ation
109. 64. 126.50 |l srael 147.237.72. 166 |aka. i df . i | wav aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
66. 249. 64.240 |Israel 147.237.77. 216 |dover.i df . il D stributed Unauthorized URL Access on 147.237.77. 216/ robots. t xt B ock 14
87.69.124.221 | srael 147. 237.72. 166 |aka. i df . i | V':\jw;: ;L:Li‘td‘:ﬁji wﬁtuttgg}ﬁagi gfcclels/s on Bl ock 14
188. 165. 15. 108 |France 147.237.77.74 |lawidf.il muf 2\3: ;f _di |%o,f§g|e§/scct3roe/ doc_ngr/ doc_nyr . asp Bl ock 14
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 14
149. 88. 8. 189 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 14
93.172.110. 2 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
46. 19. 86. 109 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
84.111.180.70 |[Israel 147.237.72. 156 |anan. i df . i | Mil tipl e Untraceabl e SSL Sessions from84. 111. 180. 70 (Qpen Mbde) None 14
176. 13. 0. 158 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 14
109.65.34.118 |l srael 147.237.0.19  [nadi matal .idf.il ﬁau;]h;)trglz.ei%fl.ﬁ/f‘;;e)f:t ;;J/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock 14
66.249. 78.109 |Israel 147.237.77. 216 |dover.i df . i| Unaut hori zed URL Access to 147.237.77.216/ robots. txt B ock 14
2.54.16. 167 I srael 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessi ons: Qpen Mbde None 14
87.69. 190. 81 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/waw aman.idf.il/ Bl ock 14
81.218.151.16 |[Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 14
195. 154. 227. 118|France 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/wp-content/ B ock 14
173.252.90.229 |thited Sates [147.237.0.34 |tikshuv.idf.il ﬁ?f‘tzg;rg.zggl ;%_Spfgfzse/tfoi | est 4f i 26220000 1744, | pa Bl ock 14
93.172.188. 185 |Israel 147.237.72. 166 |aka. i df . i | ehknoun Farareter Sﬁ:}'j’fﬁ;ﬁ%ﬁ o J. a5 None 14
46. 19. 86. 145 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
84.111.180.70 [Israel 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 14
176.13.22.238  |Israel 147.237.0.19 [nadi matal . i df i || 22T er he Mol e ot f);i' m”t ent M acetbl der 13t xt Gaptcha i n Bock |14
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