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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
5.29. 153. 220 | srael 147.237. 72. 166 aka.idf.il TAP Scan (vertical) drop 2120
85.130. 177. 122 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qdi dest - r eset 639
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 573
46.116. 116. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 78
46. 120. 65. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 57
79.24.92.129 Italy 147.237.77.216 dover.idf.il SYNHood full table drop 34
93.173. 10. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
77.125. 4. 44 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 23
109. 65. 34. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
78.108. 161. 226 Lebanon 147.237.77. 216 dover.idf.il SYNHood full table drop 15
176. 13. 9. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
54.244.22. 103 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 12
109. 148. 164. 117 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 12
79.181.170. 176 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 12
46. 31. 103. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
79.182. 195. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
82.80.175. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
84.24.130. 76 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 64. 24. 49 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
77.127.86. 26 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 10
176. 106. 226. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 186. 14. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
93. 172. 140. 255 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
89. 138. 254. 173 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
31.168. 212. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
31. 168. 29. 243 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 8
80. 246. 136. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
192. 159. 40. 171 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 7
105. 158. 217. 42 Mor occo 147.237.77. 216 dover.idf.il SYNHood full table drop 7
94. 230. 84. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
85. 246. 93. 58 Por t ugal 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 66. 23. 188 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 6
46.19. 86. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.228.130. 171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 12. 146. 52 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.176. 190. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46.121. 69. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
168. 30. 19. 137 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 6
46. 19. 86. 21 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.177.22.73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26.148. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87. 68. 157. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
67.194. 236. 234 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 5
79.178.218. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.13.17. 231 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.155. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.31. 101. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
89. 139. 176. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.102. 232. 21 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

84.111. 154. 107 I srael 147.237.77. 74 lawidf.il |CL000004: HITP: options nethod (M crosoft) B ock 4
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

109. 65.73. 2 | srael 147.237.76. 200 |eitan. aka. i df.il Ret r ansni ssi on Packet dr opped. drop 77
2.54.155. 120 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 333
141.0.13.75 Nor way 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 226
94.119.1.2 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 226
99. 116. 17. 81 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 217
37.16.193. 39 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 109
213.160.54.22 |Satzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 85
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 80
212.117. 149. 162|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 70
85.130. 177. 122 | srael 147, 237, 72. 167 i shurimaka i cf i || @M NG Bngine: TP Invalid - finvalid seqnent retransnissi on. dr op 69
Ret r ansn ssi on Packet dr opped.
54.244.22.103 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 68
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 68
2.54.133. 190 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 67
46. 120. 230. 38 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 65
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
46. 19. 86. 43 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 61
199. 230.16.88 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 59
46.19. 86. 198 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
105. 158. 217. 42 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 55
85.130.177. 122 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 55
81. 182. 4. 66 Hungary 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 53
176.13.7. 146 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 52
79.182. 223. 18 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 49
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 48
90. 177. 202. 36 gg}%ﬂ . 147.237.77. 216 |dover.i of . i dr op First packet isnt SWN drop 48
109. 66. 62. 75 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
109. 66. 155. 23 | srael 147. 237.77. 216 |dover. i df .il dr op Frst packet isn't SN drop 47
87.68. 44. 130 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47
46. 19. 86. 209 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 46
168. 30. 19. 137 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 45
37.142.96.104 [ srael 147.237.72. 166 |aka. i of .| Bad TCP sequence mﬁsg rea”smt wthdifferent | opitor  [as
80. 12. 35. 210 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
79.178.18.108 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
79.177.133. 142 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 40
82. 80. 175. 35 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
100. 100. 93. 192 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 38
176.13.22. 15 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
70.133.147.102 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 36
54.187.55.213 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 36
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 35
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
46. 19. 85. 183 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
176. 13. 13. 90 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
176.12.147.25 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
109. 200. 30. 154 LK?ir::gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 28
109. 66. 23. 188 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
46. 19. 85. 109 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
186. 107. 225.64 |Chile 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 65. 73. 2 | srael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Miny of the Same Response Code (404) B ock 2142
109. 64. 143. 147 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 1176
m ny- kosher - kr avi . i _ _
176. 13. 22. 136 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 176. 13. 22. 136 None 82
; . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx B ock 56
109. 66. 80. 241 |l srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 42
87.69. 16. 116 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At t enpt B ock 42
109. 66. 80. 241 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed URL Access on Bl ock 42

wan aka. i df . i |/ aj ax/ updat est at us. php

87.69.16.116 | srael 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed URL Access on B ock 42
wn aka. i df . i |/ aj ax/ updat est at us. php

Uhaut hori zed URL Access to

109. 65. 73. 2 I srael 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka. i of . i |/t enpl at es/ honepage/ homepage. aspx B ock 28
188. 120. 133. 143]I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 28
8.37.227. 253 g”&';ymus 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Gode B ock 28
2.54.163. 151 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 28
188. 120. 133. 143l srael 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed URL Access on B ock 28
v aka. i df . i 1/ aj ax/ updat est at us. php
178. 62. 209. 185 |Uhited Ki ngdom |147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed LRL Access from 178. 62. 209. 185 B ock 28
Russi an Paraneter Type Mol ation
188. 143. 232. 15 ) 147.237.77.216|dover.i df . il ct |1 00$Cont ent P acetbl der 1$ucArti ¢l eLobbyCont rol $dat epi cker in  [B ock 28
Federation : -
wa i df . i1 /1283- en/ dover . aspx
192.99. 12. 99 Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/defaul t.aspx Bl ock 28
84.228.119.26 |Israel 147.237.72. 166 |aka. i df . i | Distributed Uhauthorized Mthod for Known LRL on Bl ock 28

wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser
46.117.213.53 |israel 147.237.72.166 |aka. i df . i | Distributed Uhaut hori zed LR Access on Bl ock 14
wn aka. i df . i |/ aj ax/ updat est at us. php

Unaut hori zed Met hod HEAD f or

109. 66. 130. 254 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx B ock 14
89.20.233.195 [Norway 147.237.77.216|dover . i df . il D stributed Suspicious Response Code Bl ock 14
. . D stributed Unaut hori zed URL Access on
5.28.133. 222 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 14
80. 246. 137. 155 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
m ny-kosher-Kkravi.i [i11egal Paraneter Encoding
176.13.22.136  |Israel 147.237.0. 17 & il KOPD] yakd] ] 17yx98; Ak$94.d: UAC2] wxHay None 14
m ny- kosher - kr avi . i ing - : i
77.125.113. 240 [Israel 147.237.0.17 ny Double UR. Encoding - parameter: ReturnUl in B ock 14
af.il mny-kosher-kravi.idf.il/tenpl ates/| ogi n. aspx
. . . Uhaut hori zed URL Access to
37.142.64.146 |Israel 147.237.0.34 |tikshuv.idf.il v ti kshuv. i o i 1/ ax! updat est at us. php B ock 14
2.54.134.104 I srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Unknown SSL Sessi on None 14
84.228.119.26 | srael 147.237.72. 166 |aka. i df . i | Whaut hori zed Met hod QPTI ONS for B ock 14

v aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser
Unknown Paraneter _ VI EASTATEENCRYPTED i n

79.180. 151. 221 [lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai v sachar / vi ewpni of . aspx None 14
46.121.232.50 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
109. 67. 5. 86 I srael 147.237.72. 166 |aka. i df . i | Dstributed PH> A tenpt Bl ock 14
89.138. 254. 173 [Israel 147.237.77.216|dover.idf .l SSL Wntraceabl e Connection - Qpen Mde None 14
84.108.75.247 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 14
79.176.164. 252 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 14
. . Uhaut hori zed URL Access to
46.19.85.182  |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 14
79.181.223. 142 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At t enpt Bl ock 14
-kosher - kravi . i df .
54.82.112.127 |lhited Sates 147.237.0. 16 rl’/ Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 14
109. 67. 5. 86 I srael 147. 237.72. 166 |aka. i df . i | Oistributed thauthori zed URL Access on B ock 14
wn aka. i df . i |/ aj ax/ updat est at us. php
31.154.91.55 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 14
. . D stributed Lhauthori zed URL Access on
84.108. 75. 247 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 14
79.176.181. 245 |[lIsrael 147.237.77. 216 |dover.idf.i | Distributed Unhauthori zed URL Access on v idf.il/arr/ B ock 14
46.19. 85. 245 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
5.22.131. 252 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
. . D stributed Lhauthorized URL Access on
79.181. 223. 142 |Israel 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 14
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf.il Distributed Suspici ous Response Code Bl ock 14
110. 85.113.50 |Cni na 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock 14
109. 65. 63. 191 |l srael 147. 237. 72. 156 |aman. i df . i | Distributed thaut horized URL Access on Bl ock 14

wan anan. i df . i |/ https:/waw anan.idf.il/
31.154.91.55  |israel 147. 237. 72. 166 |aka. i df . i | Distributed Lhauthori zed URL Access on B ock 14
wn aka. i df . i |/ aj ax/ updat est at us. php

Dstributed Parameter Read nily Mol ation

84.109. 235. 27 | srael 147.237.72. 166 |aka. i df . i | wwn aka. i df . i 1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx |None 14
par anet er
m ny- kosher - kr avi . i
178. 168. 40. 247 |0 dova, 147.237.0.17 my Unaut hori zed URL Access to / B ock 14
Republ i ¢ of af.il

. . D stributed Unaut hori zed URL Access on
79.176.191. 117 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka i o i |/ htt ps: / ww aka. i of i1/ B ock 14
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