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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TAP Scan (vertical) drop 3573
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 1118
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - reset 91
46.19. 86. 226 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qi dest - reset 64
37.26. 147. 181 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 55
77.125.1.221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 54
169. 204. 238. 158 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 44
79.179. 129. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.179. 178. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 29
46.19. 85. 196 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 28
46.19. 85. 163 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 26
2.54.7.128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
46.19. 85. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
212.117.128. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
205.215.177. 188 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
46. 19. 86. 144 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 25
85. 64. 205. 129 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 25
46. 19. 86. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
46.19. 86. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
46.117. 162. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
89. 139. 13. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 20
109. 66. 39. 231 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
176. 12. 146. 252 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 20
37.26.149. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
87. 68. 147. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
79.176. 80. 73 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 18
2.52.29.48 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 17
2.54.189. 177 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 17
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
79.181.107. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
80. 246. 136. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
140. 254. 230. 194 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 15
176.13.17.196 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 15
93.172. 189. 158 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 15
37.26.147. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
2.54.188. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
79.183. 6. 212 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
79.176. 159. 5 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 13
82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 12
37.26. 146. 241 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
46.31. 101. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46.19. 85. 196 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
2.54.7.9 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
37.26. 146. 150 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 12
185. 32. 179. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
79.177.15. 236 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 11
109. 67. 133. 10 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 10
46.19. 85. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
176. 13. 3. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.32. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
185. 26. 180. 111 LKJ?Ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1067
Sreamng Engine: TCP Invalid i i ssi
84.228.107. 196 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g Invalid segnent retransmission drop 468
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.97.5 I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 411
Ret ransm ssi on Packet dr opped.
82.145.217. 192 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 102
46. 19. 85. 218 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 58
84.94.175.9 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 49
46. 19. 85. 196 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48
2.52.29.48 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 46
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 45
87.68. 74. 219 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
100. 100. 33. 228 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 39
189. 125. 114. 245|Brazil 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39
68.180.228.112 |Lhited Sates |[147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 38
37.26.149.197 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
Sreaning Engine: TCP Invalid i i ssi
66.102.8.238  |Uited Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. drop 34
Ret ransm ssi on Packet dr opped.
46. 19. 85. 163 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 34
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
2.52.63.128 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 32
46. 19. 85. 169 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
2.54. 30. 146 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 32
2.54.189. 177 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 31
46. 116. 80. 243 [l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 31
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28
Sreamng Engine: TCP Invalid i i ssi
66.249.78.173 |Wnited Sates [147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 26
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i ssi
66.249.78.166 |lhited Sates |147.237.77.216 |dover.idf. il g =g Invalid segnent retransission. drop 26
Ret r ansn ssi on Packet dr opped.
93.172.189. 158 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
Sreaming Engine: TCP Invalid i i ssi
68. 180. 229. 239 [Lnited Sates |147.237.72. 166 |aka i df .i| 9 =g Invalid segnent retransnission drop 24
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TQP Invalid i i ssi
109.66.0.194  |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dr opped.
46. 19. 85. 121 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
31.168.98.222 |lsrael 147.237.76.31 |nakchal .idf.il |[dr op Frst packet isn't SYN drop 23
100. 100. 5. 31 147.237.77. 176 |matpash.i of . il |dr op First packet isn't SN drop 22
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
149. 88.113. 220 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
100. 100. 13. 202 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 20
37.26.149. 156 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19
109. 66. 39. 231 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19
Sreamng Engine: TCP Invalid i i ssi
66.249.78.159 |Lnited Sates [147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dr opped.
100. 100. 5. 31 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
85.250. 35. 102 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
87.68. 152. 227 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
176.12. 146. 252 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
2.52. 49. 187 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
37.26.148.229 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
93.173.233.91 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
69. 62.29. 111 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 16
100. 100. 107. 221 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 16
79.182.7.190 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
109. 64. 143. 147 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 2758
84. 228. 107. 196 |1 srael 147.237.76.200|ei tan. aka. i df . i Too Many of the Sane Response Cbde (404) in Session from B ock 672
84.228.107. 196
79.182.97.5 I srael 147.237.76.200(ei tan. aka. i df.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 420
2 54.46. 229 L srael 147. 237. 0. 19 madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 210
2.54. 46. 229
68. 180. 229. 239 [Lhited Sates |147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 165
. . Uhaut hori zed URL Access to
109. 67. 67. 118 [l srael 147.237.76.42 |refuah.idf.il wwvrefua atal i df.il/resourcel userfol | ow esourcel oreat of B ock 56
. . . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
2.54.20. 145 I srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unauthori zed LRL Access from 2. 54. 20. 145 B ock 42
. . . Unaut hori zed URL Access to
2.54.20. 145 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1381 B ock 28
84.229.32.76 |Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 28
. . D stributed Unhauthorized URL Access on
84.229.32.76 |Israel 147.237.72. 166 [aka. i df . i | wiw aka. i of . i 1/ aj ax/ updat est at us. php B ock 28
37.236.200.21 [irag 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 28
Dstributed Paraneter Read Only Mol ation
149.78.13.76  |Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i 1/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 28
par anet er
82.80.198. 164 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 28
38. 81. 65. 42 Lhited Sates [147.237. 77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 14
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$TochenP aceHol der $bt nSave
79.183.7.168 |Israel 147.237.72. 166 [aka. i df . i | i n v aka. i df i 1/ mai 1V gi yus/ f ag, aspx None 14
m ny- kosher - kr avi . i _
77.125.113. 240 |l srael 147.237.0. 17 df il Il'legal Paraneter Encoding Xgf U s* None 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
149.78.53.73 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai v sachar/ mar ki veysachar . aspx None 14
Dstributed Paraneter Read Only Mol ation
109. 64. 168. 118 |I srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i 1/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
46.121.65.62 |lIsrael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 14
84.108. 75. 247 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP Attenpt B ock 14
14.153.89.145 |China 147.237.77. 176 |mat pash. i df . i | thaut hori zed LR. Access to Bl ock 14
W cogat . i df . i |/ shar ed/ user cont r ol s/ header upper /
. . D stributed Uhauthori zed URL Access on
212.76.111.53 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 14
79.181.19. 102 |Israel 147. 237. 72. 166 |aka. i df . i | Distributed thauthori zed UL Access on B ock 14
wwn aka. i df . i |/ aj ax/ updat est at us. php
109. 66. 39. 231 [l srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/shared/ cl <neta nane= Bl ock 14
66. 249. 75. 120 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 14
46.19.85.182 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 14
79.183.56.192 |Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter _ EVENTA in ww aka. i df . i |/ mai n/ sachar/ None 14
2.54. 46. 229 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session Bl ock 14
m ny- kosher - kr avi . i _ ,
77.125.113. 240 |l srael 147.237.0. 17 df il Miltiple Illegal Parangter Encoding from77.125. 113. 240 None 14
149. 78. 181. 132 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 14
109. 66.0. 194  [Israel 147.237.77.243|nobi le. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 14
66. 249. 64. 229 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
. . D stributed Uhaut hori zed URL Access on
84.108. 75. 247 |Israel 147.237.72. 166 |aka. i df . i | wiw aka. i o i 1/ aj ax/ updat est at us. php B ock 14
212.179. 61. 123 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/ sachar/ undefi ned B ock 14
79.181. 129. 161 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 14
66.249.78.173 |Israel 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code Bl ock 14
46.31.103.60 |Israel 147.237.77.216|dover. i df . il PHP Attenpt B ock 14
79.183.56.192 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 14
77.125. 155. 174 (I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/ww anman.idf.il/ |B ock 14
157.55.39.10 |Wnited Sates [147.237.76.86 |navy.idf.il thaut hori zed LR. Access to Bt ock 14
waw navy. i df . i |/ gi yus/ forund asp/ showf or um asp
109. 66. 1. 52 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP Attenpt B ock 14
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . il D stributed Suspicious Response Code Bl ock 14
. . D stributed Unauthorized URL Access on
37.19.121. 242 |Israel 147.237.72. 166 [aka. i df . i | wiw aka. i o . i 1/ aj ax/ updat est at us. php B ock 14
84.228.64.52 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
109. 186. 75. 202 |I srael 147.237.72. 166 |aka. i df . i | Unknoun Paraneter __VI ENSTATEENCRYPTED i n None 14
aka.idf.il/nai n/ sachar/vi ewpni ot . aspx
46.31.103.60 |lsrael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/aj ax/ updat est at us. php B ock 14
94.140.77.18 |Yovenia 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wa i df.il/aman B ock 14
. . D stributed Unhauthori zed URL Access on
79.183. 144. 241 |I srael 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 14
5.28.133.222 |Israel 147.237.72. 156 [aman. i df . i | Dstributed PHP Attenpt Bl ock 14
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