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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
5.29. 153. 220 | srael 147.237. 72. 166 aka.idf.il TP Scan (vertical) drop 3572
0.0.0.0 147.237.77.216 dover.idf.il |[SINHood full table dr op 700
93.173.235.112 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 55
94. 159. 176. 127 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 34
31. 183. 48. 94 Pol and 147.237.77. 216 dover.idf.il |SINHood full table drop 30
185. 120. 126. 14 147.237.77.216 dover.idf.il |SYNHood full table dr op 28
173.11. 20. 29 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood full table dr op 27
185. 32.179. 161 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 20
67. 164. 68. 166 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table drop 20
37.26. 147. 158 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 16
100. 100. 71. 196 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 15
89. 138. 84. 183 | srael 147.237. 72. 166 aka.idf.il Anonal y- SSL-renegotiation-Ai dest - r eset 13
37.26. 149. 148 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 12
109. 67.178. 71 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 12
109. 65. 57. 41 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 11
176.13.8.171 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 11
87. 68. 153. 105 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 11
109. 65. 33. 176 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 11
2.52.1.152 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
2.54.20. 145 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 10
165. 255. 87. 224 147.237.77. 216 dover.idf.il |SINHood full table drop 10
85. 250. 211. 151 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 9
79.181.163. 112 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 9
84.226.110. 21 Sntzerl and 147.237.77. 216 dover.idf.il |SINHood full table drop 9
77.127.158. 49 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 8
81.218. 154. 224 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 8
84. 110. 209. 148 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 7
79.182. 224. 239 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 7
80. 246. 137. 58 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 7
84.108. 214. 39 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
62.90. 235. 170 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 6
84.110.209. 121 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
176.12.139. 42 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 6
176. 13. 16. 30 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
87.69. 109. 221 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
85. 65. 73. 156 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
109. 186. 173. 85 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 5
176. 13. 16. 171 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
93.173.12.57 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 5
2.52.62.104 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
93.173. 12. 57 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 5
46.117.181. 92 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
185. 32.179. 216 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 5
31.154.91.179 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
149. 78. 97. 146 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 5
79.177.9. 97 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
176. 12. 147. 17 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
149. 78. 196. 165 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
5.102. 254. 64 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 4
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|Top Attackers In FW |

At acker

ountry ‘Target Address |Ste Signature
141. 0. 10. 235 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 315
201.55.56. 122 |Bazil 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 228
5.82.129.180 Saudi Arabia |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 211
82. 145. 219. 181 |Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 126
86.51.194. 100 [Saudi Arabia [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 115
77.6.128.78 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 108
2.54.37.88 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 101
149.78.154. 69 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 99
24.190. 175. 146 |Whited Sates |[147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 90
37.26.149. 184 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 88
79.180. 2. 180 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 73
207.141. 39. 157 |Whited Sates |[147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 71
46.19. 85. 189 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 69
87.68. 29. 215 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 66
84.108. 40. 231 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 66
37.26. 146. 145 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 64
31. 205. 105. 179 LKri“r:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 62
68.180.228. 112 |Lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 60
109. 65. 59. 208 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 54
93.173.158. 73 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 54
197.133. 127. 69 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
98.210. 37. 154 |[lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 52
89. 139. 0. 202 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 52
2.54.20. 145 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
77.125.146.16 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
80. 246. 130. 209 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
62. 219. 167. 243 |I srael 147.237. 72. 166 |aka. i df . Streaming Engi ne: TCP Invalid  finvalid segnent retransnission drop 45
Ret r ansni ssi on Packet dr opped.
79.177.9. 97 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 44
37.142. 180. 169 |l sr ael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsv(;: reansm't wthdifferent Joonitor |44
50.84.173.174 |lWhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SN drop 43
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
64.233.172. 155 [Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 38
37.142. 233. 109 |l srael 147.237.72. 167 |ishurimaka.i of .i|Bad TCP sequence Smae el reansm't wehdifferent Jopnitor  [a7
93.173.233.91 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
79.182.224. 239 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 35
79.179.154.5 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 35
2.54.47.34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
82.145. 211. 217 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
212.179. 42. 242 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
176.13.0.7 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 33
165. 255. 87. 224 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
109. 186. 173. 85 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 32
216. 255.123. 98 |Lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 32
37.26.146. 188 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
90. 3. 210. 138 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
109. 67.178. 71 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
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79.182.147. 210 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 5680
72.9.148.10 Lited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |Bock |56
. . DO stributed Paraneter Type Mol ati on on ww i df.il/21065- he/ dover . aspx
80. 246. 130. 186 |l srael 147.237.77. 216 |dover. i df . il par anet er_Sear chext Bock |42
77.125.146.16 |lsrael 147.237.77.216|dover. i df . il Paranet er Type Mol ation SearchText in wwidf.il/1065-he/ dover. aspx B ock 42
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 42
66.249.78.173 |l srael 147.237.77.216|dover . i df . i D stributed Suspicious Response Gode Bock |28
46.120. 204. 198 |[lIsrael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to v anan. i df . il/aj ax/ updat est at us. php B ock 28
46.120. 204. 198 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 28
79. 180. 4. 124 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 28
. ] D stributed Lhaut hori zed URL Access on
46.120. 204. 198 |Israel 147.237.72. 166 |aka. i df . i | wiw aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 28
109. 160. 171. 146]I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 28
. . . Unaut hori zed URL Access to
176.13.16.171 |[lIsrael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 Bl ock 28
2.54.20. 145 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 28
109. 160. 171. 1461 srael 147.237. 72. 166 |aka. i df . i | Distributed hauthori zed LR Access on Bock [28
wwy aka. i df . i | /aj ax/ updat est at us. php
46.120. 204. 198 |Israel 147.237.72. 156 |aman. i df . i | Dstributed PHP Attenpt Bock |28
176.13.22. 165 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 14
66. 249. 64. 243 |l srael 147.237.77. 216 |dover.idf.i |l Suspi ci ous Response Code Bl ock 14
. . D stributed Lhaut hori zed URL Access on
109. 66. 1. 52 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i o . i 1/ aj ax/ updat est at us. php B ock 14
Gooki e Tanpering on cooki e Logi n: Expected
khkhkkhkhkkhkhhkhkhhkhhkhhhkhhhhhhkhhhkhhhhhhhhhhhkhhhkhhhkhhkhhhhkdhhkhhkhkhhkhhhkhhhkhhhkhhhkhhkhk
2.54.22.254 I srael 147.237.0.19 |nadimatal .idf.i|f-********* hserved None 14
khkhkkhkhkkhkhkkhkhkhhhkhhkhhhhhhhhhkhhhkhhhhhhhhhhhkhhhkhhkhhhhkdhhkhhkhkhhkhhhkhhhkhhhkhhhkhhkkhx
*kkk
87.68.84. 175 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
. . D stributed Lhaut hori zed URL Access on
79.176. 148. 165 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i o . i 1/ aj ax/ updat est at us. php B ock 14
212.34.11.82 Jordan 147.237.77. 216 |dover.i df . il Aonornal |y Long Request request version B ock 14
112.119. 194. 188|Hong Kong |147.237.77.216|dover.idf .il Unhaut hori zed HTTP Met hod Bl ock 14
95. 86. 85. 26 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. idf.il/https: /v aka.idf.il/ B ock 14
79.182.195. 205 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
Lhited . . Unhaut hori zed URL Access to
178.62. 209. 185 Ki ngdom 147.237.72.166 [aka. i df . i | wwn aka. i df . i |/ mai n/ har edi nd gener al . aspx?doci d=70956 Bl ock 14
. - Doubl e LR Encoding - paraneter: search in
77.125.146.16 |lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v gi yus/ pri ot handl er 1. asmx/ sear ch Bock |14
66.249.67.129 |lIsrael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ Bl ock 14
109. 67.18.219  |Israel 147.237.72. 156 [aman. i df . i | Ml tiple Untraceabl e SSL Sessions from 109. 67. 18. 219 ((pen Mode) None 14
. . DO stributed Unaut hori zed URL Access on
5.22.131. 251 I srael 147.237.72. 166 |aka. i df . i | voww aka, i df i |/ htt ps: /vwe aka i df i 1/ Bl ock 14
Dstributed Paraneter Read Qily Mol ation
87.69. 92. 192 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai re. aspx par aneter [None 14
79.176.158. 200 |[lIsrael 147.237.72.167|i shuri maka. i df . i[O stributed PP Attenpt B ock 14
212.34.11.82 Jordan 147.237.77. 216 |dover.i df . il I11egal HITP \ersion Saf ari/537. 36 B ock 14
176.12.137.189 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 14
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 14
95. 86. 94. 92 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
Ui ted Unhaut hori zed URL Access to
178.62.209.185 | & o 147.237.77.74 [lawidf.il waw nag. i df . i1/tenpl ates/ getfilel/getfile. aspx?fil ename=xhbyb3nl y3vOawdul w |Bl ock 14
9 r vy3ncyxzpcn®0x3nhbwl t xgkt nt u4l t ayl nbkzg==& nf ocent eri t en¥t r ue
66. 249. 69. 51 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
109. 67.18.219  |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 14
87.69.162.250 |Israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED i n None |14
wwv aka. i df . i |/ mai n/ sachar/ pni asubnit t edsuccessf ul | y. aspx
37.142.68.53  |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in LR /maikapatz//res Bock |14
our ces/ i mages/ i nner page/ goback. gi f
212.34.11.82 Jor dan 147.237.77.216|dover.i df . il Mil tiple Ml formed URL from212. 34, 11. 82 Bl ock 14
176.13.6.8 I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspicious Response Code B ock 14
. . D stributed Lhaut hori zed URL Access on
109. 64. 103. 241 [l srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx Bock (14
2.52.62. 104 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 14
87.68.17. 48 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 14
77.237.138. 202 gg}%ﬂc 147.237.77.19 |lawforumidf.il |wauthorized LR Access to / Bock |14
188. 143. 232. 11 stls;;”i o |47.237.0.34 |tikshuv.idf.il  [mitiple Unauthorized URL Access from 188, 143.232. 11 Bock |14
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il D stributed Unauthorized URL Access on 147.237.76. 42/ robot s. t xt B ock 14
87.69.162.250 |Israel 147. 237.72. 166 |aka. i of . i | Unknown Parameter __\ EVSTATEENCRYPTED i n None |14

wan aka. i df . i |/ mai n/ sachar/request . aspx
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