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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
5.29. 153. 220 | srael 147.237. 72. 166 aka.idf.il |TCP Scan (vertical) drop 3567
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 329
46.19. 86. 115 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 49
84.228.220. 18 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 36
79.179. 58. 24 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 30
85. 64. 199. 23 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 25
46.19. 86. 233 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 22
199. 203. 226. 21 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 20
31.154.91.53 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 19
164.138.117. 131 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 18
193. 169. 70. 101 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 17
2.54.143. 228 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 15
37.26. 148. 166 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 14
176.12.136. 110 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 14
95. 86. 69. 116 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 12
84.228.124. 20 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 11
84. 228. 100. 180 | srael 147.237.72. 166 aka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 10
77.127.108. 194 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
2.54.11.155 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 9
81.218.2.118 | srael 147.237.77.216 dover.idf.il|[SINHood full table dr op 7
217.165. 14. 180 Lhited Arab Emirates 147.237.77. 216 dover.idf.il|SINHood full table drop 7
82. 145. 218. 187 Eur ope 147.237.77. 216 dover.idf.il|SINHood full table drop 7
37.26. 147. 172 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 7
85. 65. 0. 239 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
77.125.90. 24 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 6
2.54.11. 155 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
80. 246. 136. 95 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
77.125.155. 181 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
212.76.110. 176 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
2.54.53. 57 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
93. 173. 235. 62 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
176. 13. 18. 248 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
95. 86. 88. 45 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
84. 109. 225. 50 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
79.178.136. 84 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
159. 0. 245. 244 Saudi Arabi a 147.237.77.216 dover.idf.il|SYNHood full table drop 4
46. 19. 86. 33 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
176.44.117. 139 Saudi Arabia 147.237.77.216 dover.idf.il|[SINHood full table drop 4
37.60. 43. 40 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
46.116.132.0 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
37.142. 68. 59 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
185. 51. 221. 20 Iragq 147.237.77. 216 dover.idf.il|SINHood full table drop 4
5. 156. 240. 196 Romani a 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
84.228. 55. 84 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
213.151. 58. 74 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
77.125.162. 51 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 3
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il |Bock Udp Al Nets drop 3
10.0.0.2 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 3
176. 13. 16. 250 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
54.187.55. 213 Lhited Sates 147.237.77.216 dover.idf.il|[SINHood full table drop 3
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address Site ‘S gnature Devi ce Action ‘Count

188. 138. 17. 205 France 147. 237.76. 38 e.eneitav.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
79.178. 188. 47 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1148
82. 145. 218. 187 |Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1130
2.54.134.104 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 578
164. 138.118.59 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 286
94.159. 159. 23  |lIsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 132
185. 51. 221. 63 Irag 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 124
185. 51. 221. 222 |lraq 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 122
185.51.221.20 |iraq 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 121
2.54.141. 74 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 118
185. 51. 221. 66 Irag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 105
46.19.86.7 I srael 147.237.77. 243 |moti e ich. i1 || SAMNG Engine: TP Invalid - invalid segnent retransmssion | o 96
Ret r ansm ssi on Packet dr opped.
37.26. 149. 221 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 94
94. 202. 247. 202 ;:ii”t;de:rab 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 85
63.116. 61. 253 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 85
188.51.113. 203 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 83
108. 59. 63. 94 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 82
85. 64. 19. 154 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 80
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 73
46. 19. 86. 115 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 70
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 65
46.19. 86. 18 I'srael 147237, 72. 167 |i shurimaka i ar i | ' SAM NG Engine: TP Invalid vl id segnent retransnission. [, 60
Ret r ansm ssi on Packet dr opped.
178. 164. 137. 183|Hungary 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 50
123. 237. 167. 151|Indi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 50
5.29.112. 111 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
46. 19. 86. 34 I srael 147,237, 72. 167 [i shuri maka i i | ' SAM N Engine: TP Invalid invalid segnent retransnissi on drop 48
Ret r ansn ssi on Packet dr opped.
81.218.2.118 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 48
46.19. 86. 38 I'srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid — finvalid segnent retransmissi on. drop 48
Ret r ansn ssi on Packet dr opped.
176. 228. 136. 107l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
88.249. 49. 44 Tur key 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
89. 138.91. 98 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
95. 185. 75. 41 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
17. 142.156. 109 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
68. 4. 93. 63 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
93.173.233.91 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 36
164. 138. 127. 166l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34
79.177.5.189 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
37.26.146.169 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 29
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
66.249.78.159 |Uited Sates  |147. 237. 77. 216 |dover. i df il Streaning Engine: TCP Invalid imvalid segnent retransmission. | o 28
Ret r ansn ssi on Packet dr opped.
37.153.217. 4 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
95. 86. 88. 45 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 27
31.154.91.53 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
173.192.79.101 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
23.242.215.155 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 26
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.13.19. 148  |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 3562
192.118.11. 118 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1008
37.26.146.201 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 709
37.26.146.201 |israel 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (404) in Session from B ock 658
37.26. 146. 201
46.116.132.0 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 490
46.19.86.7 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 56
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
149. 88. 75. 68 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for v aka. i df.il/ B ock 56
m ny- kosher - kr avi . i
46.121.76.237 |lsrael 147.237.0. 17 of niyl DOstributed |11egal Paraneter Encodi ng None 54
. . D stributed Lhauthori zed URL Access on
84.108.70.140 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 42
85. 64. 58. 227 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Att enpt Bl ock 42
79.183.38.15 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Bte Gode Character in URL B ock 42
. . D stributed Lhauthori zed URL Access on
85. 64. 58. 227 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 42
84.108.70.140 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 42
54.244.22.103 |wnited Sates [147.237.76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 28
46. 210. 237. 246 |l srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 28
213.57.157.76 |lIsrael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 28
149. 88. 141. 151 |Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 28
46. 210. 237. 246 |Israel 147.237.72. 166 |aka. i df . i | Distributed thauthori zed UL Access on B ock 28
wn aka. i df . i |/ aj ax/ updat est at us. php
] . . . Mil tiple Uhtraceabl e SSL Sessi ons from 64. 41. 200. 102 ( Prot ocol
64.41.200.102 |lhited Sates |147.237.77.243|nobile.idf.il viol ation (SSL OONN CLI ENT KEY EXCHANGE)) None 28
213.57.157.76 |israel 147.237.72. 156 |aman. i df . i | tnaut hori zed UR. Access to B ock 28
wan aman. i df . i |/ aj ax/ updat est at us. php
. . D stributed Uhauthorized URL Access on
149. 88. 141. 151 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 28
66.249. 78.166 |l srael 147.237.77.216|dover . i df . i | D stributed Suspicious Response Code B ock 28
5.29.38. 138 | srael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed UR. Access on nobil e.idf.il/sachar/index |B ock 28
. . D stributed Lhauthori zed URL Access on
178. 164. 137. 183|Hungary 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 14
66.249.78.173 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 14
149. 88. 141. 151 |l srael 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 14
] . . . Mil tiple Untraceabl e SS. Sessi ons from 64. 41. 200. 102
64.41.200.102 |whited Sates |[147.237.77.243|nobile.idf.il (Lhsupport ed Legacy SS. Ver si on) None 14
] . . Mil tiple Lhtraceabl e SSL Sessions from64. 41. 200. 102 (Prot ocol
64.41.200.102 |lhited Sates [147.237.72.166|aka.idf.il vi ol ation (SSL OCNN CLI ENT KEY EXCHANGE)) None 14
. . Dstributed Lhauthori zed URL Access on
185. 95. 104. 226 147.237.72. 166 [aka. i df . i | vaw aka i i |/ wp- cont ent / pl ugi s/ i ndex. php Bl ock 14
79.180.54.112  |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Oily Molation in N None 14
wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx
. . Dstributed Lhauthori zed URL Access on
66. 249. 75. 16 I srael 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ robot 5. t xt B ock 14
46. 19. 85. 160 I srael 147.237.72. 166 [aka. i df . i | Mal formed URL B ock 14
176. 110. 50. 229 |krai ne 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 14
109. 67.67. 118 | srael 147.237.77.74 |lawidf . il tnaut hor i zed UR. Access to B ock 14
ww | aw i df . i | /resource/ userfol | ow esour ce/ creat e/
64.41.200.102 |Lnited Sates |[147.237.72.166|aka.idf.il SSL Untraceabl e Qonnection - Lhsupported Legacy SSL Version None 14
Russi an . . ]
5.141.228. 1 Fedor at i on 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 14
84.111.100. 139 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 14
62. 90. 219. 66 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 14
. . DO stributed Unaut hori zed URL Access on
212.76.96.235 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i of i1/ htt ps: / v aka, i df i1/ B ock 14
. . D stributed ULhauthorized URL Access on
46.19. 86. 49 | srael 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 1134- hel at al . aspx Bl ock 14
183.88.78.238 |Thail and 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 14
68.180.230.244 |lWnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
. . D stributed Lhauthori zed URL Access on
149. 88. 141. 151 |Israel 147.237.72. 156 |anan. i df . i | v aman. i df . i |/ aj ax/ updat est at us. php B ock 14
64.41.200.102 |Wited Sates [147.237.77.243|nobile.idf.il SSL Untraceabl e Gonnection - Unsupported d pher None 14
] . . Mil tiple Lhtraceabl e SS. Sessi ons from 64. 41. 200. 102
64.41.200.102 |lhited Sates |147.237.72.166|aka.idf.il (Uhsupported O pher) None 14
2.52.171. 202 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
89. 22. 50. 55 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 14
188.138. 17. 205 |France 147.237.77.235|sviva.idf . i | Unhaut hori zed URL Access to 147.237.77. 235/ B ock 14
79.183.35.219 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for B ock 14
viwv aka. i df . i | / mai n/ gi yus/ gener al . aspx
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