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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
5.29. 153. 220 | srael 147.237. 72. 166 aka.idf.il TAP Scan (vertical) drop 3577
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 782
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 509
80. 246. 136. 59 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 183
77.127.196. 198 | srael 147. 237. 72. 167 i shuri maka. i df.il|Anonal y- SSL-renegotiati on-A i dest - r eset 124
84.228.2.171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 37
85. 250. 0. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
5. 29. 201. 53 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 29
2.54.29. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
138. 134. 102. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
89. 139. 174. 197 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 25
77.126.72.108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
176. 13. 13. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
79. 180. 38. 190 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 15
2.54. 140. 154 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 15
46. 116. 202. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
128. 139. 23. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
212. 25. 84. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
5. 28. 149. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
37.26. 147. 249 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
41.191.80. 4 Egypt 147.237.77. 216 dover.idf.il SYNHood full table drop 11
79.177. 207. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.179. 166. 210 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
176. 13. 19. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
81.218. 116. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
212.150. 249. 184 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
2.54.43.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
80. 246. 139. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
84.94.199. 6 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
46.19. 86. 151 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
192.116. 236. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46. 120. 210. 187 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
213.57.235. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
82.166. 148. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
81.218. 20. 161 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
84.94. 198. 64 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
212.179. 239. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
212.76.105. 29 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
2.54.179. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
212.179. 46. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 64. 110. 176 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
89. 138. 94. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
62.219. 233. 89 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46.19. 85. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 64. 207. 51 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 85. 227 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
37.26.149. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 67. 13. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 160. 217. 22 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |9te |Signature |Count |
5.29. 153. 220 147.237.72. 166 I 'srael aka.idf.il ET SCAN NVAP -sS w ndow 1024 58
5.29. 153. 220 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 4
37.142.68. 36 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
37.26.149. 173 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
169. 54. 233. 119 147.237. 72. 166 Net her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 236. 75. 201 147. 237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
2.54.12.121 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
94.102. 48. 194 147.237. 76. 147 Net her | ands chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
84.228. 93. 47 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 67. 59 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
217.194. 206. 113 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
58. 110. 100. 144 147.237.77. 216 Australia dover.idf.il portscan: TCP O stri buted Portscan 1
205. 252. 110. 19 147.237.77. 216 Uni ted Ki ngdom dover.idf.il portscan: TCP O stributed Portscan 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
199. 101. 186. 159 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
37.142.64.35 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
192.146.6. 2 147.237. 72. 166 Lhited Sates akaidf.il portscan: TCP O stributed Portscan 1
115. 236. 75. 201 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
5.29.45.21 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
94.102. 48. 194 147.237. 76. 201 Net her | ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 110. 176 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 154. 236 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
62. 219. 164. 106 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
213. 57. 235. 254 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 119 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
199. 203. 62. 15 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
80. 246.130. 60 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor (498
w ndow scal e

213.57.47.80 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 252

46. 19. 85. 227 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 187

212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 186
Sreanming Engine: TCP Invalid [ i ssi

46.19.86.173  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 174
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

46.19.86.119  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 126
Ret r ansni ssi on Packet dr opped.

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 114

50. 117. 41. 6 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 105
Sreaning Engine: TP Invalid i i ssi

46.19. 86. 95 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 96
Ret r ansni ssi on Packet dr opped.

41.215.1.62 Kenya 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 79
Sreaning Engine: TGP Invalid i i ssi

46.19.86.249  [Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 72
Ret r ansni ssi on Packet dr opped.

84.111.217. 248 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 67

95. 86. 76. 62 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 66

185.58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 62

85. 65. 154. 212 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61

68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 58

81. 218. 20. 161 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 57

109. 65. 104. 229 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
Sreaning Engine: TGP Invalid i i ssi

46.19.86.7 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 54
Ret r ansni ssi on Packet dr opped.

84.228.61.231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53

212.235.53. 206 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 53

212.235.37.72 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
Sreaming Engine: TGP Invalid i i ssi

46.19.86.132  |Israel 147.237.72. 167 |i shuri maka. i of . 9 =9 Invalid segnent retransnission drop 48
Ret r ansni ssi on Packet dr opped.

52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 47

5. 156. 216. 47 Ronani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 47

41.218.184. 141 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47

213.8.130.204 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 46

213.151. 48. 80 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 45

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45

37.26.147.249 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 44

212. 150. 249. 184|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42

84.228.42.13 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41

46.19. 85. 230 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 40

212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37

212.25.84.200 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35

41.191.80.4 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33

93.173.233.91 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33

166. 137. 8. 23 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 33

213.14.96.122  |Turkey 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 33

2.52. 60. 160 | srael 147.237.76.31 |nakchal .idf.il drop First packet isn't SYN drop 33

82. 145. 218. 224 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
Sreaning Engine: TP Invalid i i ssi

46.19. 86. 58 I'srael 147. 237. 72. 156 |anan. i df .i | 9 =9 Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.

212.179. 46. 16 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 27

132.70.66. 11 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27

46. 19. 86. 151 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27

46.19. 86. 178 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 27

176. 106. 227. 141 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26

132.70. 66. 14 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26

46. 19. 86. 66 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68. 180. 229. 239 |Wited Sates [147.237.72. 166 |aka. i df . il Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 84
68.180. 228. 112 |hited Sates |147. 237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code B ock 68
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States [147.237.76.86 |navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx B ock 56
84.228.142. 227 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 84.228. 142. 227 B ock 28
m ny- kosher - kravi . i i
87.69.87. 39 | srael 147. 237 0. 17 n}/ Paranet er Type M o! aFl on ct | 00$Cont entP! apel—bl de_r 1$t xt Ar eaRenar ks B ock 28
df.il in mny-kosher-kravi.idf.il/tenpl ates/trai ning/traini ng. aspx
46.19. 86. 116 | srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 28
192. 115. 97. 253 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 115, 97. 253 B ock 28
194.90. 83.233  |Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww i df.il/1133-he/ B ock 26
. . Lhaut hori zed URL Access to
188. 165. 15. 205 |France 147.237.77.74 |lawidf.il 147. 237. 77. 741 163- 5860- he/ pat zar . aspx B ock 14
ny- kosher - kravi . i df . _ o
66. 249. 67. 142 | srael 147.237.0. 16 i Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 14
132.70. 66. 11 | srael 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: Qpen Mde None 14
64.41.200.102 |hited Sates |147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
46.19. 86. 12 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.i|/mai n/ gi yus/ B ock 14
68.180.228. 175 |Wited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 14
193. 106.54.36 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 14
66. 249. 67. 65 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
176. 12. 140. 141 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 14
62. 90. 162. 75 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to vwn aka. i df.il/main/scripts/css3pie htc |B ock 14
. . . Unaut hori zed Met hod HEAD for
218. 200. 139. 242|Chi na 147.237.72. 166 |aka. i df . i | vaw aka i o i |/ mai n i | ui i about . aspx B ock 14
. . D stributed Unaut hori zed URL Access on
80. 246.130. 60 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css B ock 14
. . D stributed Unaut hori zed LRL Access on
37.26.149.175 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 14
188. 165. 15. 241 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR. Access to aka.idf.il/reservel B ock 14
66. 249. 69. 35 I srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 66.249. 67. 53 Bl ock 14
: . . D stributed Unaut hori zed URL Access on
155.94.171. 212 |lhited Sates |147.237.77. 216 |dover. i df .i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 14
46.19. 86. 85 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 14
84.228. 142. 227 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waww aka.idf.il/g B ock 14
2.54.7.30 I srael 147.237.77.216|dover.i df . i Untraceabl e SSL Sessi ons: (pen Mde None 14
66. 249. 67. 65 I srael 147.237.77. 216 |dover.idf .l Lhaut hori zed URL Access to waw i df . il/nazi B ock 14
Ui ted Lhaut hori zed URL Access to
178.62.209.185 | . 147.237.77.74 |lawidf .il v | aw i df i | /tenpl ates/ getfil ef getfil e. aspx?fi| ename=xhl | yt a2l t anns5 |Bl ock 14
Ki ngdom . .
kb2me&i nf ocent eri t en¥t r ue
89. 106. 221. 2 Ger many 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock 14
m ny- kosher - kr avi . i _
62.210. 88.201 |Fance 147.237.0. 17 df il Unaut hori zed URL Access to waw googl e. pl / search B ock 14
. . D stributed Uhaut hori zed URL Access on
37.26.149.199 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css B ock 14
. . . Unaut hori zed URL Access to
218. 200. 139. 242|Chi na 147.237.77.216|dover. i df . il vaw i i |/ shar ed/ user cont r ol s/ header upper/ B ock 14
. . Uhaut hori zed URL Access to
80. 246. 133. 145 |[Israel 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or agel {1 | es/ 8/ 1668. doc B ock 14
192.114.23.18 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 14
66. 249. 69. 51 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 14
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237.72. 166/ robots. txt |B ock 14
. . . Unaut hori zed URL Access to
175.44.9. 222 Chi na 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ brot her s/ ski raf def aul t . asp/ t  ackback/ B ock 14
84.228.216.185 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
31.168.25.193 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ Bl ock 14
207.46.13.144 |Wnited Sates |147.237.77. 216 |dover.idf .l Lhaut hori zed URL Access to www i df.il/894-ar B ock 14
185.32.179. 136 |l srael 147.237.0.19 |madimatal .idf.il Unt raceabl e SSL Sessi ons: Qpen Mde None 14
. . Unaut hori zed URL Access to
66.249. 67. 77 I srael 147.237.77.216|dover.idf . il 147, 237.77. 216/ shar edl ¢l i ent scri pts/ Ui / Ui . dat epi cker. | s B ock 14
. . D stributed Unaut hori zed URL Access on
109. 65. 167. 226 |l srael 147.237.72. 166 |aka. i df . i | vowe aka i o i1/ htt ps: /ww aka. i of i1/ B ock 14
64.41.200.102 |whited Sates |147.237.72. 156 |aman. i df . i | SSL Untraceabl e Qonnection - Lhsupported d pher None 14
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