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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
5.29. 153. 220 | srael 147.237. 72. 166 aka.idf.il TAP Scan (vertical) drop 3578
170. 251. 175. 185 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1998
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1627
36. 76. 78. 115 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 962
41.35.194. 73 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 819
50. 116. 30. 23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 804
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 360
176. 31. 150. 152 France 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 353
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 236
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 145
2.52.128. 33 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 99
50. 63. 138. 151 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 55
37.26.147.172 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 35
194. 90. 134. 226 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
80. 246. 136. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 24
37.26. 147. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
66. 249. 67. 59 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 23
79.179. 119. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
37. 60. 45. 109 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 16
176.13.11. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
89. 138. 206. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
54.83. 44. 26 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 14
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
176. 12. 147. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
195. 160. 240. 11 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
79.183. 37. 52 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176.12.138. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
2.54.176. 219 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
176. 12. 151. 126 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46. 19. 85. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
92. 228. 61. 209 Ger many 147.237.77.216 dover.idf.il SYNHood full table drop 7
37.26. 149. 215 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 7
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 6
176. 12. 150. 28 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
91. 227. 71. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
83. 130. 109. 39 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - reset 5
46. 19. 85. 213 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.54.3.78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 130. 133. 106 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 175 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
80. 246. 139. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.184. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.154.18.73 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
80. 246. 136. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
188.138. 9. 49 CGer nany 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.52.57.131 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
5.196. 72. 199 France 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.228. 72. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.33.218 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

84.108. 87. 125 I srael 147. 237.76. 42 refuah.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

5.29. 153. 220 147.237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sS w ndow 1024 57
46.151.52. 8 147. 237. 76. 197 |krai ne ehinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 55 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.143.82.50 147.237.8.27  [Netherl ands e.madi matal .idf.i[ET SCAN NVAP -sS w ndow 2048 1
31.154. 163. 197 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
220.237. 48.238 |147.237.77.216 |Austraia dover.idf.il portscan: TCP D stributed Portscan 1
5.199.172.154 |147.237.77.121|Lithuania e navy.idf.il ET SCAN NVAP -f -sS 1
212.76. 96. 24 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
2.54.179. 181 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
188. 120. 148. 175(147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
134.240.43.35 |147.237.77.216|lhited Sates [dover.idf.il portscan: TP D stributed Portscan 1
87.68.22. 138 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46.151.52. 8 147.237.8.27 |kraine e.madi matal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 147.237.8.27  [Netherl ands e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 4096 1
37.143.82.50 147.237.8.27  [Netherl ands e.nadimatal .idf.i|ET SCAN NVAP -f -sS 1
5.199.172.154 |147.237.77.121|Lithuania e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
920.86.47 20 |147 237 8 a5 |FOT€R Republic | .o ET SOAN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176.13.12.236  |147.237.72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
94.102. 48.194  |147.237. 77. 235 |Net her | ands svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
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Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
212.143.3. 44 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 986
36. 76. 78. 115 | ndonesi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 212
54.244.22.103 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 109
212.179.21.194 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 82
148.177.129. 213 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 81
220. 237. 48. 238 Australia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 75
207. 232. 21. 105 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 74
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 70
109. 67. 114. 221 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 69
46. 19. 86. 175 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 68
77.42.252.196 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 61
2.54.41.54 I srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 60
172.56.20.5 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 59
176. 106. 226. 221 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 52
212.235.98. 139 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 52
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 48
62.219.175. 10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop a7
46. 19. 86. 153 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 43
46. 19. 85. 127 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 42
84.229. 1. 253 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 39
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 38
41.35.194. 73 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
176. 106. 227. 224 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 35
79.183.37.52 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 34
89. 234. 157. 254 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 34
195. 160. 240. 11 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 30
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 29
192. 116. 98. 164 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 28
185. 36. 100. 145 Anonynous Pr oxy 147.237.77. 216 dover.idf.il dr op First packet isn't drop 27
2.54.0. 46 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 27
41.33.232.66 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
91.227.71. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 26
93.173.233.91 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 26
77.158. 88. 40 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
158. 69. 201. 229 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
5.196. 72. 199 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
192. 116. 232. 69 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
46. 19. 85. 94 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 23
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 23
203.6.176. 20 Australia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 22
194. 90. 134. 226 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 22
176.13.12. 75 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 20
2.54.18. 49 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 20
54.224.21. 23 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 20
37.140. 188. 78 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 20
77.158. 88. 41 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
85. 250. 31. 107 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
192. 116. 232. 69 |Israel 147.237.77.216|dover.idf .i | Mil tipl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 224
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
50.63.138.151 |lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 50. 63. 138. 151 B ock 56
149. 78.53.200 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 42
193.229. 18. 9 Fnland 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to waw i df.il/aman B ock 28
188. 143. 232. 40 RJSS::t”ion 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 188. 143. 232. 40 B ock 28
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
176.12. 151. 232 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v Sachar / tf asi m aspx None 14
82.80.196.44  |Israel 147.237.72. 166 |aka. i df . i | tnknown Paranet er _V1 EABTATEENCRYPTED in None 14
wwv aka. i df . i |/ mai n/ sachar/f agsel ecti on. aspx
66. 249. 67. 65 I srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code B ock 14
188. 143.232. 21 RJF Sﬁ::ﬂ on 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw ti kshuv. i df.il/900-en/ B ock 14
. . Lhaut hori zed URL Access to
109. 65. 63. 191 |l srael 147.237.72. 156 [anan. i df . i | N Cid i1/ https: /waw il B ock 14
68.180.229.239 |lnited Sates |147.237.72.166|aka.idf.i | Lhknown Paraneter catld in ww aka.idf.il/tiznoret/ None 14
212.179.21.194 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 14
. . Unaut hori zed URL Access to
46.117.131.57 |[Israel 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or agel fi | es/ 8/ 1668. doc B ock 14
180. 76. 15. 151  |Chi na 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/robots. txt B ock 14
82.118.237.104 |Rulgaria 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ B ock 14
194. 114. 146. 227|I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwwidf.il/inages/ 1. he/titlecap. png [B ock 14
Uhaut hori zed URL Access to
66.249. 67.227 [Israel 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ useful i nformation/i dkoni i pages/ 19122010hods Bl ock 14
hy. aspx
2.54.7.94 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
212.235.98.139 |[lsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai v Sachar/ pni asuibnit t edsuccessf ul | y. aspx None 14
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/images/ shared/ hone. png |B ock 14
. m ny- kosher - kravi . i .
184. 105. 247. 196|Lhited S ates 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 14
82.118.237.104 |Rilgaria 147.237.77.235|sviva. i df . i | Uhaut hori zed URL Access to 147.237. 77. 235/ B ock 14
: . . D stributed Uhaut hori zed URL Access on
199. 16. 156. 124 |Uhited Sates  [147.237.77.216|dover.idf .i | vawdi i 1/ p_storagel i1 es/ 9f si ze220x0/ 17429 | pg B ock 14
Uhaut hori zed URL Access to
66.249.67.235 |lsrael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i |/ usef ul i nf or mati on/ i dkoni ni pages/ 19052011nmasa|B ock 14
i yot . aspx
2.54.18. 180 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from2.54.18. 180 (Qpen Mbde) |None 14
188. 143, 232. 40 RJSIS:;”i o 147.237.76.86 |navy.idf.il Unaut hor i zed LRL Access to wam navy. i df .i | /900-en/ B ock 14

. . Uhaut hori zed URL Access to
149. 78. 163. 150 |Israel 147.237.72.166 |aka. i df . i | o aka i off i1/ i n sachar / undefi ned B ock 14

: . Uhaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 [mat pash. i df . i | v cogat i df i1/ i p. st oragel i | es/ 9/ 4629, pg Bl ock 14

. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
212.235.98.139 |[lIsrael 147.237.72. 166 |aka. i df . i | vaw aka. i o . i |/ i 1V sachar/ r equest . aspx None 14
192. 118. 48. 248 |Israel 147.237.72.166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for www aka. i df . i |/ mai n/ sachar/ Bl ock 14
50.63.138.151 |[lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 14
185. 32. 179. 106 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex B ock 14
85. 250. 31. 107 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 14
] . . D stributed Unaut hori zed URL Access on
199. 16. 156. 125 |Uited Sates [147.237.77.216 |dover.idf . il vawei i /i p storagelfi1 es/ 9f si ze220x0/ 17429 | pg Bl ock 14
66. 249. 69. 51 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 14
2.54.18.180 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
. . Unaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9641- he/ r ef uah. aspx Bl ock 14
. . Lhaut hori zed URL Access to
81.218. 251. 252 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ st yl ef shar ed/ | ayout 2. css Bl ock 14
220.237.48.238 |Australia 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx  |B ock 14
193. 201. 224. 158|kr ai ne 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Gode B ock 14
. . Unaut hori zed URL Access to
66.249.67.59  |Israel 147.237.77. 216 |dover.idf .il i df i 1/1133- 13154- he/ dover . aspxxzxax§x" B ock 14
188. 143. 232. 21 F“SS;:I”ion 147.237.0.34 [ti kshuv.idf.il Mil tipl e Unaut horized URL Access from 188. 143, 232, 21 B ock 14
; ] ] Unaut hori zed URL Access to
104. 131. 190. 179|lnited Sates  [147.237.72.166 |aka.idf.i | aka i cf . i 1/ nai rV hone/ def aul t . aspxdef aul t . aspx Bl ock 14
207.232.21.105 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.75.16  |Israel 147.237.76.42 |refuah.idf.il Distributed Uhaut horized LR Access on B ock 14

147. 237. 76. 42/ r obot s. t xt

. . D stributed Unaut hori zed URL Access on
37.26.146.172 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shared/ reset . css B ock 14

188. 165. 15. 241 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | thaut hori zed URL Access to Bl ock 14
wn chi nuch. aka. i df . i |/ shar ed/ user cont r ol s/ header upper /

157.55.39.110 |thited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 10
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