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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TAP Scan (vertical) drop 3577
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 89
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 60
2.52.165. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 41
2.54.128. 246 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 25
176. 13. 16. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.138. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
80. 246. 137. 72 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-di dest - r eset 15
77.125.106. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
77.125.92. 235 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
81.218. 181. 223 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 7
2.54.162. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 67. 110. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 85. 93 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84. 95. 251. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
79.177.39. 2 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
176. 12. 145. 55 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
77.127.24.76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 246. 136. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
74.90. 66. 3 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 85. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
80. 246. 136. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.178. 122. 151 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
176. 13. 13. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.12. 138. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.183. 1. 243 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 3
66. 249. 81. 238 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
176. 12. 145. 231 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 13. 14. 236 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
85. 65. 182. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
24.5.91. 250 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 3
212. 25.102. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
94. 230. 146. 253 Czech Republi c 147.237.77.216 dover.idf.il SYNHood full table drop 2
176. 12. 141. 155 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
2.54.44.3 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
176.13. 3. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 137. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
37.188.137.110 Czech Republic 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
176.13. 13. 57 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 2
46.19. 86. 0 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 8. 176. 169 Lkr ai ne 147.237. 76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 2
46. 19. 85. 80 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26. 148. 157 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 1
2.54.39.5 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
212.25.102. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
80. 246. 137. 72 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 1
46.19.86. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
37.26. 148. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

5. 29. 153. 220 147.237. 72. 166 I srael aka.idf.il ET SCAN NVAP -sS wi ndow 1024 59
66. 249. 67. 53 147.237.77.216|hited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
183. 152. 91. 232 |147. 237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
183.152. 91. 232 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
183. 152. 91. 232 |147.237.76.30 [China hi nush. i df .i | ET SCAN Potential SSH Scan 1
176.12.139. 12 [147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
12413, 154. 141 |147.237.72.14 |Mlaysia dover i df.i1(ol ) ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 168. 136. 173|147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
199. 168. 136. 173|147. 237. 77. 212 |Lhited Sates |e dover.idf.il ET SCAN Potential SSH Scan 1
183.152. 91. 232 |147.237. 77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
183.152. 91. 232 |147. 237.76. 44 |Chi na erefuah.idf.il ET SCAN Potential SSH Scan 1
183. 152. 91. 232 |147.237.76.39 [China nobi | e.nei tav.idf.i|[ET SCAN Potential SSH Scan 1
183. 152. 91. 232 |147. 237. 72. 156 |Chi na anan. i df il ET SCAN Potential SSH Scan 1
175. 143. 156. 208|147. 237. 77. 176 [\l aysi a nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
104. 43. 200. 179 [147.237.76.30 |Whited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.120. 255. 194 [147.237.72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
199. 168. 136. 173|147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.54.157.15 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action ‘Count
105. 94. 117. 182 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 122
2.54. 155. 165 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 58
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 53
37.188.137. 110 Czech Republic 147.237.77. 216 dover.idf.il drop First packet isn't drop 52
37.26. 149. 238 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 46
2.52.165. 154 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 43
2.54.128. 246 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
103. 19. 212. 22 India 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 35
2.54.138. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 29
62.128.35.2 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 26
2.54.153. 249 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 22
71.48.222.41 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 22
91.227.71. 250 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
109. 67.110. 78 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop SAMrul e drop 18
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 16
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
79.181.204.9 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
207.232.58. 141 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
84.108. 60. 105 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
176. 13. 8. 246 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
198. 58. 96. 215 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
93.173.233.91 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
46. 19. 85. 93 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
46.19.86.0 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop drop 9
79.177.22. 67 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
185. 120. 126. 25 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
178.5.178. 83 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
46. 116. 182. 249 | srael 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 8
109. 66. 141. 175 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
176. 12. 145. 217 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
40.77.167. 35 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
46. 19. 85. 156 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
157. 55. 39. 255 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
46.19. 85. 132 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
77.125.92. 235 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
109. 65. 24. 138 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
73.231.93.191 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
46. 19. 85. 176 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
79.182. 147. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
79.178.122. 151 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
40. 77. 167. 33 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
176. 13. 16. 105 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Site

Sgnature

Devi ce

‘Count

Country Action
. . . Unaut hori zed URL Access to
84.108.60.105 |[Israel 147.237.0.19 |madimatal .idf.il madi matal i df i |/ shar ed! aj ax/ updat enakat Gaunt i ty. aspx B ock 70
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
68.180.228.112 |Wited Sates [147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 28
101. 226. 166. 207|Chi na 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
66.249.78.253 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 14
. . S3. Whtraceabl e Gonnection - Protocol violation
2.54.3.213 I srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 14
: . . D stributed Unaut hori zed LRL Access on
199.59. 148.210 |Uhited Sates |[147.237.77.216|dover.idf.il vowei i /i p storagelfiles/ 9/ si ze220x0/ 17429, | pg B ock 14
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er wb48617274 in wwwv aka. i df.il/ None 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 67. 53 Bl ock 14
) nobi le.neitav.idf.i )
184. 105.139.68 |Lhited Sates 147.237. 76. 39 | Unhaut hori zed URL Access to 147.237.76. 39/ B ock 14
37.26.149.180 |[lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 14
. . Unknown Par anet er wh48617274 in
81.218.241.25 |lIsrael 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx None 14
. . Unaut hori zed URL Access to
66.249.67.53  |Israel 147.237.77. 216 |dover. i df . il i df i 1/ 1133- 20877- hel dover . aspxx"xix@™Mxsxs Bl ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 43 . 147.237.77.216|dover . i df .i | ct100$ont ent Pl acetbl der 1$ucArti cl eLobbyont r ol $dat epi cker in Bl ock 14
Federati on ) )
waw i df . i|/1133-he/ dover . aspx
37. 46. 36. 199 I srael 147.237.72. 156 [anan. i df . i | Miltipl e Qoss-site scripting from37.46.36. 199 Bl ock 14
66. 249. 67. 65 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 65 B ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 43 . 147.237.77. 216 |dover . i df .i | ct100$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in Bl ock 14
Federati on . )
wan i df . i | /1283- en/ dover . aspx
80.246.136.54 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
46.19.85.135  |Israel 147.237.72. 166 |aka. i df . i | tnknown Par amet er __V1 EVETATEENCRYPTED i n None 14
wan aka. i df . i |/ mai n/ sachar/tfasi maspx
. . Unaut hori zed URL Access to
84.108.123.10 |[lIsrael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or agel f | es/ 8/ 1668. doc B ock 14
66. 249. 69. 51 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | |Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 14
: . . D stributed Uhaut hori zed URL Access on
199. 16. 156. 124 |lhited Sates |147.237.77.216|dover.idf .il vowei i1/ p storagelfiles/ 9/ si ze220x0/ 17429, | pg B ock 14
. . . Unknown Paranmeter _ VI EASTATEENCRYPTED i n
81. 12. 209. 58 Romani a 147.237.72. 166 |aka. i df . i | vown aka. | df . i |/ mai v sachar / vi ewpni of . asp None 14
52.91.173.216 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/inages/ 1. he/ trigger. png) B ock 14
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