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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TAP Scan (vertical) drop 3572
0.0.0.0 147.237.77. 216 dover.idf.il |SINHood full table drop 56
149. 88. 201. 160 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 23
104. 162. 163. 237 Lhited Sates 147.237.77.216 dover.idf.il |SINHood full table drop 18
46. 19. 85. 60 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 18
37.26.148. 197 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 18
5.22.131.218 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 9
84.229.133. 129 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 8
212.179. 86. 250 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 6
46. 19. 86. 35 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
2.54.153. 107 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
93. 173. 58. 208 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
84.108. 64. 131 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
176. 13. 22. 89 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 3
176.12. 147. 115 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 3
176. 13. 4. 250 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
176. 13. 12. 13 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
2.52.26.110 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
84.109. 152. 101 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
122. 58. 87. 103 New Zeal and 147.237.77. 216 dover.idf.il [SINHood full table dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
46.19. 85. 4 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
176. 13. 22. 89 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 1
37.76.219. 170 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il [SINHood full table drop 1
129. 254. 122. 33 Korea, Republic of 147.237.77. 216 dover.idf.il |SINHood full table drop 1
212.199. 57. 198 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 1
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|Top Attackers In IPS|

At t acker Address|Attacker Oountry|Target Address |Site |Sgnature

62.210. 113. 143 |France 147.237.72.166|aka. i df . il  |16798: HITP. QWU Bash HTTP Header Renote Code Execution Wul nerability Bl ock 13
93.173.15.230 |Israel 147.237.77. 216 |dover. i df . i | [CL000004: HTTP. options nethod (M crosoft) Bl ock 1
188. 138. 17. 205 |France 147.237.76.202|e. hal ag. i df . i{13840: TLS QenSSL Heartbeat Packet B ock 1
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Attacker Address
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At acker
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5. 29. 153. 220 147. 237.72. 166 |I srael aka. idf.il ET SCAN NMAP -sS wi ndow 1024 60
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
213.225.220. 68 |147.237.77.74 |ltaly lawidf.il Tehila - Perl LW with fake user agent 2
180 138 62. 17 1147 237 0.35 | co akavs. i df il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.194  [147.237. 72. 167 [Net her| ands ishurimaka.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.194 [147.237.0.35 |[Netherlands akaws. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
46.162. 116. 221 |147.237.76.31 [Sweden nakchal .idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
201.232.25.160 |(147.237.8.14 |Col onbi a e.orchot.idf.il |ET SCAN NVAP -sS w ndow 4096 1
190. 124. 35. 115 |147.237. 76. 198 |N car agua e.yohalan.idf.il |[ET SCAN NVAP -f -sS 1
114.35 103120 |147. 237 0.34  |Tai ven Cikshov. i i ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.194 |147.237.72. 166 [Net her| ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
64.233.172. 171 |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
5. 8. 66. 90 147.237.8.45 23::;'}0'1 eetanid.il |ET SCAN Potential SSH Scan 1
199. 168. 136. 173|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147. 237. 76. 198 [N car agua e.yohalan.idf.il [ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
122. 58. 87. 103 New Zeal and 147.237.77.216 dover.idf.il [drop First packet isn't drop 257
212. 200. 65. 108 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 145
46. 19. 86. 153 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 93
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 80
129. 254. 122. 33 Korea, Republic of 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 74
100. 100. 20. 246 147.237.72. 166 aka.idf.il drop First packet isn't drop 53
176.12. 138. 166 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 44
212.116.177. 130 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 30
54.72.73.168 Irel and 147.237.77.216 dover.idf.il [drop First packet isn't drop 29
37.26. 148. 197 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 27
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il |[drop First packet isn't drop 25
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il [drop First packet isn't drop 24
54.187. 55. 213 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 23
85. 65. 43. 153 | srael 147.237.77.216 dover.idf.il |[drop First packet isn't drop 23
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il [drop First packet isn't drop 22
54.72.0.55 Irel and 147.237.77.216 dover.idf.il [drop First packet isn't drop 22
71.48.222.41 Lhited Sates 147.237.77. 216 dover.idf.il |dr op First packet isn't drop 21
200. 105. 190. 47 Bolivia 147.237.77.216 dover.idf.il [drop First packet isn't drop 20
41.33.231.90 Egypt 147.237.77. 216 dover.idf.il |drop SAMrule drop 20
149. 88. 201. 160 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 19
212.179. 90. 106 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 18
95. 35. 166. 41 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 16
5.22.131.218 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 15
212.179.21. 194 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 15
2.54.57. 255 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 15
93.173.233.91 | srael 147.237.77.216 dover.idf.il |[drop First packet isn't drop 13
46. 19. 86. 39 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 13
46. 19. 85. 60 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 12
96. 29. 170. 195 Lhited Sates 147.237.77.216 dover.idf.il |[drop First packet isn't drop 11
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il [drop First packet isn't drop 11
2.52.26.110 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 10
100. 100. 89. 19 147.237.72. 166 aka.idf.il drop First packet isn't drop 10
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77.216 dover.idf.il [drop First packet isn't drop 9
31.168. 2. 130 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 8
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 8
5.102. 254. 93 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 8
176. 12. 140. 76 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 8
46. 19. 85. 10 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 8
109. 67. 192. 243 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 7
209.133. 111. 211 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 7
37.76.219. 170 Pal estinian Territory, QGecupied 147.237.77.216 dover.idf.il |[drop First packet isn't drop 7
208. 69. 40. 101 Lhited Sates 147.237.77.216 dover.idf.il [drop First packet isn't drop 7
65. 19. 138. 33 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 6
176. 13.9. 145 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 6
5.29. 162. 165 | srael 147.237.77.216 dover.idf.il [drop First packet isn't drop 6
65. 19.138. 34 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 6
79.183. 32. 151 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 6
192. 0. 101. 59 Lhited Sates 147.237.77.216 dover.idf.il [drop First packet isn't drop 5
199. 16. 156. 125 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 5
68.173. 158. 46 Lhited Sates 147.237.77. 216 dover.idf.il |dr op Frst packet isn't drop 5
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68.180.230.29 |Wited Sates |147.237.77.176 |nat pash. i df . i | Paraneter Type Mol ation Pagenimi n B ock 84
waw cogat . i df . i |/ 1966- he/ cogat . aspx
. - . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
146. 185. 234. 48 E;ZZ::I”I o 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 146. 185. 234. 48 B ock 28
138. 134. 192. 10 [l srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/nilnet B ock 14
. . Unaut hori zed URL Access to
66.249.67.59 |Israel 147.237.77. 216 |dover.i df . i | v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 14
- . Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover. i df .i | o i df i1/ 4507f bse | d507f bge B ock 14
37.26.149.222 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Oy Molation in N None 14
wane aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
213.57.49.3 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . Unaut hori zed URL Access to
66.249.67.65 |lIsrael 147.237.77.216|dover . i df . i | v i df i |/ at al 1/ zkor/ vi ew | ngt op. asp B ock 14
. . Unaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9692- he/ r ef uah. aspx Bl ock 14
74.82.47.2 Lhited Sates |[147.237.72. 156 |anan.i df .i | Unaut hori zed URL Access to 147.237.72. 156/ B ock 14
66.249. 64. 239 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
Russi an Unaut hori zed URL Access to
146.185.234.48 | - o 147.237.0.34 |tikshuv.idf.il tikshuv.idf.il/tenpl ates/ news/ news. i n. aspx/ t enpl at es/ sendt of ri end/ |Bl ock 14
sendt of ri end. aspx
Unaut hori zed URL Access to
66. 249. 67. 227 |l srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i1/ usef ul i nformati on/ i dkoni ni pages/ 23012011yezu. |B ock 14
aspx
. . . Unaut hori zed URL Access to
199.59. 148. 209 |Lhited Sates |147.237.77.216|dover.idf.i | v f i 1/ p storagel i1 es/ 9/ si e220x0/ 17429 | pg B ock 14
. . Doubl e URL Encodi ng - paraneter: search in
80. 246. 139. 144 [l srael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i | / mai n/ gi yus/ pni ot handl er 1. asnx/ sear ch Bl ock 14
66.249.67.53 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/viewing. asp  [B ock 14
m ny- kosher - kravi . i
176.13.0.28 | srael 147.237.0. 17 df niyl Dstributed I11egal Paraneter Encodi ng None 14
66.249.69.35 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
) . . DO stributed Uhauthorized URL Access on
199.59. 148. 211 |Lhited Sates |147.237.77.216|dover.idf.i | v of i /i p storagel il es/ 9/ si e220x0/ 17429 | pg B ock 14
129. 254. 122. 33 Okfre& RepubIiC 1147 237.77. 216 |dover. i df . | Uhaut hor i zed URL Access to wan i df.il/en B ock 14
m ny- kosher - kravi . i i EVENTV/ i
176.13.0.28  |[Israel 147.237.0.17 ny Paraeter Type Violation | ALIDATCN TN Bl ock 14
df.il mny-kosher-kravi.idf.il/tenpl ates/traini ng/trai ni ng. aspx
37.26.149.219 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |Bl ock 14
207.46.13.46 |lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to wwu navy.idf.il/tenpl ates/conetous/ [B ock 14
66.249.67.59 |[lsrael 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 66.249. 67. 59 Bl ock 10
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