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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TAP Scan (vertical) drop 3572
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 69
149. 78. 236. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
37. 26. 149. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.31.54 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4

88. 147. 197. 85 Russi an Federation 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con_Tcp drop 2

96. 29. 170. 195 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
71.6.135.131 Lhited Sates 147.237.76. 176 test.ncore.idf.il ock_Udp All _Nets drop 1
73.184.2.228 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
188. 138. 9. 157 Ger nany 147.237.76. 30 hi nush.idf.il Bl ock_Udp Al _Nets drop 1
54.187. 251. 165 Lhited Sates 147.237.76. 200 eitan. aka.idf.il Bl ock_ Udp Al _Nets drop 1
188. 138. 9. 157 Ger nany 147.237. 76. 31 nakchal .idf.il ock Wp Al _Nets drop 1

68. 232. 118. 203 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
5.29. 162. 165 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Qount ry | get Address |Site |Sgnalure

123.141.29.11 |Korea, Republic of [147.237.77.234 |hal ag. i df . i[16798: HITP. QW Bash HTTP Header Renote Code Execution Mul nerability [B ock 19
117.79. 238. 206 |Chi na 147.237.77. 234 |hal ag. i df . i[16798: HITP: G\U Bash HITP Header Renote Code Execution Wl nerability [B ock 19
208. 39. 114. 154 [Lhited Sates 147.237.77. 234 |hal ag. i df . ]16798: HITP: G\U Bash HITP Header Renote Code Execution Wul nerability |B ock 18
181. 61. 253. 58 |Col onbi a 147.237.77. 234 |hal ag. i df . i[16798: HITP: G\U Bash HITP Header Renote Code Execution Wul nerability (B ock 18
208. 39. 114. 154 |Lhited Sates 147.237.77. 234 |hal ag. i df . i|0947: HITP: test-cgi Access Bl ock 1
62.210. 113. 143 |France 147.237.72.166 |aka. i df . i | |16798: HITP. G\U Bash HITP Header Renote Code Execution Wul nerability |B ock 1
117.79. 238. 206 |Chi na 147.237.77. 234 |hal ag. i df . iJ0932: HTTP: Shel| Conmand Execution (bash) B ock 1
181. 61. 253.58 |Col onbi a 147.237.77. 234 |hal ag. i df . iJ0932: HTTP. Shel| Conmand Execution (bash) B ock 1
117.79. 238. 206 |Chi na 147.237.77. 234 |hal ag. i df . i|0947: HTTP: test-cgi Access B ock 1
208.39.114. 154 |thited Sates 147.237.77. 234 |hal ag. i df . iJ0932: HTTP: Shel| Conmand Execution (bash) B ock 1
123.141.29.11 |Korea, Republic of [147.237.77.234 |hal ag.i df . i[0932: HITP: Shell Cormand Execution (bash) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

5. 29. 153. 220 147. 237. 72. 166 |l srael aka.idf.il ET SCAN NMAP -sS wi ndow 1024 60
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
223. 4. 208. 34 147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
93.174.93.194 [147.237.77.61 |Netherlands |e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
223. 4. 208. 34 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
93.174.93.194 |147.237.76.39 [Netherlands nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
203, 96. 40. 48 147 237 76.42 |New zeal and  |refuanidr i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.143.82.50 147.237.77.235|Netherl ands  [sviva.idf.il ET SCAN NMAP -sS wi ndow 2048 1
5.199.172.154 [147.237.76.39 |Lithuania nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
192. 119. 209. 102|147.237.8.50 |lhited Sates |e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
5.199.172. 154 |147.237.76.39 |Lithuania nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
169. 57. 5. 20 147.237.0.34 |Netherlands  [tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
223. 4. 208. 34 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
120. 150. 29. 211 |147.237. 77. 243 |Austral i a nobi | e.idf.il ET SCAN NMAP -sS wi ndow 2048 1
223. 4. 208. 34 147. 237. 76. 176 [Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
120.61. 17838 |147. 237 76.31 lindia vekehal idf il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
223. 4. 208. 34 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
94.102.48.194 |147.237.72.167 |Netherlands | shuri maka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
223. 4. 208. 34 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
93.174.93.194 [147.237.76.42 |[Netherlands |refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
223.4.208. 34 147.237.0.17 |China mny-kosher -kravi.idf.il [ET SCAN Potential SSH Scan 1
199. 168. 136. 173|147.237.8.14 |lhited Sates [e orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.77.235|Netherl ands ~ [sviva.idf.il ET SCAN NVAP -f -sS 1
192.119. 209. 102(147.237.8.50 |Lhited Sates |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
5.199.172.154 [147.237.76.39 |Lithuania nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 2048 1
169. 57. 5. 20 147.237.0.35 |[Netherlands  [akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 150. 29. 211 [147. 237. 77. 243 |Austral i a nobi | e.i df.il ET SCAN NVAP -sS wi ndow 3072 1
223. 4. 208. 34 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
120. 150. 29. 211 |147.237. 77. 243 |Austral i a nobi 1 e.idf.il ET SCAN NVAP -f -sS 1
223.4.208. 34 147. 237. 76. 148 |Chi na gacenter. aka.i df . il ET SCAN Potential SSH Scan 1
120. 1. 53. 129 147 237 0.16 | na ny- kosher-kravi i df. i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1




|Top Attackers In FW |
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Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
213.251. 182. 103 France 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 2644
212.101. 249. 140 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 555
2.54.11.179 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 416
74.39.73.193 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 194
202.171.186. 156 Australia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 55
37.26. 149. 198 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 55
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 54
113. 159. 159. 59 Japan 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 45
87.240.182. 172 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 34
96. 29. 170. 195 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop SAMrul e drop 23
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 20
71.48.222.41 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 19
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
54.72.73.168 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 16
93.173.233.91 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
2.54.153. 202 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
192.116. 53. 139 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
122. 62. 234. 212 New Zeal and 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
68.232. 118. 203 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
2.54.31.54 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
41.33.231.90 Egypt 147. 237. 77. 216 dover.idf.il drop drop 11
149. 78. 236. 235 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 11
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
5.29. 162. 165 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
209. 133.111. 211 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
208. 87. 233. 201 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
79.183.13. 103 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
66. 249. 67. 65 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
46. 118. 155. 216 kr ai ne 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
74.14.177. 140 Canada 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
207. 46. 13. 178 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
66. 249. 67. 53 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
37.26. 149. 210 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
66. 249. 67. 59 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
109. 65. 24. 138 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
40.77. 167. 36 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
207. 46. 13. 144 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
73.184.2.228 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
79.183.187.177 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
37.26. 146. 218 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
80. 246. 130. 10 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | wiw cogat i o i |/si p._storagelfi | es/ O/ si 2e220x0/ 3410,  pg. Sr Bl ock 1781
68. 180. 228. 112 ;h;:ee: 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Gode B ock 154
Lhi ted . . Unaut hori zed URL Access to
72.9.148. 10 P 147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 56
66. 249. 67. 59 I srael 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 28
m ny- kosher - kr avi . i _ ,
176.13.9. 37 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 28
. . - Unhaut hori zed URL Access to
37.26.149.210 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 28
168. 235. 195. 87 g‘;tt:: 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwy i df.il/shavascript B ock 14
73.238.192.10 ;“;tteeg 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Connection - (pen Mde None 14
31.25. 41. 225 Ger many 147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to / Bl ock 14
. . Unhaut hori zed URL Access to
66.249.67.89  |Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 19666- he/ i df gdover . aspx B ock 14
m ny- kosher - kr avi . i Illegal Paraneter Encoding [
125. 25. 206. 42  |Thai l and 147.237.0. 17 ; { BMONNTR7 @2f nE* @&%) 0s0&GLNf ] &XJ; | 5T&T9* Tr : i g{ (>Cef vne] nDO|None 14
df il Ykc in mny-kosher-kravi.idf.il/aj ax/ creat ecapt chai nage. aspx
i - kosher - kravi . i df
184. 105. 139. 67 g‘;tteeg 147.237.0. 16 niy| Unaut hori zed URL Access to 147.237.0. 16/ B ock 14
66. 249. 69. 35 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
_ m ny- kosher - kr avi . i _ _
125. 25. 206. 42  |Thai l and 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from 125. 25. 206. 42 None 14
62.210.88.201 |France 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www googl e. pl / sear ch B ock 14
i ted Unhaut hori zed URL Access to
184.173.183.171 147.237.77.74 |lawidf.il wan | aw i df . i1/ 163- 7197- he/ pat zar . aspx&usg=al kj r hi 8wyscr hzt ydm em|B ock 14
Sates
cbgznifa7nq
168. 235. 195. 87 g"alt:g 147.237.77.216|dover.i df . il Mil ti pl e Unhaut hori zed URL Access from 168. 235. 195. 87 Bl ock 14
66. 249. 65. 54 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx Bl ock 14
i ted Unhaut hori zed URL Access to
184.173.183. 1725 147.237.77.74 |lawidf.il wan | aw i df . i1/ 441- he/ pat zar . aspx&usg=al kj r hi miswi 6| j hquzeewnkggx |Bl ock 14
z| af hbg
2.54.149. 62 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
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