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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
5.29. 153. 220 | srael 147.237. 72. 166 aka.idf.il TP Scan (vertical) drop 3572
74.109. 210. 5 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
93.174. 93. 218 Net her | ands 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 drop 2

23. 239. 66. 125 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Wp Al _Nets drop 1

23. 239. 66. 125 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1

50. 69. 16. 226 Canada 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
23.239. 66. 125 Lhited Sates 147.237.76. 34 yohal an.i df .il B ock Wp Al Nets drop 1
158. 255. 45. 210 Uni ted Ki ngdom 147.237.76. 196 e.sviva.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-26-2015-03:04:06 to 10-26-2015-04:04:06

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry |Signature
5. 29. 153. 220 147. 237. 72. 166 |l srael aka.idf.il ET SCAN NMAP -sS wi ndow 1024 60
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
130.255.67.15  [147.237. 77. 176 ?Cis;iig;a” Territory. | mat pash. i o i1 ET SCAN NVAP -sA (2) 2
113.65.131. 176 [147.237.76.30 |China hi nush. i df i BT SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
46.151.52. 8 147. 237.76. 86 |krai ne navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
223.4.239.227 |147.237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
41. 140. 253. 9 147.237.8.24 |Morocco elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
223.4.239.227 |147.237.0.33 |[China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
213.8.124.122 |147.237.76.30 |[Israel hi nush. i df . il BT SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
182. 254. 149. 138|147. 237.0.15 |Chi na kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 |147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46.151.52. 8 147. 237. 77. 233 |Wkrai ne atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.140. 253.9 147.237.8.24 |Morocco elifestyleidf.il ET SCAN NVAP -sS w ndow 3072 1
223.4.239.227 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.239.227 |147.237.0.16 |China ny- kosher-kravi . i df i ET SCAN Potential VNC Scan 5900- 5920 1
200.113.195.21 |[147.237.8.50 [Hhiti e.tikshuv.idf.il ET SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
192. 240. 155. 234|147. 237.76. 31 |Lhited Sates nakchal . i df . il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 165. 215 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1




|Top Attackers In FW |
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Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
67.183. 245. 91 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 200
162. 201. 186. 120 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 190
61. 8. 119. 132 Australia 147.237.77.216 dover.idf.il dr op First packet isn't drop 176
70. 133. 151. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 152
108. 79. 208. 24 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 115
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 86
79.182.128.18 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 84
50. 69. 16. 226 Canada 147.237.77.216 dover.idf.il drop First packet isn't drop 75
108. 59. 253. 71 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 60
41. 44. 94. 229 Egypt 147.237.77.216 dover.idf.il dr op First packet isn't drop 60
93.174.90. 30 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 33
98. 166. 114. 128 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 32
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il dr op SAMrul e drop 29
66. 87. 66. 190 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 23
54.72.73.168 Irel and 147.237.77.216 dover.idf.il dr op First packet isn't drop 22
54.224.21.23 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 21
173.95. 163. 39 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 20
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 19
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op First packet isn't drop 16
75.82.50. 94 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 16
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il dr op First packet isn't drop 13
164.138. 124. 182 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
68. 10. 167. 50 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 12
172.1.132. 107 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 12
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
54.72.0.55 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 12
212.199. 182. 150 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 11
70. 160. 212. 52 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 11
66. 249. 67. 65 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
93.173.233.91 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 9
66. 249. 67. 53 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
93.174.90. 30 Net her | ands 147.237.77. 216 dover.idf.il dr op drop 8
106. 68. 171. 84 Australia 147.237.77.216 dover.idf.il dr op First packet isn't drop 7
212.179.90. 106 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 6
109. 65. 24. 138 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
212.59. 240. 221 Pol and 147.237. 72. 167 ishurimaka.idf.il dr op SAMrul e drop 5
23.236. 58. 127 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 5
46.19. 85. 234 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
199. 16. 156. 125 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
1.129. 96. 145 Australia 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
38.111. 147. 88 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
77.125.8.130 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
64. 236. 82. 15 Lhited Sates 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
66. 249. 82. 91 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
199. 16. 156. 124 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
199. 16. 156. 126 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site Sgnature Devi ce

‘Count

Country Action
68.180.230.29 [Uited Sates [147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation Pagenimi n Bt ock 84
waw cogat . i df . i | /1930- he/ cogat . aspx
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 82
68.180.228. 112 [lhited Sates |147.237.77. 216 |dover.idf.il Parameter Type Vol ation PageNimin Bl ock 70
wa i df . i | /1397- en/ dover . aspx
66. 249. 67. 65 I srael 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 65 B ock 56
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 56
66. 249. 67. 59 I srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 67. 59 B ock 28
: . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Uited Sates |[147.237.77.216|dover.idf.il v f i /i p storagel i1 es/ 8/ si ze220x0/ 17418 | pg Bl ock 28
. . Mitiple Illegal Byte Gde Character in Mthod from
93.174.93.218 |Netherlands  |147.237.77.234|hal ag.idf.il 93.174. 93. 218 Bl ock 28
93.174.93.218 |Netherlands  |147.237.77.234|hal ag.idf.il Mil tiple NULL Character in Method from93.174.93. 218 Bl ock 28
. . Uhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 9234- he/ r ef uah. aspx Bl ock 14
} . . Uhknown Paraneter catld in
74.95. 3. 46 Uhited Sates |[147.237.72.166|aka.idf.il v aka. i o i |/ nai v i yus/ general . aspx None 14
93.174.93.218 |Netherlands  |147.237.77.234|hal ag.idf.il NULL Character in Mthod Bl ock 14
. . URL is Above Root Directory
93.174.90. 30 Net her| ands 147.237.77. 216 dover . i df . i1 viwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock 14
2.54.43.89 I srael 147.237.0.19 |nmadimatal .idf.il Mil tiple Untraceabl e SS. Sessions from2.54.43.89 ((pen Mvde) [None 14
157. 55. 39. 26 Lhited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 14
www. chamat z. aka. i df ) )
66. 49. 225. 162 |Canada 147.237.77. 226 i Unhaut hori zed URL Access to /tnunbl ock. cgi B ock 14
207. 46. 13. 53 Uhited Sates |[147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 14
93.174.93.218 |Netherl ands 147.237.77.234|hal ag. i df . i | Illegal Byte (de Character in Mthod B ock 14
. . Uhaut hori zed URL Access to
66.249.67.89  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 18457~ he/ dover . aspx Bl ock 14
2.54.43.89 | srael 147.237.0.19 |madimatal .idf.il SSL Untraceabl e Connection - Qpen Mde None 14
184. 105. 139. 68 |Wnited Sates [147.237.72.166|aka. i df .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 14
66.49.225.162 [Canada 147.237.77.233|atal .idf.il Unaut hori zed URL Access to /tmunbl ock. cgi Bl ock 14
66. 249. 69. 51 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
5.79.74. 89 Net her | ands 147.237.77. 216 |dover.i df . il Distributed Suspicious Response Code B ock 14
184. 105. 247. 195|lhited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 14
74.82.47.2 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df . il Distributed Suspicious Response Code B ock 14
62.210.88.201 |France 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to www googl e. pl / sear ch Bl ock 14
64. 19. 78. 243 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 5
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