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5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 3567
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 95
99. 238. 32. 134 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 51
95. 86. 64. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
149.78.31.0 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
37.142. 64. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
80. 246. 136. 14 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-Qi dest - reset 11
89. 138. 250. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
149. 78. 90. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
37.26.149. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
87. 68. 36. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 6
37.26. 149. 249 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
87. 68. 36. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
2.52.47. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.182.178. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
65. 112. 10. 196 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3
37.26.149. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.178.142. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
222.186. 56. 42 Chi na 147.237. 76. 38 eengitav.idf.il |JLM Under Attack Con Tcp drop 2
79.183.227. 77 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
115. 239. 228. 8 Chi na 147.237. 76. 39 nobi | e. nei tav.idf.i|JLM Under Attack Con Htp drop 2
197. 211. 53. 29 Ngeria 147.237.77.216  |dover.idf.il :;J; handshake viol ation, first packet not 1
94. 230. 86. 231 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
141.212.121. 192 Lhited Sates 147.237. 76. 201 e atal .idf.il B ock_Udp Al Nets drop 1
54.187. 251. 165 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ock Udp Al Nets dr op 1
37.76. 219. 170 ch;i'géa” ferritory, 147.237.77.216  |dover.idf.il SN Hood ful table drop 1
54.187.251. 165 Lhited Sates 147.237. 76. 39 nobi | e.neitav.idf.i|B ock Udp All Nets drop 1




10-26-2015-00:04:07 to 10-26-2015-01:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-26-2015-00:04:07 to 10-26-2015-01:04:07

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

5. 29. 153. 220 147. 237. 72. 166 |l srael aka.idf.il ET SCAN NMAP -sS wi ndow 1024 60
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
5.199.172.154 [147.237.77.216|Lithuania dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 240. 155. 234(147. 237. 77. 235 |Lhited Sates  |svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
176.13.10.116  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 2. 102. 93 147.237.8.28 |United Kingdom |e.nobile-ks.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1

Potential Scan or Brute Force

5.199.172. 154 [147.237.77. 216 |Li thuani a dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
5.148.157.229 |147.237.77.233|united Ki ngdom|atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 8. 66. 90 147. 237. 72. 156 ?ézzgzm anan. i df il ET SCAN Potential SSH Scan 1
193.107. 16. 206 |147. 237. 76. 86 23::;'}0'1 navy. i df . il ET SCAN NVAP -sS wi ndow 1024 1
192. 240. 155. 234(147. 237. 76.39 |Whited Sates  |nohile neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117.208. 243 |147.237.77. 226 v chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
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91. 228. 167. 109 9 ovaki a 147.237.77. 216 dover.idf.il drop First packet isn't drop 159
91.228.167. 130 dovakia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 81
100. 100. 52. 73 147.237.77. 216 dover.idf.il drop First packet isn't drop 61
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 60
109. 64. 107. 77 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 56
109. 66. 166. 41 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 56
176. 13. 10. 116 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 53
66. 87. 79. 53 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 48
100. 100. 56. 58 147.237.72. 166 aka.idf.il drop First packet isn't drop 42
84.94. 186. 135 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
100. 100. 56. 58 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 22
100. 100. 52. 73 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 20
81.184.114. 204 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
100. 100. 55. 192 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 19
100. 100. 52. 73 147.237.72. 166 aka.idf.il drop First packet isn't drop 17
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
197.211. 53. 29 Ngeria 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 14
83.244.51. 147 Pal estinian Territory, Qccupi ed 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
99. 238. 32. 134 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
100. 100. 52. 73 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 12
173. 252. 115. 86 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
46. 19. 86. 92 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 11
100. 100. 47. 54 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
173.252.115. 84 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
100. 100. 56. 58 147.237.0.34 tikshuv.idf.il drop First packet isn't drop 10
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
54.72.73.168 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
63.227.45. 6 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
72.211.219. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
208.115.113. 89 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
109. 65. 24. 138 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
93.173.233.91 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
46.19.85. 2 | srael 147.237.72. 167 ishurimaka.idf.il |dr op Frst packet isn't drop 7
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
202. 45.119. 33 Australia 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
79.181.8.9 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
188. 154. 11. 184 Swi t zer| and 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
173. 252. 115. 90 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
93. 135. 27. 109 Ger many 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
2.52.130. 4 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 6
91.121.83.118 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
179. 210. 167.5 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
208. 54. 83. 249 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
95. 86. 64. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
213.229.125. 138 Uni ted Ki ngdom 147.237.77. 170 naar achot . i df .il drop First packet isn't drop 5
149.78.31.0 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
205. 186. 180. 24 Lhited Sates 147.237.77.170 naar achot . i df . il dr op Frst packet isn't drop 5
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46. 19. 86. 117 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 2156
68.180. 229. 239 |[lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Uhauthorized URL Access from 68. 180. 229. 239 B ock 84
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. | df i |/ 994 8613- he/ navy. aspx. aspx B ock 56
104. 131. 147. 112|Uhited Sates [|147.237.72.166|aka. i df . i | Mil tipl e Unaut hori zed URL Access from 104. 131. 147. 112 B ock 56
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tiple Unhauthorized URL Access from 46. 118. 155. 216 Bl ock 42
66.249. 65. 241 I srael 147.237.0.34 |tikshuv.idf.il Distributed Uhaut hori zed LR Access on Bt ock 28
ww ti kshuv. i df . i |/ nai n/ gi yus/ gener al . aspx
82.118.237.101 |Rulgaria 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 14
. . Unaut hori zed URL Access to
188. 165. 15. 205 |France 147.287.77.74 (lawidf.il 147. 237.77. 74/ 163- 6202- he/ pat zar . aspx B ock 14
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
157.55.39. 186 |Uhited Sates |[147.237.72.166|aka.idf.il Unhknown Paraneter sorderby in aka.idf.il/iturinmasp/wers. asp None 14
m ny- kosher - kravi . i ing - : i
46.116.190. 74 |Israel 147.237.0.17 ny-Kosher-xra Doubl e URL Encoding - parameter: Feturnurl in B ock 14
df.il mny-kosher-kravi . i df.il/tenpl ates/| ogi n. aspx
104. 131. 147. 112|Wnited Sates [147.237.72.166|aka. i df . il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . . Unaut hori zed URL Access to
66. 249. 64. 133 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1674 B ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 34 . 147.237.77. 216 |dover.idf .il ct1 00$Cont ent P acetHol der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 14
Federation . )
wwy i df . i |/ 1283- en/ dover . aspx
109. 66. 66. 117 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 14
. . Unaut hori zed URL Access to
31.44.142.174 |Israel 147.237.77. 170 [n@ar achot . i df . i | naar achot i o i 1/ pdf /11 es/ 4/ 112294, pe) B ock 14
. . D stributed Unauthori zed URL Access on
84.109. 68.174 |l srael 147.237.77.216|dover.idf . il ww i of i1/t tps: /v cf i1/ B ock 14
192.99.39. 235 |Canada 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 14
. . Lhaut hori zed URL Access to
66.249.67.65  |Israel 147.237.77. 216 |dover. i df . il Wi, i df i | / 1133 14816- he/ dover . aspxx! x™xcexsx?: B ock 14
: . . D stributed Unknown Paraneter on
179.61.128.219 |hile 147.237.72.166 [aka. i df . i | v aka. i df . i |/ brothers/skira/defaul t.asp paraneter anp; docl d None 14
46.117.224. 116 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 14
78.47.127.100 [Ger many 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to maarachot . i df. il /wp/ wp-adm n/ B ock 14
. . . Unaut hori zed URL Access to
66. 249. 65. 234 |l srael 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df . i 1/ i 1V gi yus/ gener al . aspx B ock 14
188. 143. 232. 43 R‘Sf;:t”i o 147.237.0.34 |tikshuv.idf.il Mil ti pl e Lnaut horized URL Access from 188. 143. 232. 43 B ock 14
157. 55. 39. 10 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/navy/links. aspx B ock 14
31.154.92.248 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
87.69. 81. 241 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/https:/wanaka.idf.il/ |B ock 14
205.186.180.24 |lhited Sates |147.237.77.170|mmar achot . i df . i | Unaut hori zed URL Access to maarachot . idf.il/ol d/ wp- adm n/ B ock 14
. . Lhaut hori zed URL Access to
66.249.67.83  |Israel 147.237.77. 216 |dover.idf .il 147. 237.77. 216/ 1133- 17032- he/ dover . aspx B ock 14
185. 82. 201. 17 147.237.77. 216 |dover.idf .il Admin Bl ocki ng B ock 14
. . . Uhaut hori zed URL Access to
104. 131. 147. 112|Wnited Sates [147.237.72.166 |aka. i df .i | wiw aka i dff i 1/ shuri i shar ed/ user cont rol s/ header upper / B ock 14
82.118.237.101 |Rulgaria 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ B ock 14
188. 143. 232. 43 RJF Sﬁ::ﬂ on 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw ti kshuv. i df.il/900-en/ Bl ock 14
157.55.39.186 |Uhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter docid in aka.idf.il/kamar/klali/default.asp None 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
37.142.68. 81 I srael 147.237.72. 166 |aka. i df . i | Wi aka. i df . |/ nai v Sachar / mai | box. aspx None 14
88. 208. 252. 195 E?';;gom 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to naarachot . idf.il/bl og/ wp-adm n/ B ock 14
46.118. 155. 216 |Wkrai ne 147.237.77. 176 [mat pash. i df . i | PHP Attenpt Bl ock 14
185. 82. 201. 17 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wawidf.il/index. php/ adnin B ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
5.22.131. 238 I srael 147.237.72. 166 |aka. i df . i | ww aka. i o . i 1/ nai 1V sachar / r equest . aspx None 14
104. 131. 147. 112|Uhited Sates [147.237.72.166|aka. i df . il Unknown Paraneter catid in v aka.idf.il/giyus/forunidefault.asp|None 14
82.118.237.101 |Rilgaria 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237.76. 86/ Bl ock 14
. - Unaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9628- he/ r ef uah. aspx Bl ock 14
66. 249. 67. 53 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to ww i df.il/894-en/ mat pash. aspx B ock 14
157.55.39.186 |Uhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter docid in aka idf.il/tiznoret/klali/default.asp None 14
95. 35. 80. 224 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ atal . aspx  |Bl ock 14
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Code Bl ock 14
: ; ] Unaut hori zed URL Access to
68.180. 229. 239 |[Lnited Sates [147.237.72.166|aka.idf.il v aka, i df i |/ consol e/ cor e/ doc.nur/ general . aspx B ock 14
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df.il/xmrpc. php B ock 14
Russi an . . Paraneter Type Mol ation fronate in
188.143.232.34 |_ oo 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/ 901- eny cogat . aspx B ock 14
108. 36. 196. 168 |Uhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 14
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