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5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 3582
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 151
149. 88. 182. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 102
82.41.239.181 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 66
79.178.17. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
46.19. 86. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
2.54.36.140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
87.69. 78. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.2.247 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-d i dest - r eset 19
185. 32. 179. 185 | srael 147.237.72. 166 aka.idf.il Anonal y- SSL-renegoti ation-di dest - r eset 13
5.29.112. 106 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12
93. 91. 194. 128 Iraq 147.237.77. 216 dover.idf.il SYNHood full table drop 12
95. 86. 88. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
80. 246. 136. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 85. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
77.127.208. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
82.102. 245. 90 (Fijcis;i';'ja” ferritory, 147.237.77.216  |dover.idf.il SNFHood full table drop 9
192.114.91. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
149. 78. 40. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
62. 201. 24. 82 Czech Republic 147.237.77.216 dover.idf.il SYNHood full table drop 5
109. 65. 124. 52 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 160. 210. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.29.32.128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52. 49, 187 I srael 147.237.77.216  |dover.idf.il I;J; handshake violation, first packet not . 4
176.13.2. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
108. 36. 196. 168 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4
46.19. 85. 11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
95. 86. 73. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.177.36.6 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
109. 67.139. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.183. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
149. 88. 168. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.228. 165. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.169. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
178. 34.162. 213 Russi an Federation 147.237. 76. 34 yohal an.idf.il B ock Wp Al Nets drop 3
2.54.145. 141 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
109. 64. 49. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 146. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
89. 139. 165. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.169. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
84. 109. 229. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.52.128.124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
77.127. 246. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.169. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
79.181. 102. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
141.212.121. 206 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.i|B ock Wp Al Nets drop 1
46. 19. 85. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site ‘Sgnature Devi ce Action |Oount |
80. 74. 107. 118 | srael 147.237.72.166 |aka. i df . i [|CL000004: HITP: options nethod (M crosoft) B ock 2
180. 250. 149. 158 |I ndonesi a 147.237.77.74 |law i df.il[19813; HITP. WrdPress Thene Ovi Directory Traversal Wulnerability B ock 2
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5.29.153.220 |147.237.72. 166 |l srael aka.idf.il ET SCAN NMAP -sS wi ndow 1024 60

41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3

66. 87. 76. 23 147.237.77. 216 |lhited Sates [dover.idf.il portscan: TCP D stributed Portscan 1

41.140.253.9 [147.237.0.16 |[Morocco ny-kosher-kravi.idf.il  |[ET SCAN NVAP -sS wi ndow 2048 1

41.140.253.9 |147.237.0.16 |Morocco ny- kosher -kravi . i df . i ET SCAN NVAP -f -sS 1

223.4.212.53 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1

. L ET SCAN Behavi oral Uusual |y fast inbound Tel net CGonnecti ons,

186. 136. 89. 102 [147. 237. 76. 31 |Argentina nakchal .idf.il ) 1
Potential Scan or Brute Force

109. 64. 153. 81 |147.237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1

94.102.48.194 [147.237.8.28 |Netherlands |e.mobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1

71.105. 83.208 [147.237.77.243|Wited Sates |nobile.idf.il ET SCAN NVAP -sS w ndow 4096 1

58, 63. 4. 40 147 237.76.30 |chi na i vmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

T T o Potential Scan or Brute Force
41.140.253.9 [147.237.0.16 |[Morocco ny-kosher-kravi.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
223.4.212.53 |147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

122.177.185. 79 [147.237.8.24 |india elifestyle idf.il , 1

Potential Scan or Brute Force
_ _ L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,

96. 90. 100. 123 |147.237.0.19 |lhited Sates [nadimatal.idf.il _ _ 1
Potential Scan or Infection

79. 148. 142. 253 |147. 237. 77. 216 |Sai n dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
5.29.79. 89 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 217
2.54.12.130 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 140
188.247.77.19 Jor dan 147.237.77. 216 dover.idf.il drop First packet isn't drop 81
46. 19. 86. 21 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 72
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 71
149. 78. 40. 46 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 68
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 65
79.180. 1. 186 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 59
80. 178. 213. 48 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 57
80. 246. 133. 28 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 51
141.0.13.124 Nor way 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 48
109. 66. 190. 121 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
149. 88. 200. 2 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
46. 19. 86. 81 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 40
207.228. 78. 15 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 38
100. 100. 47. 54 147.237.77. 216 dover.idf.il drop First packet isn't drop 37
85. 65. 244. 190 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 35
2.52.49. 187 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 34
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 33
89. 139. 29. 18 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
162. 219. 230. 208 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 30
93.91.194. 128 Iragq 147.237.77. 216 dover.idf.il drop First packet isn't drop 29
82.41. 239. 181 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
93.173.233.91 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 26
45. 48. 113. 61 147.237.77. 216 dover.idf.il drop First packet isn't drop 26
85. 168. 11. 224 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
108. 56. 149. 42 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 25
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
213.10. 101. 28 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 24
46. 19. 86. 175 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 23
149. 88. 182. 12 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 21
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 20
46. 19. 85. 10 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
108. 36. 196. 168 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
100. 100. 47. 54 147.237.72. 166 aka.idf.il drop First packet isn't drop 18
5.29.112. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
95. 86. 88. 160 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
46. 19. 85. 25 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
109. 64. 129. 160 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
172.56. 23. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
207. 46. 13. 178 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 15
213.165.45.2 Saudi Arabia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 15
46. 19. 86. 208 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
46. 19. 85. 130 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
176. 13. 11. 147 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
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Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
176.12.151.22 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1101
79.178.199. 178 |Israel 147.237.76. 200 |ei t an. aka. i df . i | ;gf’l'\gfylggl tlgg Sane Response Qode (404) in Session from Bl ock 266
68.180.230.29  [United Sates 147.237. 77. 176 [nat pash. i df . i | Q’frwa'lf,gii pe M /oigéf’ﬁeﬁggg?ﬂsgx Bock |84
68. 180. 229. 239 [Lhited Sates 147.237.72. 166 |aka. i df . i | m“;g_rii jfeloi' |l/£cLonAsco(|:27iotrZ/ doc nur/ gener al . aspx Bl ock 56
72.9.148.10  |Uited Sates 147.237.76.86 [navy. i df il m“;gs;‘ e e e/ navy. aspx. asp Bock |44
68.180. 228.112 |[lhited Sates 147.237.77.216|dover . i df . il Paraneter Type M ol ati on PageNumin ww i df.il/1115-ar/ dover. aspx [B ock 42
109. 67. 139. 118 |Israel 147.237.0.19 |nadi matal .idf .i [Foromeer e Moaion o m’_‘;’;}(ﬂ acerbl der 18txt Street in Bock |41
109. 65. 124.52  |Israel 147.237.77.243|nobi l e.i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 28
46.189.28.215 |Ger many 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 28
83.244. 51, 147 glcis;iigijan Territory; 47 237. 77. 176 |mat pash.idf.il [Unauthorized URL Access to waw cogat.idf.il/894-ar B ock 28
37.60. 42. 229 I srael 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed HTTP Met hod B ock 28
181. 229. 112. 165|Argenti na 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df . il /spani sh/ Bl ock 28
37.60. 42. 229 | srael 147.237.72. 156 |aman. i df . i | Mil tiple Unaut hori zed URL Access from 37. 60. 42. 229 B ock 28
91.208. 99. 2 Lnited Ki ngdom 147.237.77. 170 |maar achot . i df . i | |Lnaut hori zed URL Access to nmaarachot.idf.il/test/wp-admin/ B ock 14
46.19. 85. 93 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
185. 32. 179. 223 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
109. 186.175.9  |lIsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 14
80.74.107.118 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. idf.il/sip storage/files/3/ Bl ock 14
66. 249. 67. 53 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 67. 53 B ock 14
2.54.5.199 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
173, 252. 120. 114|Uited Sates 147.237.76.86 |navy.idf.il m;g\?;tiegf ﬁ?‘gar;frc'h;eisﬁ} Access on Bock |14
Ostributed Paraneter Read Qnly Mol ation
109. 64. 153. 81 |l srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
69.171.230. 116 |lLnited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. i df . i/ capt cha. ashx B ock 14
46.120.154.62 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ Bl ock 14
207.46.13.5 Lhited Sates 147.237.77.233|atal .idf.il Distributed Unhauthorized LRL Access on 147.237.77.233/robots. txt |B ock 14
157.55.39.186 |lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
82. 166. 22. 39 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/val tam B ock 14
66.249. 67.227 |lsrael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat.idf.il/894-en B ock 14
2.54.166. 16 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 14
213.229. 125. 138|Uni ted Ki ngdom 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to naarachot . i df . i|/wordpress/wp-admn/ |B ock 14
157. 55. 39. 186 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tiple Whaut horized URL Access from 157. 55. 39. 186 B ock 14
64. 19. 78. 243 Lhited Sates 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 14
Uhaut hori zed URL Access to
157. 55. 39. 186 Lhited Sates 147.237.72.166|aka. i df . i | aka} i__de. il /(.:’.'diAE‘..f uAnd_/_ Xf CACACAGAGAC AN A3 G A |B ock 14
CGACAXICA CALC AL
88. 15. 247. 66 Spai n 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
184. 168. 200. 148|Uhited Sates 147.237.77. 170 [naar achot . i df . i | [Unaut hori zed LRL Access to maarachot . idf.il/wp-adm n/ B ock 14
109. 67.209. 14 |l srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code Bl ock 14
80.74.107.118 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 80. 74.107. 118 Bl ock 14
66. 49. 225. 162 |Canada 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to /tnunbl ock. cgi B ock 14
157.55.39. 186 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/brothers/skira/default.asp None 14
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