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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site |Signature Device Action Count
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 3473
0.0.0.0 147.237.77. 216 dover.idf.il |SINHood full table dr op 184
5.29. 153. 220 | srael 147.237.72. 166 aka.idf.il JLMPurple Gon Linit Tcp drop 149
109. 67. 200. 29 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 53
95. 86. 67. 214 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 39
2.54.129.222 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 34
79.177.42. 175 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 30
5.29.35.71 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 26
46.19. 86. 141 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 21
46. 19. 86. 141 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 21
46.19. 86. 110 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 20
85. 97. 159. 105 Tur key 147.237.77.216 dover.idf.il |[SYINHood full table drop 19
149. 78. 138. 15 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 15
46. 19. 86. 228 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 12
79.178.12. 174 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
109. 64. 132. 169 | srael 147.237.77.216 dover.idf.il |SYINHood full table drop 10
87.69. 106. 201 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 8
100. 100. 19. 238 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 7
46. 120. 44. 157 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
87.69. 215. 2 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 6
46. 120. 190. 80 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
31.44.132. 251 | srael 147.237.77.216 dover.idf.il |SYINHood full table drop 6
84.109. 188. 178 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
31.44.131.129 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
46.19. 86. 110 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 5
109. 64.0. 76 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 5
46.116. 160. 171 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
79.178.199. 178 | srael 147.237.77.216 dover.idf.il |SYINHood full table drop 5
71.82.93. 182 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 4
109. 65. 116. 58 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
37.142.137. 242 | srael 147.237.72. 166 aka.idf.il Inval i d TP H ags dr op 4
79.183. 204. 43 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 4
131. 253. 26. 231 Lhited Sates 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
85. 65. 53. 198 | srael 147.237.77. 216 dover.idf.il |SYINHood full table drop 3
71.183.76. 114 Lhited Sates 147.237.77.216 dover.idf.il |SINHood full table drop 3
46. 19. 85. 46 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 3
85. 250. 86. 187 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
46. 19. 85. 76 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
73.209. 2. 90 Lhited Sates 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
46. 19. 85. 52 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
46.116. 159. 104 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
176. 12. 151. 32 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
141.0. 14. 212 Eur ope 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
79.179.174. 58 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 2
149. 78. 199. 219 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
176.13. 19. 10 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
46.19. 85. 71 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 2
31.154.91. 87 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
80. 246. 139. 7 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
5. 28. 160. 61 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Count |

143. 53. 85. 143 Lhi ted Ki ngdom 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

Potential Scan or Brute Force

5.29. 153. 220 147. 237. 72. 166 |I sr ael aka.idf.il ET SCAN NVAP -sS wi ndow 1024 35
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
171. 8. 55. 230 147.237.77. 216 |Chi na dover.idf.il ET VEB—S.PEO FICAPPS PHP-QG query string pararet er 1
vul nerability
111.93.198.54  [147.237.72.14 |india dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 3072 1
82. 81. 193. 82 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.162.116. 221 |147.237.77. 178 |Sweden e. mat pash. i df il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.76. 202 |Netherl ands ~ |e. hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
200, 237. 148. 245|147 237 76.31 |mrazi| nekehal idh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.26.147.192 |147.237. 72. 166 |l srael aka.idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
185.82.201. 17 |147.237.77.216 dover.idf.il ET DO5 SSL Bonb DoS Attenpt 1
171. 8. 55. 230 147.237.77. 216 |Chi na dover.idf.il SERVER WEBAPP PHP-O3 renote file include attenpt 1
149.78.154. 69  [147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
94.102.48.194 |147.237.77.226|Netherlands  |waw chamatz. aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
66. 249. 67. 59 147.237.77. 216 |Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
46.162.116. 221 |147.237.77.170|Sweden maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147.237.76. 202 |Netherl ands  |e.hal ag.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
37.143.82.50 147.237.76.202|Netherl ands  |e.hal ag.idf.il ET SCAN NVAP -f -sS 1
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
179 33.156.20  |147. 237 76.30 G0l onbi & himsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
94.159. 152. 7 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3584
149. 78. 138. 15 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2194
213. 151. 55. 207 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 226
79.177. 35. 239 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 216
46. 19. 85. 96 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 207
46. 120. 190. 80 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 159
2.54. 44, 146 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 110
160. 166. 251. 224 147.237.77. 216 dover.idf.il dr op First packet isn't drop 106
141. 0. 14. 116 Eur ope 147.237.77.216 dover.idf.il drop First packet isn't drop 71
149. 255. 196. 51 Iragq 147.237.77.216 dover.idf.il drop First packet isn't drop 53
109. 65. 11. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 46
176. 12. 144. 235 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 46
84. 228. 68. 156 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 43
87.69. 36. 223 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 39
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 39
37.26. 149. 241 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 38
63.227.45.6 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 37
100. 100. 8. 219 147.237.72. 166 aka.idf.il drop First packet isn't drop 36
2.54.129. 222 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 34
207.244.77. 4 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 34
86. 176. 149. 109 Uni ted Ki ngdom 147.237.77.216 dover.idf.il drop First packet isn't drop 34
66. 249. 93. 192 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 32
176. 13.19. 10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 30
141. 0. 14. 212 Eur ope 147.237.77.216 dover.idf.il drop First packet isn't drop 28
95. 86. 67. 214 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
171. 8. 55. 230 Chi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 26
108. 56. 149. 42 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 25
217.82.234.22 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
100. 100. 19. 238 147.237.77. 216 dover.idf.il dr op First packet isn't drop 23
109. 67. 200. 29 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 22
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 21
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 21
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 20
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
5.29.35.71 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
176. 13. 14.50 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 19
109. 64. 132. 169 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
93.173.233.91 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 18
109. 64. 194. 199 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 18
37.142.253. 158 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
73.209.2.90 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 16
109. 67.21.70 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 15
87.69. 1. 133 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 15
82. 166. 145. 127 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
46. 19. 86. 163 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 14
64. 41. 200. 101 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 14
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
100. 100. 121. 26 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 13
66. 249. 67. 53 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
207. 46.13.178 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 13
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
89. 138. 229. 119 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 152394
89. 138. 229. 119 |I srael 147.237.72. 166 |aka. i df . i | Aut omat ed Mul ner abi ity Scanni ng B ock 700
2.52.182.157 |Israel 147.237.0.19 |nadimatal .idf.il Too Meny of the Sane Response Code (404) in Session from g 224
2.52.182. 157
89. 138. 229. 119 [l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 89. 138. 229. 119 B ock 140
95.143.172. 83 |Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Lhaut horized URL Access from 95, 143, 172. 83 B ock 70
68.180. 228. 112 |Lhited Sates 147.237.77.216|dover . i df . i | Distributed Suspicious Response Qode B ock 56
m ny- kosher - kravi . i _ .
176. 12. 141. 211 |l srael 147.237.0. 17 df il Miltiple Illegal Parangter Encoding from176.12. 141. 211 None 56
) . . Unaut hori zed URL Access to
72.9.148.10  [Wited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1 /994- 8613- he/ navy. aspx. aspx B ock 56
37.60.42.229 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Unauthorized HTTP Met hod Bl ock 56
84.108.84.17 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gde Character in URL B ock 56
94. 153. 10. 149 |[krai ne 147.237.77. 176 [nat pash. i of . i | Mil tiple Unauthorized URL Access from 94. 153, 10. 149 Bl ock 42
77.125. 125, 243 |1 sr ael 147.237.77.74 |lawidf il tnaut hori zed LR Access to Bl ock 42
waw. mag. i df . i | / consol e/ cor e/ doc_ngr/ doc_ngr. asp
188. 143. 232. 10 |Russi an Federation [147.237.76.30 |hi nush.idf.il Mil ti pl e Unaut hori zed LRL Access from 188. 143. 232. 10 B ock 42
188.143. 232. 21 |Russi an Federation |147.237.77.176 |nat pash. i df . i | Faraneter Type ol ation fronfete in Bock  [28
wan cogat . i df . i |/901- en/ cogat . aspx
. . Unaut hori zed URL Access to
37.60.42.229 |Israel 147.237.72. 156 |anan. i df . i | v anan. i df i /i p, storagel fil es/ 4 B ock 28
66.249.67.59 |lsrael 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Code B ock 28
Dstributed Paraneter Read Qily Mol ation
109. 65. 11. 233 [l srael 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ i yun/ mi yunpr ocessquest i onnai re. a |None 28
SpX par anet er
82.166.22.39 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/valtam B ock 28
m ny- kosher - kravi . i _ ,
46. 120. 46. 55 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 24
157.55.39. 186 |Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catid in aka idf.il/patzar/klai/default.asp [None 14
66.249.67.71 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
46. 120. 44. 157 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wawidf.il/sip storage/files Bl ock 14
95. 143.172. 83 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 14
. . Unaut hori zed URL Access to
79.179.174.58 |l srael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1501- he/ at al . aspx B ock 14
66. 249. 67. 53 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il /1398294938000 B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 67. 4. 59 I 'srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nai v sachar/ rai | box. aspx None 14
207.46.13.48 |Wited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter sorderby in aka.idf.il/ituridasp/wars.asp |[None 14
85.65.67.168 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
) . . Unknown Paraneter docid in
157.55.39. 186 |[lnited Sates 147.237.72. 166 |aka. i df . i | aka.i of i1 /i turi ndasp/ di spl ayonesol di er. asp None 14
. . Unaut hori zed URL Access to
109. 64. 132. 169 (I sr ael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 14
Ostributed Paraneter Read Gnly Mol ation
5.22.131.225 |lsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai re. a |None 14
SPX par anet er
Pal estinian Territory . . Unaut hori zed URL Access to
82.102.253. 127 |y o 147.237.77. 216 [dover. i df . il v i df i 1/ 1133- 22777 ar / dover . aspx) Bl ock 14
- . Unaut hori zed URL Access to
188. 165. 15. 162 [France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9043- he/ r ef uah. aspx Bl ock 14
109. 67. 4. 59 srael 147.237.72. 166 |aka. i df .i | Unknown _Par grret er ctl 00sct | 00$_cphMa| n$cphSachar $ct | 33 in None 14
wn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
94. 153. 10. 149 [tkrai ne 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 14
37.142.68.53 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 14
207.46.13.178 |Wiited Sates 147.237.77. 216 |dover . i df . i | thautthori zed URL Access to wmidr.il/english/news/jenin. stmpy o\ 14
israel defense forces' briefing on terrorist activity injenin
Dstributed Parameter Read Qnly Mol ation
85.250.71.21 |[Israel 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ gi yus/ i yun/ mi yunpr ocessquest i onnai re. a |None 14
SpX_par anet er
. - - Paraneter Type Mol ati on PageNumin
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.i df .i | v i df i 1/ 1115- ar / dover . aspx B ock 14
66. 249. 64. 239 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 14
. . Unaut hori zed URL Access to
31.44.142.174 |Israel 147.237.77. 170 |maar achot . i df . i | marachot . i df i |/ pef/f11 es/ 4/ 112294, pd B ock 14
) . . Unknown Par aneter 4f9c0c80 in
207.46.13.48 |lhited Sates 147.237.72. 166 |aka. i df . i | vow aka i df i 1/ mai n/ home/ def aul t . aspx None 14
109. 67. 200. 29 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wawidf.il/watch B ock 14
66.249.67.65 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 14
94.153. 10. 149 |lkrai ne 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xnirpc. php B ock 14
46.19.86.187 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 14
213.151. 32. 163 [l srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 14
87.69.242.102 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
176.13.70.63 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 14
. . DO stributed Whaut horized URL Access on
66.249. 64. 249 |Israel 147.237.77.233|atal .idf.il 147 237. 77. 233/ r obot 5. t xt B ock 14
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