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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

212.179.21.194 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2764
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 277
79.176.18. 192 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 34
77.126.185. 36 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 30
77.126.62. 154 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 30
149.78.172. 18 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 29
109. 64. 55. 92 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 29
79.182.114. 48 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 28
109. 160. 219. 191 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 28
79.181. 24. 137 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 25
46.19. 85. 108 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 22
95. 35. 73. 212 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 20
79.180. 193. 18 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 19
149. 88. 201. 160 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 15
5.22.131.191 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 15
178. 32. 88. 26 France 147.237.77. 216 dover.idf.il|[SINHood full table drop 15
46.121. 101. 191 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 13
79.179. 193. 147 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 13
2.54.163. 248 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 12
37.26.147. 172 | srael 147.237.77.216 dover.idf.il|[SINHood full table dr op 11
46.19. 85. 149 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
2.54.190. 74 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 10
79.182. 24. 232 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 9
84.228. 74. 187 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 9
37.26.147.176 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 8
80. 178. 203. 227 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 7
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il |Block Udp All Nets drop 6
213.57.153. 25 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 6
77.126.137. 42 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 6
86.176. 149. 109 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|SINHood full table drop 6
109. 67. 121. 169 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
79.178.113. 249 | srael 147.237.77. 233 atal.idf.il [Bock Up Al Nets drop 6
85. 250. 220. 236 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
46.117.113.52 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 6
109. 66. 184. 74 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
149. 88. 210. 141 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
109. 64. 165. 232 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 5
109. 67. 37. 75 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 5
109. 65. 96. 158 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
37.26.147.176 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 5
79.176.119. 98 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 5
95. 86. 74. 17 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
77.218.224.139 Sweden 147.237.77. 216 dover.idf.il|SYINHood full table drop 4
192.114. 23. 208 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 4
212. 150. 244. 229 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
31.154.91. 12 | srael 147.237.77. 216 dover.idf.il|SYNHood full table drop 4
80. 246. 136. 147 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 4
213.151. 50. 148 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 3
37.26. 149. 159 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 3
2.54.19. 10 | srael 147.237.77.216 dover.idf.il|[SINHood full table drop 3
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site ‘S gnature Devi ce Action |Count

80. 80. 200. 59 Russi an Feder ati on 147.237.72. 166 aka.idf.il |[3617: HITP. Paros Proxy HITP Request B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

DDos attack

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
_ , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
173.9.119. 12 147.237.8. 28 Lhited Sates e.nobil e-ks.idf.il . 1
Potential Scan or Brute Force
109. 67. 182. 96 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 43. 200. 179 [147.237.0.17 |lWited Sates mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46.162. 116. 221 |147. 237. 77. 212 |Sweden e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.25.41.225 |147.237.0.34 |Ger many tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 143. 232. 34 |147. 237. 77. 216 gz;:lnion dover. i df il portscan: TCP Distributed Portscan 1
o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
109. 228. 143. 99 |147. 237. 72. 156 |Sweden anan. i df . i | ) 1
Potential Scan or Brute Force
104. 43. 200. 179 |147.237.0.35 |lhited Sates  |akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
L ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2
80.246.130.7  [147.237.77. 233l srael atal.idf.il 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
2.54. 44, 146 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2945
85. 250. 129. 170 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1618
31.44.131. 129 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1055
46.116. 198. 47 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 957
2.54.19.10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 665
77.127.240. 136 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 487
79.180. 193. 18 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 161
2.54.169.214 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 125
2.54.14.113 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 115
108. 90. 150. 191 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 99
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 98
162. 201. 186. 120 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 90
188. 143. 232. 34 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 76
84. 226. 110. 21 Sntzerland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 71
54.244.22.103 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 64
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 53
93.172.136. 112 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 52
82.80.143.12 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 52
186. 226.172. 6 Brazil 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 51
178. 32. 88. 26 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 51
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 49
77.218.224. 139 Sweden 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 46
149. 255. 196. 51 Iraq 147.237.77. 216 dover.idf.il dr op First packet isn't drop 46
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 46
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 43
176. 13. 21. 194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 42
46. 120. 103. 230 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 42
93.173.233.91 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 41
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 39
212.179.215.72 | srael 147. 237. 76. 200 eitan aka.idf.il drop Frst packet isn't drop 38
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 37
100. 100. 97. 164 147.237.72. 166 aka.idf.il dr op First packet isn't drop 37
197.135. 127. 65 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 37
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 37
74.83.189. 148 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 37
46. 19. 86. 17 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 36
37.26. 149. 193 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 33
94. 159. 157. 88 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 32
66. 249. 67. 53 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 31
77.126. 185. 36 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 31
79.176.119. 98 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 30
95. 35.73. 212 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 30
82.166. 22. 39 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 29
79.181.55. 134 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 28
84. 228. 250. 57 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 28
95. 86. 124. 22 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 28
79.183. 126. 40 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
176. 228. 52. 203 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
89. 138.229. 119 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 233120
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | vaww cogat i df i 1/si p storagelfil es/ O/ si 2e220x0/ 3410, | pg. St c Bl ock 838
31.210.191. 117 |Israel 147.237.77.216|dover . i df . i | Mil ti pl e Unauthorized URL Access from 31.210. 191. 117 B ock 588
68.180.229.239 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 168
109. 66. 23. 88 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 126
] . . Parameter Type M ol ati on PageNumin
68.180.230. 167 [Wited Sates [147.237.76.31 |nakchal .idf.il nakhal .i f i1/ 1117- hel nakhal . aspx Bl ock 84
112.119.195. 70 |Hong Kong 147.237.77. 216 |dover . i df . i | Mil ti pl e Unhauthorized URL Access from 112.119. 195. 70 B ock 70
188. 143. 232. 10 F“SS;:I”ion 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 188. 143, 232. 10 B ock 70
112.119.195. 70 |Hong Kong 147.237.77.216|dover. i df . i | Mil tiple signatures from112.119. 195. 70 B ock 70
188. 143. 232. 10 RJSf;:I”i on 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 188.143. 232. 10 B ock 70
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 56
Dstributed Paraneter Read Qnly Mol ation
176. 106. 226. 32 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx |None 42
par anet er
188. 143. 232. 10 R‘SS::I”i o 147.237.77.234|hal ag. i df . i | Mil ti pl e Unaut hori zed URL Access from 188. 143, 232. 10 B ock 42
89.138.229.119 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 89. 138.229. 119 B ock 42
138.134.102. 15 |Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/nilnet B ock 28
133.130.58.99 |Japan 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response GCode_Cust om Tenpor ary Bl ock 28
Russi an www. chanat z. aka. i d ) _
188. 143. 232. 10 . 147.237.77. 226 . Mil ti pl e Unaut horized URL Access from 188. 143. 232. 10 B ock 28
Federati on f.il
109. 160. 221. 228]I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 28
188. 143. 232. 10 R‘SIS:;”i o 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 188.143.232. 10 B ock 28
188. 143. 232. 10 RJSf;:I”i on 147.237.77.233|atal .idf .i | Mil ti pl e Unaut horized URL Access from 188. 143, 232. 10 B ock 27
87.69.252. 148 |lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock 14
37.120.79.146 |Ger many 147.237. 72. 156 |anan. i df . i | NM'J;;)DI e Wntraceabl e S Sessions from 37. 120.79. 146 (Cpen None 14
79.180.54. 112 | srael 147.237.72. 166 |aka. i df . i | Paraneter Read Oy Molation in o None 14
waw aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx
112.119.195. 70 |Hong Kong 147.237.77. 216 |dover . i df . i | Mil tipl e Admin Bl ocking from112.119. 195. 70 B ock 14
66.249.78.247 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
188. 143. 232. 10 RJSIS:;”i o 147.237.77.233|atal i df .i | Uhaut hori zed URL Access to www atal . idf.il/926-hel B ock 14
188. 143. 232. 10 RJSIS;:Fi on 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
. . Uhaut hori zed URL Access to
109. 64. 69. 149 |l srael 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31 si p, st or agel f | es/ 8/ 1668. doc B ock 14
. . D stributed Unhaut hori zed URL Access on
46.120.69.178 |Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ B ock 14
5.29. 4,37 I'srael 147.237.72. 166 |aka. i df . i | thknown Paramet er __V1 EVETATEENCRYPTED i n None 14
wwy aka. i df . i | / mai n/ sachar/ r equest . aspx
157.55.39.186 |Uhited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/patzar/hone/ defaul t. asp None 14
85. 65. 70. 102 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response GCode_Qust om Tenpor ary Bl ock 14
. . DO stributed Uhaut hori zed URL Access on
77.125.155. 174 [Israel 147.237.72. 156 [anan. i df . i | - i1/ https: /v il B ock 14
207. 46. 13. 48 Lhited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter catid in aka. idf.il/kanhar/fag/ defaul t.asp None 14
. . . D stributed Uhaut hori zed URL Access on
66. 249. 65. 48 I srael 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ i v kapat 2/ def aul t . aspx B ock 14
Dstributed Parangeter Read Qnly Mol ation
109. 67.140.50 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx [None 14
par anet er
37.120.79.146 |Ger many 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
176. 228.52. 203 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1133-he/ atal . aspx |B ock 14
149. 88. 150. 173 |l srael 147.237.76.200|ei tan. aka. i df . il PHP At t enpt B ock 14
. . D stributed Unhaut hori zed LRL Access on
79.183.232. 8 | srael 147.237.72. 156 |anan. i df . i | - i1/ bt ps: /v il B ock 14
52.91.173.216 |lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 14
31. 25. 41. 225 Ger many 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to / B ock 14
157.55.39. 186 |lhited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/giyus/ ganda/ def aul t. asp None 14
85.214. 116. 128 |Ger many 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/ol d/ wp-admn/ B ock 14
77.125.155.174 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. idf.il/https:/ww aka.idf.il/ |B ock 14
207. 46. 13. 48 Lhited Sates |[147.237.72.166|aka.idf.il Uhknown Paraneter sidescroll in aka.idf.il/giyus/|eshakot/ None 14
137.116.71.170 |Uited Sates [147.237.72.156|anan. i df.i | Unaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 14
. . . Unaut hori zed URL Access to
66. 249. 65. 51 I srael 147.237.0.34 |tikshuv.idf.il ti kshuv. i o i |/ i 1V kepat 2/ def aul t . aspx B ock 14
i www. chamat z. aka. i d
188. 143. 232. 10 F“Sf;;”i on 147.237.77.226| Unaut hori zed URL Access to i chamat z. aka. i df .i1/1319-he/  |B ock 14
46. 19. 85. 62 I srael 147.237.77.216|dover.idf .i | Mal for med URL B ock 14
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