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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.i|[SYNHood full table drop 760
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 53
46.19. 85. 113 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 37
79.178. 130. 27 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 24
84.108. 96. 57 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 22
46.19. 86. 181 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 18
2.52.19. 56 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 18
2.52.159. 231 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 15
149. 78. 179. 136 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
89. 139. 13. 146 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
46.19. 85. 128 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 14
37.26.149. 191 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 14
85. 65. 1. 202 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 12
46. 19. 85. 100 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 12
46. 19. 86. 67 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 12
77.126.148.116 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 11
46.19. 86. 221 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 11
84.108. 99. 232 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 11
2.54.176. 49 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
79.182. 131. 202 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 10
46.19. 86. 181 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 10
149. 78. 242. 63 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 10
79. 180. 56. 79 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
109. 66. 149. 182 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
176. 13. 20. 49 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
84.108. 225. 147 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 8
79.176.58. 7 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 8
84.228.168. 171 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 8
149. 78. 20. 130 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
149. 78. 237. 72 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
82. 145. 222. 67 Eur ope 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
5.22.131.179 | srael 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 8
80. 246. 136. 234 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 7
176.12.137. 85 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
213. 6. 64. 67 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il]SINHood full table drop 7
46.121. 214. 168 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
46. 19. 85. 76 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
2.54.33.75 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 6
77.125.119. 42 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 6
85. 64. 214. 150 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 6
109. 65. 122. 88 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 6
176. 13. 18. 231 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
2.52.19. 56 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
185. 32.179. 192 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
77.126.168. 88 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 5
82.102. 169. 113 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 5
2.52.159. 231 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 5
84.109. 152. 101 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
185. 32. 179. 233 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
2.54.139. 26 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

79.176. 205. 4 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
2.52.191.175 |147.237.72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
2.52.19.56 147.237. 77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
190. 124. 35. 115 |147. 237. 76. 199 |N car agua e nakchal .idf.i|ET SCAN NVAP -f -sS 1
176. 12. 140. 216 [147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
94.230. 83. 151 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.108. 49. 209 [147. 237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178. 6. 74 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
46.162. 116. 221 |147. 237.76. 86 |Sweden navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 124. 35. 115 [147. 237. 76. 199 |N car agua e nakchal .idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
177.32. 176. 138 [147. 237. 77. 216 |Brazi| dover.idf.il |portscan: TCP D stributed Portscan 1
159. 146. 119. 62 [147.237.0.34  |Turkey tikshuv.idf il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
87.68.51.115  [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
79.182.196.38 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
66.249.67.53  [147.237.77.216|lhited Sates |dover.idf.il |portscan: TCP D stributed Portscan 1




|Top Attackers In FW |
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Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
85. 250. 129. 170 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1354
212.76.101. 122 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 991
87.164.224. 148 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 170
79.182.118.15 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 110
84.228.168.171 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 80
66. 102. 8. 168 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 74
77.126.148. 116 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 70
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 69
66. 102. 8. 173 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 69
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 69
66.102. 7. 240 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 66
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 64
66. 249. 93. 200 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 63
84.1009. 73. 218 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 61
150. 242. 206. 84 I'ndi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 59
46. 19. 85. 113 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 57
186. 226. 172. 6 Brazil 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 55
66. 102. 7. 233 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 54
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 50
54.72.0.55 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 49
213.151. 38. 126 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 49
79.176.58.7 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 48
46. 19. 85. 20 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 47
93.173.233.91 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 45
79.178.130. 178 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 45
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 44
54.187.55. 213 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 44
46. 19. 86. 181 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 44
89. 138. 85. 149 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 42
149. 78.179. 136 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 42
66. 249. 67. 53 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
212.143.136. 114 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 42
66. 249. 67. 59 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 41
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
2.52.19. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 36
66. 102. 8. 178 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 36
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 33
54.72.73.168 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 33
37.26. 147. 129 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 32
79. 18. 240. 254 Italy 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 30
46.19.85.9 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 30
2.54.139. 26 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
46. 19. 86. 12 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 29
2.52.18. 201 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 29
66. 102. 7. 226 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
66. 249. 81. 215 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 28
100. 100. 64. 194 147.237.72. 166 aka.idf.il drop First packet isn't drop 28
46. 19. 86. 225 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
46.19. 86. 196 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 27
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry ‘Target Address |Site Sgnature Acti on ‘Count
46.117.39. 222 |Israel 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Sane Response Code (404) Bl ock 1988
46.19.85.139 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1848
176.13.8.162 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1695
149. 78. 179. 136 |l srael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Sane Response Code (404) Bl ock 1372
176.13.17. 121 |Israel 147.237.0.19 |[madimatal .idf.i|Too Many of the Sane Response Code (404) in Session from176.13.17. 121 Bl ock 1064
204.3.219. 103 g";tt:: 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 204. 3. 219. 103 Bl ock 56
72.9.148. 10 ;h;:: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 56
95. 86.119. 198 |l srael 147.237.77.74 [lawidf.il Paraneter Type Mol ation pos in ww | awidf.il/164-4019- he/ pat zar . aspx B ock 42
68. 180. 228. 112 l;'alt:g 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 42
213.151. 35. 218 |I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 42
79.180. 35. 138 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 35
79.180. 35. 138 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 79. 180. 35. 138 Bl ock 22
79.180. 35. 138 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Header Line from 79.180. 35. 138 B ock 22
79.180. 35. 138 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 79.180. 35. 138 B ock 22
79. 180. 35. 138 [l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 79. 180. 35. 138 B ock 21
79.180. 35. 138 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP Version from79. 180. 35. 138 B ock 21
79.180. 35. 138 |l srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Nane from 79. 180. 35. 138 B ock 20
79.180. 35. 138 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from 79.180. 35. 138 Bl ock 20
82.166.22.39 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
74.208. 180. 162 g"altgg 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/test/wp-adnin/ B ock 14
. . . Unaut hori zed URL Access to
66. 249. 64. 133 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1677 Bl ock 14
46.19.85.249 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 14
79.180. 35. 138 |l srael 147.237.72. 166 |aka. i df . i | Illegal LR Path BEncodi ng xx¢A:%beyni O [[#3]] Bl ock 14
88. 208. 252. 225 w:gegom 147.237.77. 170 |maar achot . i df . i | |[Uhaut hori zed URL Access to maarachot. i df.il/wp-adnin/ B ock 14
79.180. 35. 138 |l srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 14
66. 249. 81. 231 [l srael 147.237.72. 166 |aka. i df . i | O stributed Unaut hori zed URL Access on aka.idf.il/mnain/giyush B ock 14
NULL Character in URL &€¢zA- xx"
79. 180. 35. 138 [l srael 147.237.72. 166 |aka. i df . i | j AxCy0a€™aE! ASxcexs xYp: [ [ #0]] @™} x¥x" &EC[ [ #16] ] &€ A€! [ [ [ #26] ] 4€2 B ock 14
z9A (F . a€2a€™u
46.117.39.222 |israel 147.237.76. 200 [ei t an. aka. i df . | [1authori zed URL Access to Bock |14
waw el tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
. . . |Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$txt Sreet in
176.13.17. 121 |Israel 147.237.0.19 |madimatal .idf.i ndli matal i df i |/ nobi | e/ 1088- he/ ner et 7. aspx Bl ock 14
Il1legal Byte Code Character in Method NAY! A (A%o) [ [#15]] A°A gRIA
AQ[ [ #12] ] Ao Az A+xAcAEA?WAR t 2) A¥A-A+A° AAa[ [ #24] ] A- 3AATA¥! ; ~At
\ =ANA%A?@ [ #16] ] AAS>uA A Ac<( AcUAVA, A'e 8A?/ EA-A° A%o~( 9RAs
79.180. 35. 138 |l srael 147.237.72. 166 [aka. i df . i | <[ [ #30] ] AGAEA? dA 0eA~#c| <zZj Afh[ [ #5] ] AxA; A-ASA— Bl ock 14
A-[[#0] ] r A2 AR FAC [ #26] ] AcepAf) AfA— [ #21] ] _AtYAEXA¥ATA- AENA~
SA EJUYAceAl A =A— ' [ [#5]][[#23] ] AtA—AGA¥A2 Af
Aobe | (AYA] [#30]] [ [#23]] Acha[ [ #11]] 99 8d+8/
5. 102. 219. 200 |l srael 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 14
137.226.113. 7 |Ger many 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 14
84.108.89. 174 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 14
77.126.83.7 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 14
. . . Uhaut hori zed URL Access to
66.249.64.248 |l srael 147.237.77. 243 [nobi | e. i df .11 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1749 Bl ock 14
212.76.105. 77 |israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/wu aman.idf.il/ B ock 14
46.19. 86. 51 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 14
149. 78. 179. 136 |l srael 147.237.76.200|ei tan. aka. i df . i | [Uhaut hori zed Method HEAD for waw ei tan. aka. i df .il/894-he/ eitan. aspx None 14
66.249. 81. 234 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/giyush B ock 14
. . SS. Uhtraceabl e Gonnection - Protocol violation
79. 180. 35. 138 [l srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 14
46.120. 43. 238 |Israel 147.237.72. 156 |anan. i df . i | SQ Injection WERE Satement Override 1 B ock 14
37.26.149. 167 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
137.226.113. 7 |Ger many 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76.42/ Bl ock 14
84. 229. 183. 140 [l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 14
79.176. 151. 138 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . . Uhaut hori zed URL Access to
66.249.64.253 |l srael 147.237.77. 243 [nobi | e. i df .11 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1672 Bl ock 14
213.151. 35. 218 |I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 14
46.105.218.1 |France 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to naarachot . idf.i|/wordpress/ wp- adni n/ B ock 14
157. 55. 39. 186 ;h;:: 147.237.72. 166 [aka. i df . i | Lhaut hori zed LR. Access to aka.idf.il/sites/skiral B ock 14
79.180. 35. 138 |l srael 147.237.72. 166 [aka. i df . i | Mal formed URL xx¢A:9sbeyni O [[#3]] B ock 14
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