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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77.216 dover.idf.il |SYINHood full table dr op 278
46. 19. 85. 87 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 25
94. 230. 86. 230 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 15
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 14
104. 162. 163. 237 Lhited Sates 147.237.77.216 dover.idf.il |SINHood full table drop 11
176. 13. 11. 149 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 10
84.94. 67. 38 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 10
37.142.98. 13 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 9
46.19. 86. 120 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
84.228.31. 42 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 8
185. 120. 126. 8 147.237.77.216 dover.idf.il |SINHood full table dr op 8
85. 250. 56. 255 | srael 147.237.77.216 dover.idf.il |[SYINHood full table drop 7
176. 106. 226. 75 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 7
46.117.17. 48 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 6
90. 40. 209. 50 France 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
213.57. 244. 63 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 6
5. 28. 155. 151 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al _Nets drop 6
92.45.104. 138 Tur key 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
79.179.163. 9 | srael 147.237.77. 216 dover.idf.il |Block Wip All Nets dr op 6
164.138.112. 18 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
46.19. 85. 161 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
95. 86. 65. 6 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
46. 19. 86. 16 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
89. 139. 38. 156 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
46. 19. 86. 16 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 5
213.151. 37. 68 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
75. 80. 9. 167 Lhited Sates 147.237.77.216 dover.idf.il |SINHood full table drop 4
46. 19. 86. 80 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
79.181.17.29 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
85. 64. 67. 99 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
109. 65. 100. 172 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 3
2.54.60.199 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
37.26. 147. 222 | srael 147.237.77.216 dover.idf.il |SYINHood full table drop 3
109. 66. 96. 98 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
81.218. 191. 33 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 3
37.19.117. 29 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
80. 246. 137. 99 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
109. 65. 100. 172 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
82. 81. 160. 245 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 3
79.180. 171. 50 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
149. 78. 244. 74 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 3
89. 139. 181. 169 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
176. 13. 10. 64 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 2
87.69. 252. 212 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
82.81.192. 98 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
79.170. 49. 79 Saudi Arabia 147.237.77.216 dover.idf.il |SINHood full table dr op 2
46. 19. 85. 83 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
82.81.192. 98 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 2
176.12.142. 165 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnat ure Devi ce Action |Oount |
194. 88. 154. 138 |Pol and 147.237.77.74 lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 20
188.138.17.205  |France 147.237.77.179 |e.nazi.idf.i| |13840: TLS QenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

194. 88. 154. 138 [147.237.77.74 |Pol and lawidf.il A Injection - Select From 26
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
197.37.71.161 |147.237.77. 216 |Egypt dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.127.210.54 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 145 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
158.69.198.38 [147.237.0.17 |Uhited Sates mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
149.78.68.216  |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
37.142. 64. 47 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
95. 86. 109. 67 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
5. 8. 66. 90 147.237.72. 166 ?ég:;;”im aka.idf.il ET SCAN Potential SSH Scan 1
93.172.5.12 147.237. 77. 216 |I srael dover. i df.il portscan: TCP O stributed Portscan 1
222.165.99.29 |147.237.77.178|9 ngapore e. nat pash. i df .i| ET SCAN Behavi oral .Lhusual 'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
81.218.191.33  [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
212.179. 155. 129|147. 237. 77. 216 | srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181.1.3 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 101. 186. 159|147. 237.0. 34 |Lhited Sates  [tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
79.177.133.201 |147.237.72.166 |Israel aka. idf.il portscan: TCP O stributed Portscan 1
46.162. 116. 221 |147. 237. 76. 202 |Sweden e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
158.69.198.38 |147.237.0.19 |lLhited Sates  [nadimatal .idf.il ET SCAN Potential SSH Scan 1
43.229.53. 89 147.237.0.35 |Japan akaws. i df . il ET SCAN Potential SSH Scan 1
158.69.198.38  [147.237.0.15 |thited Sates  |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
37.142.64.106 |[147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
104. 43. 200. 179 [147.237.8.14 |Wited Sates [e orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
31. 168. 16. 48 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 86. 74. 180 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
2.54.58. 186 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
222.165.99.29 |147.237.77. 243 |S ngapor e nobi | e.idf.il ET S“AN Behavi oral _Lhusuaj y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
84.109. 116. 66  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.151. 45. 166 |[147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
79.181. 65.135 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 90. 106 |[147.237.77. 216 |l srael dover. i df.il portscan: TCP O stributed Portscan 1
79.178. 27. 37 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
2.54.27.243 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 646
141.0.11.171 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 152
75. 80. 9. 167 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 138
208. 115. 111. 73 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 132
54.244.22. 103 Lhited Sates 147.237.77. 233 atal.idf.il dr op First packet isn't drop 123
87.69. 28. 15 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 100
188. 120. 148. 239 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 96
79.180. 171. 50 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 72
85. 250. 85. 238 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 68
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 67
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 67
95. 86. 109. 67 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 60
149. 88. 27. 128 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 57
54.72.0.55 Ireland 147.237.77. 216 dover.idf.il dr op First packet isn't drop 53
46. 19. 86. 125 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 50
176. 13. 23. 220 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 50
149. 88. 239. 131 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 47
192.114. 91. 249 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 43
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
46. 19. 85. 105 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 41
46. 19. 85. 168 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 35
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 35
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 34
46. 19. 86. 16 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 34
185. 26. 183. 51 Eur ope 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 32
93.173.233.91 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 32
109. 186.172.9 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 31
87.69.218.11 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
108. 58. 126. 90 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 30
176.13. 3. 116 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 29
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 29
89. 139. 179. 209 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 29
81.184.114. 204 Spai n 147.237.77.216 dover.idf.il drop First packet isn't drop 28
88. 65. 135. 204 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
93.173.30.53 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 26
176. 13. 11. 149 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 25
87.69. 185. 227 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
79.182.118. 15 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 23
37.142. 253. 158 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 22
74.83.189. 148 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 22
174.124.197. 183 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 21
85. 250. 125. 116 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 20
95. 86. 65. 6 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 20
70.117.245.178 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
207. 241. 237. 209 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 19
92. 45. 104. 138 Tur key 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
79.176. 72. 100 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
87.69. 80. 163 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 19
176. 12. 147. 37 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
87.68.46.8 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.28.133.125  |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Qode (404) in Session from B ock 2282
5.28.133. 125
176.13.17.121 |israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Qode (404) in Session from B ock 473
176.13.17. 121
82.14. 86. 14 Uhi ted Ki ngdom|147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 112
: . . Uhaut hori zed URL Access to
68.180.229.239 |lhited Sates |147.237.72.166|aka.idf.il vw aka. i df . i 1/ consol e/ cor e/ doc. ngr/ gener al . aspx B ock 84
m ny- kosher-kravi . id
176. 13. 4. 243 | srael 147.237.0. 17 f Inly Ostributed |11egal Paraneter Encodi ng None 56
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
183. 245. 117. 208|Chi na 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wawn aka. i df .il/default.aspx B ock 28
176. 10. 104. 234 |Saitzerl and 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 28
176. 12. 142. 208 |Israel 147.237.77.243|nobi l e.idf . il Unaut hori zed LRL Access to nobile.idf.il/sachar/index B ock 28
m ny- kosher-kravi . id
176. 13. 14. 194 | srael 147.237.0. 17 f Inly Ostributed |11egal Paraneter Encodi ng None 28
37.142.68. 10 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 28
54.244.22.103 |lWnited Sates [147.237.76. 147 |chi nuch. aka. i df .i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 28
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 28
. . O stributed Uhaut hori zed URL Access on
66. 249. 67. 89 I srael 147.237.77.216|dover.idf . il 147 237 77 216/ r obot s. £ xt B ock 14
157.55.39. 186 |lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter sorderby in aka.idf.il/iturinasp/ wars. asp None 14
61.135.190. 199 [Chi na 147.237.0.15 |kosher-kravi.idf.il Uhaut hori zed URL Access to 147.237.0. 15/ B ock 14
202.124.109.87 [New Zealand  [147.237.72. 156 |anan. i df .i | gfg's?‘:;ed 30 Dita Retrieval with Inplicit  Qiversion None 14
77.125.139.82 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 14
m ny- kosher -kravi .id i i
176.13.8.145  |Israel 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 14
f.il m ny- kosher - kravi . i df.i1/aj ax/ cr eat ecapt chai nage. aspx
66. 249. 67. 53 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/ nazi B ock 14
5.29.252. 173 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1134-he/ at al . aspx |B ock 14
129.194.8.73 St zerl and 147.237.77. 176 |mat pash. i df . i | Unaut hori zed LRL Access to wwu cogat . idf.il/894-en B ock 14
79.183. 169. 138 |l srael 147.237.77.216|dover.i df . il NULL Character in Method B ock 14
212 199. 11. 136 |1 srael 147.237.72. 166 |aka. i df . i | Unknown 'Par grret er ctl00%ct | OO$<;thm n$cphSachar $ctl 13 in None 14
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
66.249.93.162 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
62.210.226.9  |France 147.237.72. 156 |aman. i df . i | gfg's?i’;ed B3 Data Retrieval with Inplicit  Conversion None 14
84.94. 24. 113 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df . il/1133-19149- he/ dover B ock 14
202.124.109. 87 [New Zeal and 147.237.72. 156 [aman. i df . i | Mil tipl e signatures from202.124. 109. 87 B ock 14
. . D stributed WLhaut hori zed URL Access on
77.126.24.250 |[Israel 147.237.72. 166 [aka. i df . i | v aka i o i |/ htt ps: / ww aka. i of i1/ B ock 14
m ny- kosher - kravi . i d _ _
176. 13. 8. 145 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from176. 13. 8. 145 None 14
66. 249. 67. 59 I srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 67. 59 B ock 14
5.102.213.137 |israel 147.237.72. 166 |aka. i df . i | Paraneter Read Only Midlation in o None 14
wane aka. i df . i |/ mai n/ gi yus/ m yun/ ni yunpr ocessquest i onnai r e. aspx
133.130.58.99 [Japan 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
. . . Uhaut hori zed URL Access to
81.209.177.95 |Europe 147.237.76.30 |hinush.idf.il vy chi mush. at al i . i 1/ consol e/ cor e/ doc_mr/ nul | B ock 14
213.57.144.130 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock 14
. . . Unhaut hori zed URL Access to
185. 120. 126. 8 147.237.0.19 |[nadimatal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 14
62. 210. 226. 9 France 147.237.72. 156 [arman. i df . i | Ml tipl e signatures from62.210.226.9 Bl ock 14
. . DO stributed WLhaut hori zed URL Access on
84.110. 144. 166 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka. i of i1/ B ock 14
204.3.219.103 |lnited Sates [147.237.72.166|aka.idf .il Ml tiple Unauthorized URL Access from 204. 3. 219. 103 B ock 14
77.127.214.174 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
. . Unhaut hori zed URL Access to
66.249.67.65  |Israel 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 20850- he/ dover . aspx. Bl ock 14
137.116.71.170 |Uhited Sates [147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ robots. t xt B ock 14
. . . Uhaut hori zed URL Access to
81.209. 177. 189 |Eur ope 147.237.76.30 |hinush.idf.il v chi mush, at al i o . i 1/t enpl at es/ news/ nul | B ock 14
188. 143. 232. 22 RJSIS:;ni on 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www nag. i df.il/656-en/ B ock 14
64.19. 78. 243 Lhited Sates [147.237.72.166|aka. i df.i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 14
. . Unhaut hori zed URL Access to
109. 64. 25. 242 [Israel 147.237.76.42 (refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx B ock 14
204.3.219.103 |lnited Sates [147.237.72.166|aka. i df .il Lhaut hori zed URL Access to aka.idf.il/wp-adnmn/ B ock 14
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