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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Signature

149. 255. 204. 25 Iraq 147. 237.77. 216 dover.idf.il ;(/]: handshake viol ation, first packet not . 14426
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 292
149. 88. 242. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 38
2.52.187. 172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
46.121. 209. 173 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
185. 120. 126. 65 147.237.77. 216 dover.idf.il SYNHood full table drop 23
62. 0. 53. 128 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 20
79.176.178. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
62.219. 151. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
67. 82. 250. 63 Lhited Sates 147.237.77. 216 dover.idf.il ;C/]; handshake viol ation, first packet not . 14
176. 228. 34. 21 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 12
94. 230. 86. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
81.218. 208. 173 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.179. 27. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
94. 230. 86. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46.19. 86. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
185. 32.179. 189 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 8
79.178.197.172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 64. 128. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
5.29.177. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
176. 13. 20. 121 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
2.103. 206. 117 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.26. 147. 139 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 6
62.219. 151. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
46.121. 79. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.178.197.172 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
176. 13. 0. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 182. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 102. 8. 157 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 15. 8. 46 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il|Bl ock Udp All Nets drop 5
185. 7. 120. 130 gdcis;i'g&a” ferritory, 147.237.77.216  |dover.idf.il SYNFood full table drop 5
37.46. 37. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.190. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
89. 138. 216. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.12.190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.126. 165. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
95. 86. 118. 214 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 116. 149. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79. 183. 28. 52 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 65. 135. 21 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
77.127.67. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.179. 138. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.162.1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
201. 37. 161. 221 Brazil 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 228. 34. 21 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
79.176. 129. 62 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
85. 250. 56. 255 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37. 26. 149. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.176.174. 7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
82. 80. 135. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount

86. 41. 125, 22 Irel and 147. 237.72. 166 aka.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
58. 248. 197. 74 147.237.76. 30 (hi na hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46. 162. 116. 221 147.237.77. 170 Sweden naar achot . i df .i ET SCAN NVAP -sS wi ndow 1024 1
205. 203. 135. 1 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
46.121.79. 69 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 32. 138 147.237.72. 166 I srael aka.idf.il portscan: TQP Distributed Portscan 1
106. 38. 241. 106 147. 237.72. 166 hi na aka.idf.il portscan: TCP O stributed Portscan 1
5. 28. 156. 54 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 173. 247. 64 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
86. 169. 17. 34 147.237.77. 216 Uni ted Ki ngdom dover.idf.il portscan: TCQP Distributed Portscan 1
79.176.174. 7 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
77.126. 37. 94 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46.162. 116. 221 147.237.77.235 Sweden sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.162. 116. 221 147.237.77. 61 Sweden e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 120. 148. 237 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il portscan: TCQP Distributed Portscan 1
109. 64. 158. 77 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
31. 44.137. 226 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 43. 200. 179 147.237.76. 31 Lhited Sates nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.30.58 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
93.173. 63. 59 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79.179. 186. 131 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 176. 148. 247 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
149. 255. 204. 25 Iraq 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 551
212.45. 46.51 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 161
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 66
99. 226. 181. 87 Canada 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 60
46. 117. 67. 137 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 53
2.54.49. 180 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 52
74.101. 220. 91 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 49
74. 66. 68. 6 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 48
83.81.95.0 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 46
82. 166. 20. 147 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 42
100. 100. 33. 111 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 42
176. 13. 20. 109 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 41
73.4.70.121 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 40
100. 100. 110. 138 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 37
5.22.131. 167 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 37
37.26. 147. 170 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 37
2.54.12.190 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 35
66. 249. 93. 192 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 35
124.82.72. 216 Ml aysi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 34
2.54.162.1 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 34
82.132.221. 176 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op First packet isn't drop 33
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 32
100. 100. 2. 255 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 29
212.179. 42. 242 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 27
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 27
176. 13. 4. 219 | srael 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 26
2.103. 206. 117 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op First packet isn't drop 26
66. 249. 93. 200 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 25
79.178.102. 151 | srael 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 25
100. 100. 118. 178 147.237.77. 216 dover.idf.il dr op First packet isn't drop 25
46. 19. 86. 223 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 24
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 22
54.244.22.103 Lhited Sates 147.237.72. 166 aka.idf.il dr op First packet isn't drop 21
46.121. 209. 173 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 20
176. 13. 22. 180 | srael 147.237.77.216 dover.idf.il dr op Frst packet isn't drop 19
149. 88. 242. 140 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 19
46. 120. 160. 157 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 19
100. 100. 112. 18 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 17
189. 148. 191. 56 Mexi co 147.237.77. 216 dover.idf.il dr op First packet isn't drop 15
177.185.92. 74 Brazil 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 15
79.179. 27. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 15
46. 116. 194. 217 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
41.47.41.184 Egypt 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 14
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 14
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 14
79. 180. 184. 222 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 14
192. 116. 190. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
85. 64. 102. 59 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 14
208.115.111. 73 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 13
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
124.82.72.216 |Milaysia 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ undef i ned B ock 1341
Lhited . . Paraneter Type Mol ati on PageNumin
68.180.230.29 (g 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i 1/ 2110- he/ cogat . aspx Bl ock 84
Lhited . - Uhaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 |navy. i df.il W navy. i df . il/994-8613- he/ navy. aspx. aspx Bl ock 56
79.181.8.186 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bte Qode Character in URL B ock 42
68. 180. 230. 167 Lah;::g 147.237.76.31 |nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal .idf.il/1111- he/ nakhal . aspx B ock 42
58. 248.199. 63 |Chi na 147.237.76.31 |nakchal .idf.il Dstributed I11egal HITP \ersion B ock 28
68. 180. 228. 112 léh;:g: 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.il/band Bl ock 28
58.248.199. 61 |Chi na 147.237.76.31 |nakchal .idf.il DOstributed |11egal Byte Gode Character in Mt hod B ock 28
94.153.10. 149 |Wkraine 147.237.77.74 |lawidf.il Ml tipl e Unhaut horized URL Access from 94. 153, 10. 149 B ock 28
208.115.111.73 Lah;::g 147.237.77.216|dover . i df .i | D stributed Suspici ous Response Code B ock 28
68.197. 38. 81 ;hgtts: 147.237.77. 170 |maar achot . i df . i | Ml tipl e Unaut horized URL Access from 68.197. 38. 81 B ock 28
58.248.199. 61 |Chi na 147.237.76.31 |nakchal .idf.il Dstributed NLL Character in Mt hod B ock 24
Unknown HTTP Request Met hod
; ; ; [[#22 ] [[#3]][[#0]1[[#0]] S [#1[[#0]]1[[#0]] Q[#3]][[#0]] ?GA—
58.248. 196. 37 [Chi na 147.237.77. 216 dover.idf . il A Ao, ReRe A2 ~fo [ [ #0] ] AVA{ Al AeAA WAL A fo<=Ro B ock 14
OAT[#16]]n[[#0]] [[#0]] ([[#O] [[#22] ] [[#]][[#19][[#0]] in LR
58.248.199. 63 |Chi na 147.237.77.74 |lawidf.il Dstributed NULL Character in Header Nane B ock 14
112. 94. 149. 158 |Chi na 147.237.76.200|ei tan. aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod B ock 14
218. 107. 22. 202 |Chi na 147.237.77. 176 |nat pash. i df . i | Dstributed NLLL Character in Mt hod B ock 14
) WMy, chamat z. aka. i | . )
58. 248. 197. 108 |Chi na 147.237.77. 226 df il Dstributed NILL Character in Mt hod Bl ock 14
109. 67. 68. 148 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
112.94.173.29 |China 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to / Bl ock 14
Dstributed Paraneter Read Qnly Mol ation
84.109. 39. 134 |Israel 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx None 14
par anet er
112. 94. 168. 157 |Chi na 147.237.77.234|hal ag. i df . i | Dstributed |11egal Byte Gode Character in Mt hod B ock 14
46.120.202.5 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
58.248.199. 61 |Chi na 147.237.77.235|sviva. i df . il Distributed Lhaut hori zed LRL Access on / Bl ock 14
112. 94. 147. 202 |Chi na 147.237.77.74 |lawidf.il Dstributed 111egal Byte Gode Character in Mthod Bl ock 14
218. 107. 21. 236 |Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 14
58. 248.197.82 |Chi na 147.237.77.19 |lawforumidf.il Ostributed 111egal Byte Gbde Character in Mthod Bl ock 14
66. 249. 93. 154 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
112. 94.168. 19 |Chi na 147.237.77.233|atal .idf.il NULL Character in Method B ock 14
58.248.199. 61 [China 147.237.76.31 [nakchal .idf.il Dstributed I11egal Byte Gde Character in Header Nane B ock 14
112. 94. 146. 144 [Chi na 147.237.77. 176 |mat pash. i df . i | Dstributed NUL Character in Mthod Bl ock 14
112. 94. 185. 194 |Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to / Bl ock 14
58. 248. 198. 111 |Chi na 147.237.76.42 |refuah.idf.il Dstributed I11egal HITP \ersion B ock 14
112.94.145.0 |China 147.237.76.200|ei tan. aka. i df . i | Dstributed NILL Character in Mthod B ock 14
112.94.174.82 |Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 14
58.248.197. 74 |China 147.237.77.74 |lawidf.il Dstributed I11egal Byte Gode Character in Mthod Bl ock 14
64. 41. 200. 101 léh;:: 147.237.72. 156 |anan. i df . i | SSL Whtraceabl e Connection - Uhsupported Legacy SSL Version None 14
112. 94. 150. 57 |Chi na 147.237.77.74 |lawidf.il Distributed Waut horized URL Access on / B ock 14
112. 94. 148. 215 |Chi na 147.237.77.19 |lawforumidf.il Uhaut hori zed LRL Access to /nice ports,/trinity.txt.bak B ock 14
. . D stributed ULhauthori zed URL Access on
85.65.11. 142 |[lIsrael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: / v aka, i df i1/ Bl ock 14
112. 94. 168. 157 |Chi na 147.237.77.234|hal ag. i df . i | Ill1egal Byte Qode Character in Header Nane Bl ock 14
58. 248.196. 37 |Chi na 147.237.77.216|dover. i df . i | Illegal Byte Gode Character in Header Nane B ock 14
58. 248. 199. 63 |Chi na 147.237.77.74 |lawidf.il Dstributed I11egal Byte Qode Character in Header Nane B ock 14
5.29.165. 3 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 14
112. 94. 147. 202 |Chi na 147.237.76.200|ei tan. aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod B ock 14
207.46.13.35 léh:attz: 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed LRL Access to eitan. aka.idf.il/tenpl ates/general /eitan. aspx |B ock 14
58. 248. 197. 108 |Chi na 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed URL Access on / Bl ock 14
68.197. 38. 81 gqlatts: 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/pdf/files/3/ Bl ock 14
112. 94. 168. 157 |Chi na 147.237.77. 176 |mat pash. i df . i | Ostributed 111egal Byte Gbde Character in Mthod Bl ock 14
58.248.197. 74 |Chi na 147.237.77.235|sviva.idf . il D stributed Unaut hori zed URL Access on / Bl ock 14
66.249.67.65 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
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