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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
212.179.21.194 | srael 147.237.77. 216 dover.idf.il[TGP handshake viol ation, first packet not syn [drop 2541
46. 19. 85. 223 | srael 147.237.72. 166 aka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 71
212.179.197. 122 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 67
0.0.0.0 147.237.77. 216 dover.idf.il]SINHood full table drop 59
213. 57.15. 150 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 36
192. 116. 232. 69 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 35
79.179. 32. 202 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 27
176. 106. 227. 36 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 19
79.181.9. 165 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 16
84.109. 3. 143 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 12
79.178. 14. 84 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 12
5.29.176.224 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 11
66. 102. 8. 152 Lhited Sates 147.237.77.216 dover.idf.i|]SINHood full table dr op 10
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 10
79.180. 22. 197 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
46. 19. 86. 18 | srael 147.237.77. 216 dover.idf.i|SYNHood full table drop 10
149. 88. 127. 27 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 8
213.57.15. 150 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 8
65. 189. 12. 158 Lhited Sates 147.237.77.216 dover.idf.i|]SINHood full table dr op 8
213.151. 32. 163 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 7
87.69.231. 127 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 5
46. 60. 54. 142 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il]SINHood full table drop 5
95. 86. 96. 163 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
2.54.146. 216 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
31. 168. 3. 26 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
79. 178. 49. 202 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 5
46. 19. 86. 43 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 5
99. 226. 181. 87 Canada 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
46.19. 86. 51 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
93.172.137. 17 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
46. 19. 85. 247 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 4
37.142.129. 106 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 4
67. 83. 76. 38 Lhited Sates 147.237.77. 216 dover.idf.il|]SINHood full table dr op 4
46.116. 226. 75 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
149.78. 41. 25 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
176. 13. 22. 156 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 3
79.177. 29. 165 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 3
192.118.132. 185 | srael 147.237.72. 166 aka.idf.il |Bock Wdp All Nets drop 3
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il |Block Udp All Nets dr op 3
95. 86. 121. 65 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
192.117. 138. 210 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 2
84.94. 66. 27 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
37.26. 147. 239 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
80. 246. 136. 190 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 2
107. 77. 160. 19 Lhited Sates 147.237.77. 216 dover.idf.il]SINHood full table drop 2
192.116. 108. 151 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 2
85. 250. 139. 231 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
38.111. 147. 88 Lhited Sates 147.237.77. 216 dover.idf.i || TGP handshake viol ation, first packet not syn |[drop 2
46. 19. 85. 239 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

96. 224. 6. 115 Lhited Sates 147.237.77. 74 lawidf.il |CL000004: HITP: options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 67. 59 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
82. 80. 147. 69 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178. 151. 202 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
66. 249. 67. 53 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP Distributed Portscan 1
61.182. 170. 38 147.237.76. 39 hi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
52.21. 145, 242 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stri buted Portscan 1
212.179.21. 194 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 67. 141. 223 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
84.108. 12. 46 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
79.182. 33. 130 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
61.182. 170. 38 147.237.76. 42 hi na refuah.idf.il ET SCAN Potential SSH Scan 1
59. 106. 108. 116 147. 237.77. 216 Japan dover.idf.il Tehila - Perl LWP wth fake user agent 1
50. 87. 144. 145 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP Distributed Portscan 1
176.13. 15. 92 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 108. 205 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
212.179.21. 194 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 11794
84.94.32.197 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 577
82. 145. 223. 95 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't drop 402
173. 68. 196. 44 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 201
38.111. 147. 88 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 181
64.233.172. 163 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 123
46. 19. 86. 249 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 108
149. 255. 232. 16 Iraq 147.237.77. 216 dover.idf.il dr op First packet isn't drop 104
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 97
64.233.172. 171 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 93
77.126.213. 215 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 92
177.32.176. 138 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't drop 89
82. 166. 37. 161 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 86
79.177.10. 151 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 84
69. 125. 162. 94 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 79
79.181. 24. 175 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 78
79. 18. 240. 254 Itay 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 76
89.13.1.19 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 70
5.102. 254. 26 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 69
2.54.184.0 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 66
185. 33. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 62
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 61
81.218. 251. 252 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 61
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 56
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 54
46. 210. 162. 107 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 51
192. 117. 138. 210 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 45
192.117.138. 211 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 44
2.54.176. 192 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 44
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 44
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 42
66. 102. 8. 173 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
108. 233. 242. 170 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 41
66.102. 8. 178 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 38
109. 222.72.70 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 37
2.54.10. 164 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 37
66. 249. 67. 65 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 36
2.54.14.113 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 35
85. 250. 139. 231 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 34
199. 221. 15. 225 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 33
213.57.15. 150 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 30
46. 19. 85. 15 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 30
93.172.137.17 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 26
66. 102. 7. 226 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 26
66.102. 7. 240 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 26
81.184.114. 204 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 25
164.138. 125. 162 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 25
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |[Site dgnature Action ‘Count
46. 19. 86. 51 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 952
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.i df .i | Ml tiple Uhauthorized URL Access from 192. 116. 232. 69 Bl ock 280
84.109. 163. 237 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 126
79.182.25.192 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 112
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash. i df . il | cogat . i df . i1/ 2061- he/ cogat . aspx Bl ock 84
68.180.230.29 |Wnited Sates 147.237.77. 176 |nat pash. i df .| ["rameter Type Mol ation Pagehumin B ock 84
W cogat . i df . i 1/901-ar/ cogat . aspx
68. 180. 229. 239 |Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 82
) . . Unaut hori zed URL Access to
72.9.148.10  |Wited Sates 147.237.76.86 [navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 56
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 42
] . . Paraneter Type Mol ati on PageNumin
68. 180. 230. 167 |Lhited States 147.237.76.31 |nakchal i df. i1 | Db o 11/ 1111 hes nakhal . aspx B ock 28
66. 249. 67. 53 | srael 147.237.77.216|dover. i df . i | Mil tipl e Whaut horized URL Access from 66. 249. 67. 53 B ock 28
. . Paraneter Type Mol ation search in
176.13.23.178 (I srael 147.237.76.31 |nakchal .idf. il | o T i1/ 1072- hef nakhal aspx Bl ock 28
212.235.31. 125 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/8/ Bl ock 28
198. 204. 249. 34 |Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/defaul t.aspx B ock 28
Pal estinian Territory . . D stributed Lhauthori zed URL Access on
46.60.54.142 |4 ey 147.237.77. 176 [nat pash. i df . i | W cogat i df i 1/si p storagelfi| es/ 6/ 4616, pg Bl ock 28
212 199. 84. 42 |i srael 147.237.77.74 lawidf.il Par anet er Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 25
v | aw i df . i|/14- hel pat zar . aspx
176. 10. 104. 234 |Sa t zer| and 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 25
79.180.28.66  |Israel 147. 237.72. 166 |aka. i df . i | thknown Pararet er __V ENSTATEENCRYPTED i n None 14
wwn aka. i df . i |/ nai n/ sachar/request . aspx
66.249. 69.33 |[Israel 147.237.77. 170 |m@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 14
176.13.23. 182 |[lIsrael 147.237.72. 156 [aman. i df . i | Too Many Cookies in a Request - 119 cooki es Bl ock 14
46. 19. 85. 164 | srael 147.237.77.216|dover. i df . i | Mal formed URL _ at uvs=562cf 3f 872f d368e000; B ock 14
Unknown Par anet er
46.117. 135. 254 |I srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $passwor dUpdat e$t xt Passwor  |None 14
d in ww aka.idf.il/nain/giyus/fag. aspx
203.67.9.75 Tai wan 147.237.72. 166 [aka. i df . i | Illegal Byte Qude Character in Mthod Bl ock 14
37.26.147.179 |Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 14
151. 80. 31. 124 |ltaly 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 14
212 199. 84. 42 |israel 147.237.77.74 |lawidf.il Par anet er Type \i ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 14
wan | aw i df . i |/ 965- he/ pat zar . aspx
Unknown HTTP Request Met hod
46.19.85.164 |l srael 147.237.77. 216 |dover . i df . i | 0%R2C0% C41%RC0% CA29RCLY%7 CA3; in URL B ock 14
__at uvs=562cf 3f 872f d368e000
2.52.156.240 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
85.65.77.232 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 14
46.121. 102. 202 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
203.67.9.75 Tai wan 147.237.76.31 |nakchal .idf.il |[lllega Byte Qode Character in Mthod B ock 14
. . DO stributed Lhaut hori zed URL Access on
37.142.68.108 |[lsrael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 14
. . . Unaut hori zed URL Access to
81.209.177. 189 |Eur ope 147.237.76.30 [hi nush. i df . il v chi nush. atal . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock 14
212.235.31. 125 |I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut horized LRL Access from 212. 235, 31. 125 Bl ock 14
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/inages/ shared/ nailthis. gif Bl ock 14
46.19.86.3 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 14
2.54. 54, 243 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 14
109. 65. 159. 86 |1 srael 147. 237.72. 166 |aka. i df . i | thknown Par arret er __V EASTATEENCRYPTED i n None 14
ww aka. i df . i | / nai n/ gi yus/ tal pi ot questi onnai re. aspx
Dstributed Paraneter Read Ghly Mol ation
79.177.149. 33 |Israel 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ @i n/ gi yus/ ni yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
203.67.9.75 Tai wan 147.237.77.74 [lawidf.il Illegal Byte Qode Character in Mthod Bl ock 14
46.19.85.164 |Israel 147.237.77. 216 |dover . i df . i | Aonornal |y Long Request request version Bl ock 14
. . DO stributed Lhaut horized URL Access on
81.218.198.25 |[Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka. i of i1/ B ock 14
. . Unknown Paraneter anp;t in
192.117.12.65 |israel 147.237.72. 166 |aka. i df . il v aka. i o i |/ rai v rabanut / Scri pt resour ce. axd None 14
. . SS. Lhtraceabl e Gonnection - Protocol violation
2.54.181.131 |[Israel 147.237.72. 156 |aman. i df . i | (SSL OONN LI ENT HELLO) None 14
109. 160. 219. 98 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
79.179.192.57 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 14
66.249.67.65 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
207.232.27.5 |Israel 147.237.72. 166 |aka. i df . il aka. i o i |/ i 1V sachar/ vi ewpni ot . aspx None 14
. . Parameter Type Mol ation search in
176.13.23.178 |lIsrael 147.237.76.31 |nakchal .idf.il | T df i1/ 1119- hef nakhal aspx B ock 14
Il11egal HITP \ersion
46.19.85.164 |Israel 147.237.77.216|dover. i df . i | _pk_i d. 20. 8af c=f 5647cdeb6631c91. 1433970942. 3. 1445786618. 144 |HB ock 14
5786618.; _pk_ses. 20. 8af c=*
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