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|Top Attackers | n DDoS- Def ence |

Attacker Country

Address Address

Attacker ‘Target

‘Site

‘Signature

213. 251. 182. 106 France 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1593
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 738
85. 65. 32. 165 | srael 147.237.72. 167 i shurimaka. i df.i|Anonal y- SSL-renegoti ation-d i dest - r eset 157
213.251.182. 106 Fr ance 147.237.77. 216 dover.idf.il HTTP- M SGC- Sl owl ori s- DOS- Var 1 dest - r eset 135
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 114
213.251. 182. 106 France 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 104
80. 246. 136. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 39
84.108. 211. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
132.70.66.9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
86.17.222. 83 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 27
212.179. 155. 129 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
213.151. 50. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
2.54.30. 220 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
176. 13. 17. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
149. 88. 7. 24 | srael 147.237. 72. 167 i shurimaka. i df.i|Anonal y- SSL-renegoti ation-d i dest - r eset 18
82. 166. 247. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
84.111.210. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 64. 103. 241 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 8
212.150. 66. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26. 147. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
217.103.116. 134 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.117. 254. 192 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
37.26. 147. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
85. 65. 145. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31. 94. 38. 155 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.117. 254. 192 | srael 147.237.77. 216 dover.idf.il SYN Hood out of context drop 4
46. 210. 85. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26. 149. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
217. 21. 10. 107 g’;’cisgi':('ja” Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 4
162. 201. 186. 120 Wited Sates 147.237.77.216  |dover.idf.il Z;J; handshake violation, first packet mot . 4
46. 19. 86. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26. 147. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 65. 168. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
85. 76. 146. 28 F nl and 147.237.77. 216 dover.idf.il SYNHood full table drop 3
95. 86. 72. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
213.251. 182. 106 France 147.237.77.216 dover.idf.il Frk Purple Gon Limt Htp drop 3
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
176. 13. 6. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
80. 62. 117. 109 Denmar k 147.237.77. 216 dover.idf.il SYNHood full table drop 3
213.57.109. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
85. 154. 56. 4 Oman 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79. 180. 128. 33 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 3
2.54.183. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 140. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 146. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.181. 30. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
77.127.160. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
176. 228. 54. 23 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
213.251. 182. 106 Fance 147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
82.80.17. 163 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) ock 2
96. 224. 6. 115 Lhited Sates 147.237.77. 216 dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Qountry

Ste

|Signature

2.54.167. 249 147.237.72.156 |Israel aman.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 4
87. 68. 165. 30 147.237.72.166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
84.228.133.159  |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
79.182. 99. 168 147.237.77.216  |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
77.127.242.156  |147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
5.29. 227. 109 147.237.72.166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
188. 50. 240. 10 147.237.77.216 |Saudi Arabia dover.idf.il portscan: TCP Distributed Portscan 1
2.52.36. 182 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
167. 88. 9. 84 147.237.72.167 |Wited Sates ishurimaka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
95. 86. 71. 31 147.237.77.216  |Israel dover.idf.il portscan: TCP Distributed Portscan 1
85. 65. 70. 28 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
82.117.208.243  |147.237.72.14 dover.idf.il(old) |ET SCAN NMAP -sS wi ndow 1024 1
79.182. 59. 215 147.237.77.216  |Israel dover.idf.il portscan: TCP Distributed Portscan 1
46.162. 116,221  |147.237.77.74 Sweden lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
17.142.156. 109  [147.237.77.216 |wnited Sates dover.idf.il portscan: TCP D stributed Portscan 1
178. 0. 52. 240 147.237.77.216  |Ger many dover.idf.il portscan: TCP Distributed Portscan 1
103. 232. 35. 93 147.237.72.217 |Hong Kong eidf.il ET SCAN NVAP -sS wi ndow 3072 1




|Top Attackers In FW |
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Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9357
132.70.66.9 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5013
213. 251. 182. 106 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1435
85. 65. 10. 177 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1168
162. 201. 186. 120 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 378
82. 166. 226. 139 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 215
84.25.181. 176 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 199
208.115.111. 73 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 142
188. 143. 232. 24 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 136
91. 228. 167. 109 9 ovaki a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 122
46.19. 85. 79 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 99
77.127.245. 202 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 86
212. 150. 66. 161 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 75
108. 72. 13. 144 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 67
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 55
46.117. 254. 192 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 49
84.229.174.193 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 48
208. 115. 113. 89 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 46
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 46
81.218.128.70 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 45
2.54.30. 220 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 45
194. 118. 105. 50 Austria 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 43
96. 224. 6. 115 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 39
108. 233. 242. 170 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 36
207.232.12.238 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 33
46. 19. 86. 141 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 32
46. 19. 86. 189 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 32
212.199. 71. 30 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 28
117. 230. 205. 32 I'ndi a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
88. 131.58. 77 Sweden 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 25
100. 100. 117. 217 147.237.72. 156 anan.idf.il dr op First packet isn't drop 25
100. 100. 33. 111 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 24
79.179.152. 79 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 24
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 23
62.219.194. 125 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 23
81.218.176. 20 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 23
212. 68. 132. 218 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 22
100. 100. 110. 138 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 22
82.178.92. 115 Oman 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 22
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 22
46. 19. 85. 163 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 22
100. 100. 26. 218 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 22
2.54.153. 56 | srael 147.237. 76. 200 eitan aka. idf.il drop Frst packet isn't drop 21
91. 228. 167. 130 Y ovaki a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 21
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 21
71.224.199. 173 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 21
100. 100. 33. 111 147.237.0. 34 tikshuv.idf.il drop Frst packet isn't drop 20
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 20
62. 0. 99. 213 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 19
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
176.13.2.63 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 2133
176.12.141.60 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 1246
176.12.138.59 |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 700
176.13.11.135 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 406
109. 65. 168. 19 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 112
] . . Unaut hori zed URL Access to
68.180. 229. 239 |Lhited Sates 147.237.72. 166 |aka. i df . i | vaw aka. i df . i 1/ consol e/ cor e/ doc. ngr/ gener al . aspx B ock 84
81.218.241.26 |[Israel 147.237.77.216|dover. i df .i | Ml tipl e Unauthori zed URL Access from 81.218. 241. 26 B ock 70
m ny- kosher - kravi . i _ _
176.13.10.3 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from176.13.10.3 None 42
109. 65. 168. 19  |Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed LRL Access to wwv arman. i df.il/sip_storage/files/4/ |B ock 42
46.19. 86. 185 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 28
176.12.151.86 |lsrael 147.237.77.243|nobi l e. i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 28
188. 143. 232. 24 |Russi an Federation |147. 237. 7. 216 |dover . i df . i | Paraneter Type Mol ation ct! 008nt ent A acetdl der 1S Bl in 1y o |og
wa i df . i1 /1038- en/ dover . aspx
DOstributed Paraneter Read Qnly Mol ation
109. 64. 118.65 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai re. asp [None 28
X par anet er
Pal esti ni an . . Unaut hori zed URL Access to
188.161.152.138 Territory, Gcupied 147.237.77. 176 [nat pash. i of . i | Wy cogat . i df .i|/sip storagel fil es/6/4616. ] pg Bl ock 28
. . O stributed Uhaut hori zed URL Access on
109. 67.18.219 |lIsrael 147.237.72. 166 |aka. i df . i | v aka i of i1/ ti kshav. i df i1 Bl ock 28
46.19. 86. 86 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
68.180.228. 112 |lhited Sates 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v i df.il/1294-ar/wawidf.il/ar B ock 14
. . D stributed Uhaut hori zed URL Access on
149. 88. 103. 234 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka. i f i1/ Bl ock 14
. . . Unaut hori zed URL Access to
66. 249. 65. 54 | srael 147.237.0.34 |tikshuv.idf.il ti kshuv. i df i 1/ i v cr ushi i s o . aspx B ock 14
. . Unaut hori zed URL Access to
87.69. 71. 166 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e shar ed/ t ext . css Bl ock 14
. . Unaut hori zed URL Access to
212.29.253. 106 |lsrael 147.237.76.86 |[navy.idf.il vow navy. i o i 1/si p storagel il es/ O/ si 23380/ 1620. | pg Bl ock 14
188. 143. 232. 15 |Russian Federation |147.237.77.74 |lawidf.il Mil ti pl e Unhauthori zed URL Access from 188. 143, 232. 15 B ock 14
. . Unaut hori zed URL Access to
81.218.205. 64 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 14
. . . Parangter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Capt cha
176. 12. 149. 200 |l srael 147.237.0.19 |[madi matal .idf.il in nadi matal i cf.il/nobilellogin aspx Bl ock 14
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 71 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ robot 5. t xt B ock 14
85. 64. 147. 16 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 14
. . D stributed Unhaut hori zed URL Access on
192. 116. 166. 66 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ Bl ock 14
157.55.39.119 |[lnited Sates 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to ww cogat . i df.il/894-en B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/navy/htn/unitfs. asp B ock 14
. . D stributed Unaut hori zed URL Access on
93.172.1.62 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shar ed/ r eset . css B ock 14
. . ] Unaut hori zed URL Access to
212.179.21.194 |israel 147.237.76.200|ei tan. aka. i df . il vuww ei tan. aka. i df i 1/ 894- enV ei t an, aspx Bl ock 14
188. 143. 232. 15 |Russian Federation |147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/656-en/ B ock 14
66. 249. 69. 41 | srael 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/robots. t xt Bl ock 14
. . D stributed Uhaut hori zed URL Access on
46.116. 141. 224 |Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ Bl ock 14
109. 66. 145.84 | srael 147.237.72. 166 |aka. i df . i | Lnknown Perameter _VI EMBTATEENCRYPTED in None 14
wan aka. i df . i |/ mai n/ sachar/ r equest paysl i pexpl anat i on. aspx
85. 64.149. 230 |Israel 147.237.72. 156 |lanan. i df . i | wdt;)p' e Wntraceabl e S Sessions from 85. 64. 149. 230 (Cpen None 14
195. 110. 40. 7 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 14
Qoss-site scripting on paraneter
77.125.79.120 [israel 147.237.72. 156 [anan. i df . i | ct 1 00s$ct | 00$cphMai n$CPHV&I nCont ent $ct | 77$ct | 01$ct | 03$t xt Fi el  |Bl ock 14
d in ww anman.idf.il/nodiin/questionnaires. aspx
66. 249. 67. 65 I srael 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Qode B ock 14
Paraneter Read Qily Molation in
5.29.177. 240 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. asp [None 14
X
213.151.55.12  |Israel 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed UR. Access from 213. 151. 55. 12 Bl ock 14
94.224.17.212  |Bel gi um 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list20050529. htm B ock 14
. . Unaut hori zed URL Access to
84.108. 245. 177 |[Israel 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or agel f | es/ 8/ 1668. doc Bl ock 14
. . D stributed Uhaut hori zed URL Access on
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il 147 237 76. 42/ robot s. t t Bl ock 14
46.117.135. 254 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
109. 67.3.5 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
85. 64.149.230 |[lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
] . . Unaut hori zed URL Access to
199. 16. 156. 126 |Uited Sates 147.237.77.216|dover. i df .i | v i i1/ p storagelfi1 es/ Of si ze220x0/ 16900 | pg Bl ock 14
176.13.23.182 |Israel 147.237.72. 166 |aka. i df . i | Too Many Qookies in a Request - 102 cooki es Bl ock 14
79.179.6.201  |israel 147.237.72. 156 |aman. i df . i | thaut hori zed URL Access to Bock |14

wan anan. i df.il/https:/ww anan.idf.il/
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