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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
204. 93. 58. 113 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 477302
66. 249. 67. 59 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 124252
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 54903
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 45851
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 43927
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 18798
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 13608
41.218. 182. 144 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12662
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 11954
109. 200. 30. 154 Uhi t ed Ki ngdom 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11538
89.13.1.19 Ger nany 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 10742
184. 107. 80. 90 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8490
105. 156. 35. 126 Mor occo 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7346
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5743
157. 166. 216. 10 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4640
132. 66. 40. 116 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2524
68. 96. 59. 120 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1810
41. 44. 94. 229 Egypt 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 864
41.206.11. 88 N geria 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 743
31.134.27.34 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 500
178. 255. 215. 87 Fance 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 249
157. 55. 39. 53 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 248
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 103
80. 246. 139. 179 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS -renegotiation-Q i dest - r eset 95
46.19. 86. 118 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiati on-Q i dest - r eset 94
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 41
77.125.4.75 | srael 147.237.72. 156 anan. i df.il Invalid TGP H ags drop 14

80. 74. 100. 98 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 12

93. 172.59. 230 | srael 147.237.72. 166 aka.idf.il Inval i d TP H ags dr op 12
31.154. 25. 138 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
2.54.41.212 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.26. 149. 251 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
176.13.7.111 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
217.224.122.70 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

176. 12. 145. 110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

89. 138. 74. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.13.108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
92.224.201. 48 Ger nany 147.237.77.216 dover.idf.il SYNHood full table drop 5
212.179. 28. 34 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5

176. 13. 3. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.168. 219. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13.9. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.151. 53. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
107.77.89. 76 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

185. 46. 212. 51 S t zer| and 147.237.72. 166 aka. idf.il Invalid TGP H ags drop 3
46.19. 85. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2

46. 4.10. 6 Ger nany 147.237. 76. 147 chinuch. aka.idf.il|lInvalid TGP H ags drop 2

50. 116. 28. 209 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

At t acker At acker .
Addr ess Target Address ount ry ‘Ste ‘S|gnature ‘Count‘
i ET SCAN Behavi or ly f i nbound Tel n nnect i on ntial
211. 176. 108. 72 |147. 237. 7. 170 |FO 6 RepWdlic | ot i i Behavioral Lhusuall'y fast inbound Tel net Connections, Potentia 1
of Scan or Brute Force
, . |ET SCAN Behavi oral lhusual |y fast inbound Tel net (onnections, Potential
91.140.218.4  |147.237.72. 156 |Kumai t anan.idf.il 1
Scan or Brute Force
. |SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port denial of
109. 65. 105. 29 [147. 237. 77. 216 || srael dover.idf.il i — 1
servi ce attenpt
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ‘S te |Sig nature Message Devi ce Action
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Oount
66.249. 93. 248  |Israel 147.237.76.200|ei tan. aka. i df .i| |[Dstributed Too Many of the Sane Response Code (404) B ock 728
66.249.93.245 |Israel 147.237.76.200|ei tan. aka. i df.i| |Dstributed Too Many of the Sane Response Code (404) B ock 718
66.249.93.251 |[Israel 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) Bl ock 504
132.70. 66. 13 | srael 147.237.76.200|ei tan. aka. i df .i| |[Dstributed Too Many of the Sane Response Code (404) B ock 84
138.134.102. 16 |l srael 147. 237.72. 166 |aka. i df . i | ma’:;:ri ?aidl ﬂa’l'n\/‘gc:';tj's/o?n ;u?]/myunprocessques“ onni re. aspx None 14
37.26.149.203 |[Israel 147.237.77.216|dover . i df .i | SSL Untraceabl e Connection - Qpen Mde None 14
66.249.93.248 |lIsrael 147.237.76.200|ei tan. aka. i df . i | [Too Many 404: Response Code per Session B ock 14
138.134.192. 10 |l srael 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to www i df.il/nil net B ock 14
37.26.149.251 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 14
192. 116. 94. 222 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14
66.249. 64. 154 [Israel 147.237. 76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
109. 65. 105. 29 |Israel 147.237.77. 216 |dover . i df . i | (SZ‘SLT mﬁfﬁfﬁﬂfgg Protocol violation None 14
194. 114. 146. 227 |1 sr ael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
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