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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
193. 106. 54. 34 | srael 147.237.77. 216 dover.idf.il[TGP handshake viol ation, first packet not syn [drop 387
0.0.0.0 147.237.77. 216 dover.idf.il|]SINHood full table drop 313
212.199. 224. 24 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 50
178. 0. 52. 240 Ger nany 147.237.77. 216 dover.idf.il]SINHood full table drop 22
2.54.152. 253 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 16
176.12.143. 101 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 16
46. 103. 150. 207 Q eece 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
31.168. 76. 12 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 13
82.166. 219. 248 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
37.26.148. 191 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 10
46. 19. 85. 239 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
85. 64. 95. 188 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
46.117.9. 118 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
176. 12. 140. 96 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 9
2.54.60.181 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
109. 65. 149. 27 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 8
87.68. 159. 42 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
37.26.149. 190 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
132.71.134. 167 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
192.115.83.5 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 6
46. 19. 86. 74 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
157. 166. 216. 10 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il]SINHood full table drop 6
46.19. 86. 149 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
95. 86. 127. 25 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
46. 120. 248. 165 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
2.54.3.18 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
217.194.197. 94 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 4
80. 74. 107. 118 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
46.19. 86. 196 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
176. 13. 15. 63 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
84.108. 70. 155 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 4
213.151. 32. 163 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 4
80. 246. 139. 13 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
212.179. 155. 129 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 3
176. 12. 147. 147 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
92. 22. 156. 242 United Ki ngdom 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
79.181. 124. 180 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
176. 12. 145. 189 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 2
46.19. 85. 175 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
172.56. 27. 135 Lhited Sates 147.237.77. 216 dover.idf.il]SINHood full table drop 2
2.54.32.190 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
85. 65. 202. 222 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
46. 19. 86. 222 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
2.54.1.251 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 2
79.179. 151. 52 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
176. 13. 14. 253 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
185. 32.179.6 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
82. 213. 33. 226 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 1
80. 246. 136. 1 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnature
62.210. 113. 143 |France 147.237.76.86 |[navy.idf.il[16798: HITP: G\WU Bash HITP Header Renvte Code Execution Vul nerability |Bl ock 14
81.218.33. 77 | srael 147.237.77. 216 |dover . i df . i|CL000004: HTTP: options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

111. 93. 198. 54 147. 237.76. 176 I ndi a test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.236. 96. 52 147. 237. 0. 200 Ger many mu.idf il ET SCAN Potential WNC Scan 5900- 5920 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
190. 124. 35. 115 147.237.77.121 N caragua e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.102. 48. 194 147.237.77. 176 Net her | ands nat pash. i df i | ET SCAN NMAP -sS wi ndow 1024 1
77.236. 96. 52 147. 237. 0. 200 Ger many ndu. i df il ET SCAN NVAP -sS wi ndow 1024 1
190. 124. 35. 115 147.237.77.121 N caragua e navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
o S reaning Engi ne: TCP TCP segnent out of naxi mum drop 765
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.i Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
R Sreamng Engi ne: TCP TCP segnent out of maxi num drop 433
185. 32.179. 208 |[Israel 147.237.77. 243 |nobi le.idf. il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
Streamng Engi ne: TCP TCP segnent out of naxi mum
i i i 419
212.143.3. 44 I srael 147.237.0. 34 tikshuv.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped. drop
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 355
46. 116. 133. 89 | srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
Streamng Engi ne: TCP TCP segnent out of naxi mum
) . L 325
46. 19. 86. 219 | srael 147.237. 72. 167 |i shuri maka. i df . i Segrrent Limt Enforcenent all oved sequence. Packet dr opped. drop
S .. . |Streamng Engi ne: TCP TCP segnent out of maxi mum dro 309
176. 12. 143. 101 |[Israel 147.237.72. 167 |i shuri maka.i df . i Segrrent Limt Enforcenent all oved sequence. Packet dr opped. p
Pal esti ni an S S reaning Engine: TCP TCP segnent out of naxi mum
: . L77.17 hidf.il . drop 299
82.102.254.108 |10 o™ o e 147 237 77- 176 nat pash i f . Segnent Limit Enforcement al | oned sequence. Packet. dr opped.
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 233
93.172. 30. 138 | srael 147.237.77. 233 |atal .idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engine: TCP TCP segnent out of naxi mum drop 295
2.54.132. 215 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent all oned sequence. Packet dropped.
o Sreamng Engi ne: TCP TCP segnent out of maxi mum drop 204
79.177. 226. 15 | srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engi ne: TCP TCP segnent out of naxi mum drop 198
2.54.134.154 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent all oned sequence. Packet dropped.
S .. . |Streamng Engi ne: TCP TCP segnent out of maxi num dro 197
79. 179. 209. 40 | srael 147.237.72. 167 |i shuri maka.i df . i Segrrent Limt Enforcenent all oved sequence. Packet dr opped. p
Streamng Engi ne: TCP TCP segnent out of naxi mum
) . L 184
192.118. 64. 29 I srael 147.237.72. 167 |i shurimaka. i df .i Segrrent Limt Enforcenent al | oned sequence. Packet dropped. drop
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 181
87. 68. 160. 121 | srael 147.237.72. 156 |anan. i df .i | Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engine: TCP TCP segnent out of naxi mum drop 177
2.54.192. 226 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
S .. . |Streamng Engi ne: TCP TCP segnent out of maxi num dro 171
176. 228. 165. 201 |l srael 147.237.72. 167 |i shuri maka.i df . i Segrrent Limt Enforcenent all oved sequence. Packet dr opped. p
o S reaning Engine: TCP TCP segnent out of naxi mum drop 166
79.181. 60. 244 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 164
46. 19. 85. 196 | srael 147.237.77. 216 |dover.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engine: TCP TCP segnent out of naxi mum drop 163
194. 90. 122. 40 I srael 147.237.72. 156 |anan. i df .i | Segrrent Limt Enforcenent all oned sequence. Packet dropped.
S .. . |Streamng Engi ne: TCP TCP segnent out of maxi mum dro 157
37.19.117. 217 | srael 147.237.72. 167 |i shuri maka.i df . i Segrrent Limt Enforcenent all oved sequence. Packet dr opped. p
o S reaning Engine: TCP TCP segnent out of naxi mum drop 147
46.117.9. 118 I srael 147.237.77. 234 |hal ag. i df . i Segrrent Limt Enforcenent all oned sequence. Packet dropped.
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 147
192.115.83.5 | srael 147.237.77. 216 |dover.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engine: TCP TCP segnent out of naxi mum drop 144
62.219.177.130 |[lsrael 147.237.77. 216 |dover.idf .i Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
o Sreamng Engi ne: TCP TCP segnent out of maxi num drop 140
95. 86. 114. 158 | srael 147.237.77. 216 |dover.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engine: TCP TCP segnent out of naxi mum drop 137
79.180. 37. 18 I srael 147.237.77. 216 |dover.idf .i Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 136
146. 185. 58. 66 | srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oed sequence. Packet dropped.
L S reaning Engine: TCP TCP segnent out of naxi mum drop 130
195. 200. 205. 2 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 130
176. 13. 23. 51 | srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
L S reaning Engine: TCP TCP segnent out of naxi mum drop 107
109. 186.53. 74 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
L Sreamng Engi ne: TCP TCP segnent out of maxi mum drop 126
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engine: TCP TCP segnent out of naxi mum drop 126
46. 116. 133. 89 I srael 147.237.77. 216 |dover.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
. Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 125
149. 78. 14. 230 | srael 147.237.76.30 |hinush.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
L S reaning Engine: TCP TCP segnent out of naxi mum drop 124
109. 66.41. 171 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
L Sreamng Engi ne: TCP TCP segnent out of maxi mum drop 120
176. 13. 16. 28 | srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engine: TCP TCP segnent out of naxi mum drop 117
79.181. 162. 208 |l srael 147.237.77. 216 |dover.idf .i Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num drop 109
85.64.179. 81 | srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oved sequence. Packet dropped.
o S reaning Engi ne: TCP TCP segnent out of naxi mum drop 102
46. 19. 86. 237 I srael 147.237.72. 166 |aka.idf.il Segrrent Limt Enforcenent al | oned sequence. Packet dropped.
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Target Address

dte

Signature

o Sreamng Engi ne: TCP TCP segnent out of maxi num
79.183. 38. 152 | srael 147.237.72. 166 |aka.idf .il . al l oved sequence. Packet dr opped. drop 99
Segnent Limt Enforcenent
. . _|Streamng BEngi ne: TCP TCP segnent out of naxi num
62. 90. 88. 104 | srael 147. 237. 72. 167 |i shuri maka. i df . i Segnent Linit Enforcenent all oved sequence. Packet dr opped. drop 98
o Sreamng Engi ne: TCP TCP segnent out of maxi num
79.176. 25. 15 | srael 147.237.72. 166 |aka.idf .il Segrrent Limt Enforcenent al | oned sequence. Packet dropped. drop 97
Lo Sreamng Engi ne: TCP TCP segnent out of maxi num
46.19. 86. 5 | srael 147.237.72.166 |aka.idf .il Segnent Linit Enforcenent all oved sequence. Packet dr opped. drop 94
o Sreamng Engi ne: TCP TCP segnent out of maxi num
31.168. 126. 214 |l srael 147.237.72. 166 |aka.idf .il Segrrent Limt Enforcenent al | oned sequence. Packet dropped. drop 92
Coe Streamng Engi ne: TCP TCP segnent out of naxi num
im oved sequence. Packet dropped.
176. 12. 139. 209 |l srael 147.237.72.166 |aka.idf .il Segrrent Limt Enforcenent all d seq ket dropped drop 90
o Sreamng Engi ne: TCP TCP segnent out of maxi num
im owed sequence. Packet dropped.
91. 199. 69. 254 | srael 147.237.72. 166 |aka.i df .il Segrrent Limt Enforcenent all d Packet d d drop 86
e Streamng Engi ne: TCP TCP segnent out of naxi num
im oved sequence. Packet dropped.
46.19. 85. 132 | srael 147.237. 72. 156 |anan.i df . il Segrent Limit Enf or cenent al d seq ket dr opped drop 86
N . [Streamng Engi ne: TCP TCP segnent out of maxi num
im owed sequence. Packet dropped.
82. 81. 240. 47 | srael 147.237.72. 167 |i shuri maka. i df . i Segrrent Limt Enforcenent all d Packet d d drop 86
o Streamng Engi ne: TCP TCP segnent out of naxi num
im oved sequence. Packet dropped.
176.13.18.7 | srael 147.237.77. 243 |nobi | e.idf . il Segrent Limit Enf or cenent al d seq ket dr opped drop 85
o Sreamng Engi ne: TCP TCP segnent out of maxi num
im owed sequence. Packet dropped.
2.54.40.194 | srael 147.237.72. 166 |aka. i df .il Segrrent Limt Enforcenent all d Packet d d drop 84
e Streamng Engi ne: TCP TCP segnent out of naxi num
im oved sequence. Packet dropped.
91. 135.102. 163 |l srael 147.237. 72. 156 |anan.i df . il Segrent Limit Enf or cenent al d seq ket dr opped drop 80
o Sreamng Engi ne: TCP TCP segnent out of maxi num
149. 78. 95. 253 | srael 147.237.72. 166 |aka. i df .il Segrrent Limt Enforcenent all oned sequence. Packet dropped. drop 80
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At acker

Target Address

Site

Sgnature

Devi ce

‘Oount

Gountry Action
79.181.26.35 |[Isradl 147.237.76.42 [refuah. i df i[5 ) 2o thauthort zed ;HJaﬁCZ‘;Spi on Bl ock 14
2.54.192.226 |Israel 147.237.72.166 [aka. i df . i| |Untraceabl e SSL Sessions: (pen Mode None 14
31.168.23.67 |[Israel 147.237.77. 216 |dover . i df . i [|Unaut hori zed URL Access to waw i df . il /bamahane B ock 14
46.19.86.231 |[Israel 147.237.72.166|aka. i df .i| |Untraceabl e SSL Sessions: (pen Mde None 14
66.249. 78. 253 |Israel 147.237.72. 156 [anan. i df . i | |Uauthorized LR Access to list.ips.gov.il/ B ock 14

10-25-2015-12:04:09 to 10-25-2015-13:04:09




